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Executive Summary

The Federal Trade Commission has examined online behavioral advertising since- 188@sidvhen
the internet first emerged as a commercial medium. Since then, the FTC has hosted workshops, issued

reports, promoted self-regulation, and developed principles for the online behavioral advertising
in


https://www.ftc.gov/system/files/documents/public_comments/2015/12/00065-99852.pdf
https://www.ftc.gov/system/files/documents/public_comments/2015/10/00057-98264.pdf
https://www.ftc.gov/system/files/documents/videos/cross-device-tracking-part-1/ftc_cross-device_tracking_workshop_-_transcript_segment_1.pdf
https://www.ftc.gov/system/files/documents/videos/cross-device-tracking-part-1/ftc_cross-device_tracking_workshop_-_transcript_segment_1.pdf
https://www.ftc.gov/system/files/documents/public_statements/620061/150121beyondcookies.pdf
http://adexchanger.com/data-exchanges/liveramps-on-a-quest-for-the-unified-customer-id-and-its-using-probabilistic-data-to-get-there/
http://adexchanger.com/data-exchanges/liveramps-on-a-quest-for-the-unified-customer-id-and-its-using-probabilistic-data-to-get-there/

first-party services with a direct relationship with the consurr example, an email service that a
consumer logs onto from different devidddowever, thirdparty companies are tracking consumers
with increasing accuracgorrelaing user behavior across miple platforms?

This report describes the FTC’s November 2015 CBmssgce Tracking Workshop, which included
discussions about how credsvice tracking works, the benefits and challenges of -degse tracking,

and industry efforts to address the payand security implications of this practice. It concludes by
providing recommendations to businesses on how to apply the FTC’s longstanding privacy principles to
Cross






data to create detailednsumer profés® With crossdevice tracking, tracking no longer occurs solely
on a single computer or devié€ompanies can gather information abeonsumers across their
connected devices, including smartphones, tablets, personal computers, smart televisiors, and e
smartwatches and other wearabMany of these companies hope to comlilig information with
information about consumers’ offline habifs.

lIl. The Cross -Device Tracking Workshop

The Commission hosted the Crd3desvice Tracking Workshop to explore the implications of this

practice for consumers, and to determine how traditional principles, such as transparency, choice, and
security apply. It also examined what sel§ulatory orgamations and companies were doing in this

area. Based on information gathered through the workshop, this report describes: (1) the ways cross
device tracking technologies work; (2) the benefits and challenges of the practice; and (3) efforis by self
regulabry organizations to address craksvice tracking.

Cross- Device Tracking Technology

Through crosslevice tracking, companies can associate multiple devices with the same Yérsden.

this information serves many purposess iparticularlyuseful and valuable to advertisétd=or

example, a consumer may purchase a pair of shoes on their smartphone after having been served an ad
on their work computelCrossdevice tracking can help an advertidetermine that the consumeho

made the purchase is thense consumewnho saw the ad. Advertisers can use this type of information to
measure the success of an ad campanghavoid inundating consumers with the same ad. They can also
use the information to target ads to a consumer, suah ad for a belt to match the shoes. As the

number of devic.



identifying characteristic, such as a logirConsumers often take affirmative steps to identify
themselves on each device they use, by logging into an account or ustnpdraddress, for

example! Through that affirmative step, companies easociate a consumer’s activity on one device
with activity they observe on other devices associated with that acédvany sites that offer a login
also offer functionalities that can be embedded into other sites to track constsumeinsas social

sharing widgets, analytics code, sociatworklogins, or advertisingFor example, if a consumer logs
into thesame platform account on a desktop and smartphone, the consumer’s query for blue jeans
through that platform on helesktop browser cahen inform the ads in a smartphone app that uses the
same platformo serve targeted mobile ads.

Companies can also useralpabilistic approach to infer which consumer is using a degien when a
consumer hasot logged into a servic8. A common method of probabilistic tracking is IP address
matching'’ When an ad platform places a cookie on a consumer’s browser, the cookie often includes
the IP address of the device runnthg browserBecause devices on the same local network often have
the same public IP address, the ad platform might infer that a computer, smartphone, and tablet that use
the same publitP address belong to the same household. As another exampmenglwaner’s

smartphone usdbe same publitP address aserwork computer during business hours, and then uses
the same publitP address as hibme computer during ndmisiness hours, an ad platform might infer
that the work computer, smartphone, and home computer belong to the same cdhthergatform

has access to geolocation information for the three devices, it may be able to ascribe more certainty to
this inference Additionally, a company might infer that a work snpdndne and personal smattbne

that visit the same unusual combination of websites belong to the sani®@ree a company has

linked a consumer’s devices in this manner, when that condaoo&sairline reservations to Hawaii on
herhome computer’s browser, for example, she might see ads for hotels in Hawaisomitighone or

work computer.

Because consumers dot have tdbeloggedin to any service for companiesttack them

probabilistidy, thismethod of linking might be less apparent to consunt@asumers generally have a
relationship with deterministic platforms, choose to engage with these platforms, and can access the
platforms’ policies on data collection and data sharing to learn more about how their information or
online behavior could be ed. By contrast, probabilistic tracking companies, like third



platforms generallyvork with businesses out of consumers’ viemd rarelyhawe direct consumer
relationships

To improve the accuracy of their cresdsvice tracking modelspmpanies often combine deterministic

and probabilistic techniquekideed, companies that have deterministic data, such as email providers,
social networks, or shopping sites, frequently work with entities engaged in probabilistic tracking.
Suppose a conser visits a retailer’s shopping site on his work computer, a news website on his
smartphone, and a video streaming service on his home computer, using the same email address to log
into these separate servic&hese firsiparty sites (with deterministidata) may share hastéemail

addresses with their partner ad netwakth this unique identifier for each consumer, the tipiagty ad
network can determinghat the three devices noted in the example
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https://static01.nyt.com/packages/pdf/technology/Letter-Cross-Platform-Tracking-FTC.pdf
https://static01.nyt.com/packages/pdf/technology/Letter-Cross-Platform-Tracking-FTC.pdf
http://www.nytimes.com/2013/10/06/technology/selling-secrets-of-phone-users-to-advertisers.html
http://adexchanger.com/data-exchanges/2016-edition-marketers-guide-cross-device-identity/
http://adexchanger.com/data-exchanges/2016-edition-marketers-guide-cross-device-identity/
https://www.ftc.gov/system/files/documents/public_comments/2015/11/00061-99851.pdf
https://www.ftc.gov/system/files/documents/public_comments/2015/12/00064-99853.pdf
https://www.ftc.gov/system/files/documents/public_comments/2015/10/00054-98261.pdf

Crossdevice tracking provides companies with improved metrics that mayHestpavoid theover
saturatiorof ads*! It also enables them to deliver more relevant ads to consumers who may want
them>? Forexample, marketers can see how ads influence purchases on different devices and target
advertising to the consumers who are most likely to be interested in the advertisers’ products.

Finally, crossdevice tracking technology may enhance competitiohematlvertising arena. Currently,
few entities have large user bases with deterministic dajg (ogin information) that they can use to
track consumers across devices and servé*digleveragingcrossdevice trackingechnology,
companies without detainistic data may be able to compete with fiparty entities that d&>

providing insights to client® forging new advertising models with a better consumer experience, and
increasing efficiency to benefit those in the advertising ecosystem, inclugisgroers’

However, crosslevice trackinglso creates privacy challenges. The first challenge is transpdfency.
Because the practice of credsvice tracking is often not obviougyrsumers may be surprisedfited
that their browsing behavior on one device will inform the ads they see on another’téviesd,
many of the consumers who submitted comments to the workshop expressed aboathe practice


http://www.marketwired.com/press-release/new-data-publishers-look-harness-real-time-people-based-marketing-compete-with-walled-2061424.htm
http://www.marketwired.com/press-release/new-data-publishers-look-harness-real-time-people-based-marketing-compete-with-walled-2061424.htm
https://www.ftc.gov/system/files/documents/public_comments/2015/12/00069-99857.pdf
https://cups.cs.cmu.edu/soups/2012/proceedings/a4_Ur
https://www.ftc.gov/system/files/documents/public_comments/2015/10/00056-99849.pdf

of crossdevice tracking® Probabilistic tracking, Were consumers are tracked without havingesigin

to any service, may be particularly surprgsand concerningp consumersespecially whee sensitive
information is involved. For example, a person may not expect that dicstioads an app related to a
medical condition in the privacy of her home, she may receiveradther platformselated to that
condition?* A teen who does not want her parents to know she is gay may be surprised to learn that her
browsing behavior on her mobile device informs ads that appear on the household cmsieth

all practices that implicate consumer privacy, when sensitive information is involved, there is a
heightened need for transparency, choice, and security.

Consumers may also be unaware of the potential scope ofdaaise tracking. Such practicesy not
be limited totracking consumers across desktops, laptops, tablets and smartjithoagsisoinclude
viewing information from smart televisions, health information from a wearable device, or even
shoppinghabits at brickandmortar store4® Thus, a consumeould get an ad on her work computer
related to a prgram she watched on television, habits revealed by her wearable device, or retail
purchases

40 SeeComment #18rom Susan Burstado Fed. Trade Comm’mApr. 20, 2015)“l consider tracking from my devices the
most insidious of invasion of privacy issues.”), https://www.ftc.gov/policy/ptdadimments/2015/04/20/commedd018
Comment #5 from Boonie McFadden, to Fed. Trade CommAp(. 12, 2015Y“Non-consensual tracking of my internet use
must be ended. This is a gross invasion of privacy, and a violation of constitutional protections.”),
https://www.ftc.gov/policy/publicomments/2015/04/12/commeBB015 Comment #1from Paula McMullanto Fed.

Trade Comm’nMarch 22 2015)(“My privacy is far more important to me than providing advertisers with a way to inundate
me with more advertising. ‘Relevant’ advertising is a negative for ma-a positive.”) https://www.ftc.gov/policy/publie
comments/2015/03/22/comme®®011 Comment #18rom Ernst to Fed. Trade Comm’March 20, 2015)“( should not

have to leave my smart phone in my car when | shop in order to prevent faidg} tifif abuse.”),
https://www.ftc.gov/policy/publicomments/2015/03/20/conamt0001Q Comment #2 from Myles Lewis to Fed. Trade
Comm’'n Dec. 8 2015)(“l find that Cross Device Tracking and its associated technologies to be a disturbing invasion of my
personal privacy.”)https://www.ftc.gov/policy/publicomments/2015/12/08/commedB062 Comment $9 from Darin

Gordon



https://www.ftc.gov/policy/public-comments/2015/04/20/comment-00018
https://www.ftc.gov/policy/public-comments/2015/04/12/comment-00015
https://www.ftc.gov/policy/public-comments/2015/03/22/comment-00011
https://www.ftc.gov/policy/public-comments/2015/03/22/comment-00011
https://www.ftc.gov/policy/public-comments/2015/03/20/comment-00010
https://www.ftc.gov/policy/public-comments/2015/12/08/comment-00062
https://www.ftc.gov/policy/public-comments/2015/11/13/comment-00059
http://www.nytimes.com/2016/09/04/fashion/modern-love-pregnancy-miscarriage-app-technology.html
https://iapp.org/news/a/nai-takes-lgbt-stand/
https://iapp.org/news/a/nai-takes-lgbt-stand/
https://www.drawbridge.com/blog/p/product-updatenbspcompleting-the-picture-offline-attribution

Companies do not appear to be explicitly discussing ategiEe tracking practices in their privacy
policies


https://www.ftc.gov/system/files/documents/videos/cross-device-tracking-part-2/ftc_cross-device_tracking_workshop_-_transcript_segment_2.pdf
https://www.ftc.gov/system/files/documents/videos/cross-device-tracking-part-2/ftc_cross-device_tracking_workshop_-_transcript_segment_2.pdf
http://www.pewresearch.org/fact-tank/2016/09/21/the-state-of-privacy-in-america/
http://www.comscore.com/Press_Events/Presentations_Whitepapers/2011/The_Impact_of_Cookie_Deletion_on_Site-Server_and_Ad-Server_Metrics_in_Australia_An_Empirical_comScore_Study
http://www.comscore.com/Press_Events/Presentations_Whitepapers/2011/The_Impact_of_Cookie_Deletion_on_Site-Server_and_Ad-Server_Metrics_in_Australia_An_Empirical_comScore_Study
http://adage.com/article/privacy-and-regulation/limit-ad-tracking-drops-ad-blocking-grows/303911/

reported that at least 419 million consumers, or 22% of the \wanhdartphone users, are blocking ads
on the mobile weB? Another recent study inquired wipeople use ad blockers, and 39% of U.S.


https://pagefair.com/downloads/2016/05/Adblocking-Goes-Mobile.pdf
https://research.hubspot.com/reports/why-people-block-ads-and-what-it-means-for-marketers-and-advertisers
https://www.ftc.gov/system/files/documents/cases/161214ashleymadisoncmplt1.pdf
http://krebsonsecurity.com/2015/08/was-the-ashley-madison-database-leaked/
http://krebsonsecurity.com/2015/08/was-the-ashley-madison-database-leaked/

This could beespecially harmful for consumers in the banking sector, which has historededty upon
security questionabout personal informatioH.

Industry Self- Regulatory Efforts to Address Cross -Device
Tracking

At the workshop, participants discussed steps that NAI and DAA have taken to addreds\iaess
tracking. In May 2015, the NAI released a guide for members, explaining how its Code of Conduct
would apply to the usef mon-cookie technologie®’ Although the guidance does not update or amend
the NAI's Code of Conduct, it sets forth baseline best practices for providing transparency about non-
cookie technologie& For example, it suggests that members describe theaodde tracking in their
privacy policies and make a “reasonable effort” to ensure that their puktigtr@s include information
about it in their privacy policie¥. NAI does not yet enforce compliance with the moekie tracking
guidance it issued in Ma2015%

The DAA has addressed credsvice tracking more specifically. In August 2014, one of the DAA’s
enforcement organizations issued compliance warnings stating that the ih#les apply to both
cookie tracking and nooeokie trackingincluding tacking across devices and platforffitn

November 2015, the DAA released specific guidance on the application of DAA Principles to cross
device tracking, statinthat the transparency andnsumer control obligations in its existingrieiples
apply to crosslevice tracking data practicBsAccording to DAA’s 2015 guidancé a consumer opts
out of data collection for behavioral advertising on one dettieedata collected from that device

%9 Antone Gonsalves, Hack of Major Data Brokers Weakens Bank Authentic@BGONLINE (Sept. 27, 2013),
http://www.csoonline.com/article/213400






tracking activitiesProviding meaningful information to consumers about edessce trackingvill help
consumers decidehether to use existing eput tools, whether to attempt to silo their activities, or
whether to stop using welsite, app, or service altogether.

As to the crosslevice tracking companies, staff recommends that they provide truthful disclosures, to
consumers and to the firptarty companies on whose websites and apps they appear, so that these first
parties can in turn make truthful disclosures to consuriresame circumstancesilure to provide

truthful information about tracking practices could violate the FTC Pat.example, in its action

against the online advertising company Epic Marketplace, the Commission alleged that the company
engaged in deceptive practices in violation of Section 5 of the FTC Act by nakimgses to

consumers about the limited nature of its tracking when, in fact, it used “history sniffing” techtwmlogy
track consumers across tmeirnet’*

As consumefacing companies, publishers and device manufacturers should also be trankparent.
some cases, the failure of an app developer or website operator to discloskecimssacking could
implicate the FTC Act. Staff recently sent warning letters to app developers who had allowed third
parties to install
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receiving behavioral ads will also prevent data from that device from informing behavioral ads on other
devices®™ We encourage the NAI to do the same.

Although the DAA’s newapproach will allow consumers to opt out a single device from a device graph,
consumers will still have to opt out on a devimedevice basis. Some have advocated for a single opt
out that would apply across consumers’ browsers, smartphones, tabletsyahdevices

However, we recognize that current limitations make it difficult to effectuate a singbeitfitAd tech
companies may beoncerned that single eputs will be imperfect and that they may not be able to
correctly associate devices witidividual consumers. A consum&ho thinksshe isopting out all of
herdevices might have a device she usss frequently, which may result in the company not realizing
that the device is part of the consumer’s device graph. Accordingly, the compacpmtaye to serve
targeted ads to thatthatt h e u S e


https://www.ftc.gov/system/files/documents/advocacy_documents/comment-staff-bureau-consumer-protection-federal-trade-commission-federal-communications-commission/160527fcccomment.pdf
https://www.ftc.gov/system/files/documents/advocacy_documents/comment-staff-bureau-consumer-protection-federal-trade-commission-federal-communications-commission/160527fcccomment.pdf

health information narrowly. ThHBAA definition would not cover, for example, a consutseisit to an
AIDS-education website or use of a diabetes &ppontrast, the NAI Gde defines sensitive health
information more broadly as “information, including inferences, about sensitive health or medical
conditions, or treatments.” Staff encourages both self-regulatory organizations to provide heightened
levels of protection for sensitive information, consistent with the Commission’s longstanding principles.

Security

Finally, the FTC Act requires companies to maintain reasonable security, in order to avoid future
unexpected and unauthorized uses of data, including by hackers and other wrongdoers who could access
the data via a data breadro this end, companies should keep only the data reagdses their business
purposes and properly secure the data they do collect and m&lmaimoted above, hackers and

others are increasingly targeting the type of rich data sets thatdeasg tracking companies collect,

which is often tied to indidually identifiable informationsuch as email address or usernaataff

commends the DAA and NAI for including the important principle of reasonable security in their codes.

V. Conclusion

While crossdevice tracking provides benefits to consumers and ingusis important that consumers
are informed and able to control tracking that occurs across their dévi€estaff recommends that
those entities with direct consurdfacing relationships and those engagimgrosseevice tracking be
transparent ahd their data collection and use practices; improve choice mechanisms to provide
consumers control over their data; provide heightened protections for sensitive data; and maintain
reasonable security

87See, e.gFED. TRADE COMM’N, INTERNET OFTHINGS: PRIVACY &SECURITY IN A CONNECTEDWORLD 33-39 (2015,
https://www.ftc.gov/system/files/documents/reports/fedaede commissiorstaffreportnovember2013workshop
entitledinternetthingsprivacy/150127iotrpt.pdfcalling for data minimization and securitgjommissioner Ohlhausen
dissented from the report’s recommendation for data minimizatiors&mate Statement of Commissioner Maureen K.
Ohlhausen Regarding Internet of Things Workshop Regicdt
https://www.ftc.gov/system/files/documents/public_statements/620691/150127iotmkos{eritpfing the data
minimization recommendation for reflecting a “precautionary principle” approach).



https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/public_statements/620691/150127iotmkostmt.pdf
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