
https://www.ftc.gov/news-events/blogs/business-blog/2017/07/ftc-small-businesses-gather-round
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SSL/TLS 
SSL/TLS is a protocol2 that serves three primary purposes. First, it offers some assurance to a 
website’s visitors that they are viewing the legitimate site rather than an imposter. Second, it 
establishes an encrypted connection between a browser (i.e., a user’s computer) and a server (i.e., 
a website), shielding anything from credit card numbers to passwords from eavesdropping. 
Finally, SSL/TLS protects against modification of the information exchanged, including changes 
to the information so small that users are not likely to perceive them. Together, SSL/TLS adds 
an extra layer of security for consumers, and helps companies protect their brand and build trust 
with customers. 

Email Authentication 
Email authentication technologies 
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storage, types of servers, and availability of customer support. From these two sites, we 
compiled a list of 11 hosting firms.4 

We then examined the support that each web host provides for SSL/TLS. For example, we 



 

 

 
 

   
 

  
 

  
   

  
    

   
   

  

 

 
 

  

 

 
 

 

Documentation 
provided 
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Small 
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The web hosts studied provide less support for DMARC, making it unlikely that their small 
business clients will instruct receiving mail servers to reject unauthenticated messages, the most 
secure practice.  None of the web hosts configure DMARC by default. Nor do any of the web 
hosts provide a straightforward way to configure DMARC during the email account setup 
process. Twenty seven percent (3 of 11) do not provide any method for configuring DMARC. 
For the other 73% (8 of 11) hosts, small business customers would need to have independent 
knowledge of DMARC and configure it on their own – something that a small business that is 
relying on the web host’s expertise is unlikely to do.    

In addition, documentation on how to fully implement email authentication protection is difficult 
to find on the web hosts’ sites.  While all web hosts provide documentation and clear instruction 
on how to obtain SSL/TLS and to configure SPF, some web hosts do not provide instructions on 
how to implement DKIM or DMARC. Although, 82% (9 of 11) of web hosts provide written 
instruction on how to implement DKIM, only 27% (3 of 11) explain how to configure DMARC.  
Instead, we 
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