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1 System Overview 
1.1 Describe the project/system and its purpose. 

 
The Federal Trade Commission’s (FTC) Bureau of Consumer Protection (BCP) protects 
consumers from a variety of fraudulent, deceptive, and unfair practices in the marketplace, 
including identity theft, telemarketing fraud, internet fraud, and consumer credit issues. To 
further its consumer protection mission, the FTC brings civil and administrative law enforcement 
actions to enforce its laws and provides consumer and business education to enable the public to 
avoid common harms. The FTC works to ensure that consumers have accurate information for 
purchasing decisions and confidence in the traditional and electronic marketplaces. 

 
BCP’s consumer protection-related activities include consumer complaint collection and 
analysis, individual company and industry-wide investigations, administrative and federal court 
litigation, rulemaking proceedings, consumer and business education, and the operation of 
consumer protection programs. One focus of these activities is the enforcement of the 
Telemarketing Sales Rule (TSR) and Do Not Call regulations (16 C.F.R. Part 310). BCP uses the 

National Do Not Call Registry® (DNC) to protect consumers from unwanted telemarketing sales 
calls; to collect complaints about calls that consumers receive; to assist telemarketers in 
complying with regulations; and to assist law enforcement investigations of violations. In 
addition, BCP uses the Consumer Response Center (CRC) to allow consumers to report 
instances of identity theft and other consumer protection complaints, to guide and educate 
consumers, and to assist law enforcement investigations of alleged violations. The CRC acts as 
both an information collection and dissemination point to assist the FTC in achieving its 
consumer protection mission. 

 
Consumer complaint information received by the FTC is available to thousands of civil and 
criminal law enforcement personnel in the United States and abroad through a secure internet 
website called the Consumer Sentinel Network (CSN). CSN thus makes the complaint filing and 
collection process more efficient for both consumers and law enforcement. Consumers file one 
complaint that can be accessed by numerous agencies, each of which may have jurisdiction and 
the ability to assist the consumer or prosecute the alleged violation. Likewise, civil and criminal 
law enforcement members are able to access, analyze and extract data from CSN, which also 
provides a host of other investigatory tools. 

 
In response to the White House Executive Order entitled “Improving the Security of Consumer 
Financial Transactions,” released on October 17, 2014, BCP provides the website 
IdentityTheft.gov (IDT), which lets consumers who have experienced identity theft create a 
customized recovery plan based on their specific situation. The website allows consumers to 
enter identity theft complaint information, create an identity theft report, and then provides 
consumers with a personalized checklist of steps and tools to remediate the identity theft. The 
FTC encourages consumers to file a complaint if they feel they have been the victim of fraud, 
identity theft, or other unfair or deceptive business practices. Consumers can file their complaints 
online, using the self-service websites ReportFraud.ftc.gov and IdentityTheft.gov, or by calling 
the FTC’s Consumer Response Center. ReportFraud.ftc.gov (Report Fraud or RF) collects public 
complaints from consumers about identity fraud and other fraud complaints. Consumers can also 



use Econsumer.gov, an initiative of the International Consumer Protection and Enforcement 
Network (ICPEN). Using Econsumer.gov, consumers can report international scams and learn 
about other steps they can take to combat fraud. 

 
BCP’s DNC, CRC, CSN, IDT, RF and Econsumer programs are collectively referred to as 
Sentinel Network Services (SNS). The FTC has contracted with Leidos (formerly Lockheed 

http://www.reportfraud.ftc.gov/
http://www.ftc.gov/complaint


Consumers with cross-border e-commerce complaints1 may file an online complaint at 
www.econsumer.gov, which offers cross-border consumer protection information and an 
additional separate online cross-border complaint form. All information on econsumer.gov, 
including the complaint form, is available in English, Spanish, French, German, Polish, 
Japanese, Korean, and Turkish. Cross-border e-commerce complaints received from consumers 
through the econsumer.gov complaint form are automatically entered into CSN. 

 
Consumers may also contact the CRC through postal mail.  Physical mail received by the FTC is 
scanned by the agency’s offsite mailroom digitization vendor and then sent to the CRC for 
processing. It is then reviewed and entered into the Consumer Sentinel Network (CSN) by 
customer service representatives using the contact center complaint interface.  
 

As of September 2021, consumers have filed nearly 2,878,610 identity theft, fraud, and other 
complaints with the FTC. Approximately 86% of those complaints (2,609,208) were submitted 
online. 

 

B. National Do Not Call Registry® (DNC) 

The DNC consists of four major functions: consumer registration, telemarketer access, law 
enforcement access, and consumer complaints. The consumer registration function allows 
consumers to register their telephone numbers in the DNC system and to verify whether their 
phone numbers are on the registry. Consumers carry out these activities through the secure 
Internet site at www.donotcall.gov or via nationwide toll-free telephone numbers (1-888-382- 

http://www.donotcall.gov/
https://telemarketing.donotcall.gov/


https://www.ftc.gov/site-information/open-government/data-sets/do-not-call-data?utm_source=govdelivery
http://www.consumersentinel.gov/


Authorized CSN users may search the complaint database by company or suspect name, address, 
telephone number, consumer location, type of scam or identity theft, etc. As of 2021, CSN 
served over 2,600 law enforcement users around the world that have signed appropriate 
confidentiality agreements restricting their use and disclosure of CSN data to law enforcement 
purposes. 

 
Information from the CSN system may be compared to existing matter information within the 
FTC Redress Enforcement Database (RED) to determine whether any relationships may exist 
involving likely recidivists. An automated search between the two systems is performed to 
determine if relevant matter-related words or concepts appear in CSN that may overlap with 
data in CSN; if a match appears, a notice is emailed to the FTC staff person working on that 
particular matter. There is no direct connection between CSN and RED; for more information 
about RED, refer to the Redress Enforcement Database PIA.3  
 
CSN is an effective tool for immediate and secure access to consumer complaints about fraud, 
identity theft, Internet fraud, telemarketing, and consumer credit issues, among others. 

 
Authorized law enforcement users can utilize CSN to: 

�x Find complaints 
�x Store search results in 100 MB of online storage space 
�x Search within searches 
�x Gather related complaints using keywords in the search results 
�x Extract a limited number of complaints from the system for use in special 

investigations 
 

 
D. 

http://www.identitytheft.gov/
https://www.ftc.gov/site-information/privacy-policy/privacy-impact-assessments


entered 

http://www.donotcall.gov/
https://digital.gov/services/dap/common-questions-about-dap-faq/




 
PII Elements:  This is not intended to be an exhaustive list.  Specify other categories of PII as 
needed. 
 

 Full Name 
 Date of Birth 
 Home Address5 
 Phone Number(s) 
 Place of Birth 
 Age (range) 
 Race/ethnicity 
 Alias 
 Sex 
 Email Address 
 Work Address 
 Taxpayer ID 
 Credit Card Number 
 Facsimile Number 
 Medical Information 
 Education Records 
 Social Security Number  
 Mother’s Maiden Name  

 

 
 Biometric Identifiers (e.g., 
fingerprint, voiceprint) 

 Audio Recordings 
 Photographic Identifiers 
(e.g., image, x-ray, video) 

 Certificates (e.g., birth, 
death, marriage, etc.) 

 Legal Documents, Records, 
Notes (e.g., divorce decree, 
criminal records, etc.) 

 Vehicle Identifiers (e.g., 
license plates) 

 Financial Information (e.g., 
account number, PINs, 
passwords, credit report, 
etc.) 

 Geolocation Information 
 Passport Number 

 

 
 User ID 
 Internet Cookie Containing 
PII 

 Employment Status, 
History, or Information 
 Employee Identification 
Number (EIN) 
 Salary 
 Military Status/Records/ ID 
Number 
 IP/MAC Address 
 Investigation Report or 
Database 
 Driver’s License/State ID 
Number (or foreign country 
equivalent) 
 Other (Please Specify): See 
description below  

 
Additional PII elements may include: address of victim at time of identity theft (if different 
than current address), relationship to suspect (only for identity theft complaints), free-form 
description of consumer’s issue(s), and steps taken in remediating their identity theft problem, 
login and password information (only for identity theft complaints). A complainant’s zip code 
and complaint reference number may also be included. 
 
Consumers submitting complaints about the accuracy of their credit reports are encouraged to 
submit their complaints to the Consumer Financial Protection Bureau (CFPB), and those filing 
their complaints online are directed to the appropriate form at that agency. SNS collects and 
maintains the subject matter of consumers’ complaints and information regarding the 
companies, entities, or individuals about which the consumer is complaining. 
If the complaint is reported by someone else on behalf of the consumer, then the name, address, 
and contact information of the person reporting the complaint is also captured along with the 
affected consumer’s information, and both are stored in CSN. 

 
If consumers submit their entire identity theft complaint by phone, but would like to print a copy 
of a report of their complaint to provide to law enforcement, the CRC customer service 
representative will start the IDT account creation process by generating a temporary password 
that will be sent to the consumers’ email address. Consumers will access their IDT account 
online using a two-factor authentication process and will be prompted to create a permanent 
password. They then will be able to print their report from the secure dashboard. 

 

 
5 As the consumer begins to type in his/her address, an address auto-completion application verifies and validates the 
consumer’s address, listing possible responses.  In performing this function, this application does not collect or have access to 
consumer information in the SNS database. 



When consumers’ complaints contain information about an individual, the CRC and IDT may 
collect the following personal information about the individual about whom the consumers are 
complaining: 

�x First and last name 
�x Middle name and suffix (only for identity theft complaints) 
�x Street address, city, state, country, and postal code 
�x Email address 
�x Telephone number(s) 
�x Individual’s relationship to consumer (only for identity theft 



�x Duration of any web chat session 
�x Transcripts of any web chat sessions



them in the last 3 months? 
�x Was this a pre-recorded message? 
�x Have you asked this company to stop calling you? 
�x Did you receive a phone call or mobile text message?9  

 
When telemarketers enroll and create their profiles, they must provide the following 
information: their organization name and address; Employer Identification Number (EIN) or 
SSN in the case of a sole proprietorship; organization contact person; and the contact person’s 
telephone number and email address. If an entity is accessing the registry on behalf of a seller-
client, the entity also will need to identify that client. Telemarketer payment information, 
including account numbers, is collected and handled by Pay.Gov, the federal government 
payment processor operated by the US Department of the Treasury, and is not shared with the 
FTC.10  

 
Telemarketers who submit requests to DNC’s online Help Desk are explicitly cautioned, with a 
notice at the top of the request form, not to provide their EIN or SSN when making a Help Desk 
request. If an EIN or SSN is provided, it is redacted. 

 
When telemarketers download the list of telephone numbers from the DNC, the system keeps 
track of the area codes of the telephone numbers that are downloaded. For system auditing and 
security purposes, DNC also collects and stores certain computer system and network related 
information. This information, which typically is collected for any website that maintains logs, is 
needed to protect the security of the site and monitor traffic patterns, including threat indicators 
of attacks on the site. It includes the following: 

�x Date and time when the user gained access to DNC 
�x Name of the domain and host from which the user gained access to the DNC site 
�x Internet address of the site from which the user linked directly to the DNC site 
�x Internet protocol (IP) address of the computer the user was using 
�x User’s Internet browser software information 
�x User’s computer Operating System information 

 
Law enforcement users requesting access to the CSN must go through a comprehensive and 
secure registration process and become approved and authorized CSN members before being 
given access to the information available in the system. During the law enforcement organization 
registration process, the FTC collects name, mailing address, email address, and contact 
information associated with the organization requester, organization administrator, and the 
approving authority within the applying organization. In addition, the FTC also gathers the static 
IP address range that the organization's computers will use when accessing the Internet. Law 
enforcement users’ access to the CSN is restricted to the IP address range provided at 
registration in order to reduce the risk of unauthorized access. During the individual law 
enforcement user registration process, the FTC collects the law enforcer’s name, work address, 
telephone number, and email address, as well as a copy of their government issued ID or badge. 

 

 
9 



In addition to law enforcement users, relevant sections of CSN may be accessed by approved 
data contributors periodically to upload and contribute bulk consumer complaint data to the 
FTC. These approved data contributors only have access to those sections of CSN that enable 
submission of bulk complaint data and do not have access to the complaint data maintained in 
the system. Name, mailing address, email address, and phone contact information of prospective 
and approved data contributors is collected and stored in SNS. Similar to data contributors, 
relevant sections of CSN may also be accessed by approved data receivers who may periodically 
login and download requested complaint data that has been exported out of SNS. This is a 
manual intervention process; 



telemarketers to ensure that telemarketers do not call the numbers on the registry. In addition, all 
registration, verification, and deletion transaction history for individual telephone numbers is 
maintained to assist law enforcement action. All telemarketers’ identifying information, 
including profile information, which includes EINs and SSNs, is maintained to assist law 
enforcement investigations. Law enforcement members of CSN have access to this information. 

 
The computer system and network-related Google Analytics information collected by SNS is 
used to determine the number of visitors to different sections of the respective websites – 
including DNC, ReportFraud.ftc.gov, IDT and econsumer.gov – to help make the corresponding 
sites more useful, to help ensure the proper operation of these sites, and to help resolve Help 
Desk requests.11 SNS also collects consumers’ IP address information and other session or user 
data to protect the integrity and security of the system and identify fraudulent, repetitive, or 
erroneous submissions. SNS also uses analytical data collected by Microsoft Application 
Insights (MAI) to monitor, in real time, web traffic to all SNS sites, identify application errors, 
gather data on the usage, and apply fixes more quickly and efficiently. In addition to supporting 
application development and improvement, the information gained through MAI allows the FTC 
to evaluate performance metrics and assess the health of the SNS websites.   

 
Information is collected through the live web chat and automated Chatbot features for the 
purpose of improving the consumers’ experience, to provide technical assistance regarding 
complaints being filed, and to better tailor the online ReportFraud.ftc.gov portal to meet 
consumers’ needs. A minimum amount of information is collected to meet this objective. 

 
For complaints submitted by consumers identifying themselves as members of or dependents to 
members of the military, the FTC allows consumers to identify their service branch, posting, 
status, and whether they are an officer or enlisted. This information enables CSN law 
enforcement members to better investigate and follow-up on complaints submitted by, and fraud 
directed at, consumers in the armed forces. 

 
As previously mentioned, the FTC also collects information from law enforcement users who 
request access to the CSN. This information includes contact information (e.g. name, address, 
etc.), IP address information, and also their login and password. The FTC collects and maintains 
this information to help ensure the security of the system. In addition, to foster law enforcement 
cooperation, contact information for CSN law enforcement users is made available to all CSN 
members, and a list of all CSN member agencies is made available to the public. 

 
When a user opts to submit an Identity Theft Affidavit (Form 14039) to the IRS through IDT, the 
FTC collects personal information to complete the form. This information is submitted to the IRS 
via the IRS Secure Data Transfer System.12  

 
The Identity Theft Report Verification Portal allows CRAs to verify whether questionable 
consumer IDT reports were generated in IdentityTheft.gov. 

 

 
11 For more information on how Google Analytics collects aggregated and anonymized information to analyze web traffic on 
the SNS sites, see https://digital.gov/services/dap/common- questions-about-dap-faq/. 
12 For more information about how the IRS handles PII, see the IRS Privacy Policy. 



In certain cases, SNS provides banking information from ReportFraud.ftc.gov to the FBI Recovery 
Asset Team (RAT) to assist victims in reversing high value fraudulent transactions. 

 
 

2.4 What are the sources of the information in the system/project? How is the 
information collected? 

 
Source of Data Type of Data Provided & How It Is Collected 



Source of Data



Data Will Be Accessed 
By and/or Provided To: 

How and Why the Data Will Be Accessed/Shared 

compiled from SNS data also help determine the effectiveness of 
the FTC’s consumer protection program in accordance with the 
Government Performance & Results Act. All internal users have 
read-only access. 
 
SNS limits users’ access to the features, functions and data for 
which they are authorized. For example, the contractors involved 
with data collection can only view the data that they enter or 
update, and data contributors only can access parts of the system 
that will allow them to contribute their data. SSNs are not visible to 
FTC users or external law enforcement users. The FTC maintains 
audit logs of each user’s activity in SNS to make sure that any data 
access can be traced for security reasons. 

Leidos staff The FTC’s contractor involved with the design, development, and 
maintenance of the system, Leidos, has access to the SNS data to 



Data Will Be Accessed 
By and/or Provided To: 

How and Why the Data Will Be Accessed/Shared 

This data contains the telephone number that made the unwanted 
call, when the call was made, the subject matter of the call, whether 
the call was reported as a robocall, and the complainant’s city 
and state. 

Federal agencies and 
external law enforcement 
partners 

The FTC shares SNS data with other federal agencies and 
authorized law enforcement agencies.15 



Data Will Be Accessed 
By and/or Provided To: 

How and Why the Data Will Be Accessed/Shared 

Credit Reporting 
Agencies (CRAs) and 
consumer organizations 

A limited number of employees at three national CRAs (Experian, 
Equifax, and TransUnion) have access to the Identity Theft Report 
Verification Portal, which verifies the validity of questionable 
identity theft reports. 

 



3.2 Do contractors and/or third party service providers have access to data in the 
project/system? If yes, explain what privacy requirements are in place to ensure 
that data is properly protected. 

 



 

 

 

 Notice is provided via (check all that apply): 
 Privacy Act Statement (  Written  Verbal) 
 FTC Website Privacy Policy 
 Privacy Notice (e.g., on Social Media platforms)  
 Login banner 
 Other (explain):________________________________________________________ 

 Notice is not provided (explain): _________________________________________________ 

Additional notice is provided through the FTC’s System of Records Notices (SORNs), which are 
published in the Federal Register, are posted and accessible online through the FTC’s Privacy 
Act page, and through the FTC’s Privacy Policy. In compliance with the Privacy Act, the 
Internet sites and toll free phone numbers from which consumers can access the complaint forms 
and DNC, as well as the CSN access pages for law enforcement, contain the required notice of 
authority, purpose, routine uses, and whether the collection is voluntary or mandatory. The sites 
also contain links to the FTC’s Privacy Policy or, in the case of the telemarketer website for 
DNC, a privacy notice tailored specifically to their purposes. 

 
 

4.2 Do individuals have the opportunity to decline to provide information or to consent to 
particular uses of their information (other than required or authorized uses)? 

 
All information provided by consumers to the FTC is voluntary. Consumers may choose to 
submit some, all, or none of the information requested by the FTC’s complaint forms. 
Consumers are informed during the complaint gathering process that if they do not provide 
certain information, it may be impossible for the FTC to refer, respond to, or investigate the 
consumer’s complaint or request. In IDT, consumers are informed that if they do not provide 
their phone number, city and state of residence, and email address – information necessary for 
an account – they will not be able to use the services provided to account holders. The data 
transmitted to the FTC by other entities is provided in accordance with those entities’ policies 
and practices. 
Telemarketers must set up a profile by registering an account on the DNC system before they 
can access telephone numbers in the National Registry. To set up a profile, telemarketers must 
provide organizational information. If telemarketers decline to provide organizational 
information, they will not be able to set up a profile or gain access to telephone number 
information in the National Registry. 

 
Law enforcement users requesting access to the CSN must go through a comprehensive and 
secure registration process and become approved and authorized members before being given 
access to the information available in the system. Law enforcement organizations and their users 
must provide the required information (see Section 2.1, above). If law enforcement users decline 
to provide the required information, they will not be able to complete the registration process, 
and they will not be given access to the CSN. 

 
Consumers, telemarketers, and CSN law enforcement users do not have the right to consent to 
particular uses of their information. They consent to their information being provided for all 



uses described in the applicable privacy policies. Likewise, once registered, CSN users must 
enter their login information each time they wish to enter the system online or they will be 
denied access. Consumers also can choose to share their information with organizations that 
provide additional consumer counseling services. To do so, consumers must give express 
consent at the time they submit their complaint. 

 
 

4.3 Are there procedures in place to allow individuals access to their personally 
identifiable information?  Explain. 

 
Consumers may request access to or correction of system records about them that are covered by 
the Privacy Act by following the FTC’s Privacy Act rules and procedures, which are published in 
the Code of Federal Regulations at 16 C.F.R. 4.13 and highlighted in the FTC’s Privacy Policy. 
Without filing such a request, consumers may update the information they provide in a complaint 
by calling the CRC at 1-877-FTC-HELP or 1-877-ID-THEFT. For identity theft complaints, 
consumers may log into their IDT account, using two-factor authentication, to access their 
complaint information and add, update, or remove their information as desired. Consumers also 
may access their registration information by visiting the DNC website or by calling the DNC’s 
toll-free telephone numbers. In addition, consumers may request to remove their telephone 
numbers from the DNC by calling the toll- free telephone numbers from the telephone whose 
number they wish to remove. 
 
Telemarketers may correct their information by visiting the DNC website or by contacting the 
DNC Help Desk. CSN users can access or change their identifying information or passwords 
by logging into the system and changing the information in their profile. 

 
 

4.4 Are there procedures in place to allow individuals the ability to correct inaccurate or 
erroneous information? What is the process for receiving and responding to 
complaints, concerns, or questions from individuals? Explain. 

 
As specified above in Section 4.3, to the extent the Privacy Act applies, the FTC provides a 
process for individuals to correct or amend any inaccurate PII maintained by the FTC, including 
any information that may be stored in SNS. The FTC’s Privacy Policy provides links to the 
FTC’s SORNs, which include information about how to correct or amend records. An individual 
may make a request under the Privacy Act for access to information maintained by the FTC 
about themselves in Privacy Act systems, including data in SNS. Access to the information 
under the Privacy Act is subject to certain exemptions. Individuals may also file FOIA requests 
for agency records about them (if they are not exempt from disclosure to them under those 
laws). Additionally, individuals may contact the FTC with any complaints, questions or 
concerns via phone or email available on www.ftc.gov or contact the Chief Privacy Officer 
directly. Where appropriate, the FTC disseminates corrected or amended PII to other authorized 
users of that PII, such as external information sharing partners. 
 
 
 



5 Data Accuracy and Security 
5.1 



distribution, composition, history, compromise, and change of default authenticators. 
�x Account Management – Application and monitoring of account establishment, activation, 

modification, disabling, removal (including unnecessary/defunct accounts) and review. 
�x Access Enforcement – Application and monitoring of access privileges. 
�x Least Privilege – Access to SNS data is limited to data necessary for the specific user to 

perform his/her specific function. 
�x Unsuccessful Login Attempts – System automatically locks the account when the 

maximum number of unsuccessful attempts are exceeded. 
�x Audit logs are reviewed for technical and administrative errors. 
�x Strong password requirement. 

 
The customer service representative with whom the consumer chats and the automated Chatbot 
are trained or designed to provide information about technical assistance only and to avoid 
substantive advice or assistance that could lead to a consumer providing sensitive PII. If, during 
the course of the chat, a consumer submits sensitive PII in a recognizable format, such as SSN, 
bank account number or credit card number, that information is automatically redacted and 
stored only as Xs. Consumers cannot submit or complete an online complaint using the web chat 
or Chatbot function. The Chatbot will also notify the consumers that they will not be contacted 



7 Website Privacy 

https://www.ftc.gov/site-information/privacy-policy/internet-cookies
https://www.ftc.gov/site-information/privacy-policy/internet-cookies
https://www.ftc.gov/site-information/privacy-policy/internet-cookies


tracking devices on the system websites. However, the SNS websites that employ Google 
Analytics do use persistent and temporary session cookies that collect information about the 
user’s web browsing experience.18 Microsoft Application Insights (MAI), also used by the FTC 
to provide analytics and support web performance, uses a multi-session tracker/cookie to provide 
telemetry data that measures website traffic, assess how visitors use the SNS websites, and 
distinguish unique users. Users are never tracked outside of boundaries of the SNS websites. 

 
SNS uses 256-bit TLS encryption when personal information is collected through a website, 
page, or online form. Personal information that is collected from consumers, telemarketers and 
law enforcement agencies stored in the SNS database is also encrypted. 

 
 

8 Privacy Risks and Evaluation 
8.1 Considering the type of information collected and sources of collection, what 

https://digital.gov/services/dap/common-questions-about-dap-faq/
https://digital.gov/services/dap/common-questions-about-dap-faq/






retrieved by area code and phone number of individuals who have informed the Commission 
that they do not wish to receive telemarketing calls. This data may also be retrieved by other 
data, if any, compiled or otherwise maintained with the record. Telemarketer information is 
retrieved by the following fields: organization name, street address, EIN or SSN, telephone 
number, first or last name, and email address. Note: telemarketer business entities are not 
covered by the Privacy Act. 

The login information collected for CSN is covered by one Privacy Act SORN, which is 
currently designated FTC-VII -3 (Computer Systems User Identifiable and Access Records), 

 
The above SORNs are published in the Federal Register, and posted and accessible online 
through the FTC’s Privacy Act page, www.ftc.gov/privacy. In compliance with the Privacy Act, 
the Consumer Sentinel website, which collects information from individuals subject to the Act, 
contains the required notice of authority, purpose, routine uses, and whether the collection is 
voluntary or mandatory. The system’s various websites and portals also contain links to the 
FTC’s Privacy Policy. 

 

8.4 How does the project/system ensure that the information is collected, used, stored, or 
disseminated in accordance with stated practices in this PIA? 

 
SNS data is used in accordance with the routine uses outlined in the FTC’s Privacy Policy and 
Privacy Act System of Records Notices. In addition, all uses of the SNS data are both relevant 
and necessary to the purpose for which the data was collected. All SNS users have a level of 
access determined by their need-to-know, with the lowest level of access needed to perform their 
work. 
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