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BRIAN SHULL, IL Bar No. 6293797 
JULIA A. HORWITZ, DC Bar No. 1018561 
Federal Trade Commission 
600 Pennsylvania Avenue, N.W. 
Washington, D.C. 20580 
Phone: (202) 326-3734 
Fax: (202) 326-3062 
bshull@ftc.gov 
jhorwitz@ftc.gov 

ATTORNEYS FOR PLAINTIFF 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF IDAHO 

FEDERAL TRADE COMMISSION, 

Plaintiff, 

v. 

KOCHAVA INC., corporation, 

Defendant. 

Case No. ����22-cv-377 

COMPLAINT FOR PERMANENT 
INJUNCTION AND OTHER 
RELIEF 

Plaintiff, the Federal Trade Commission (“FTC”), for its Complaint alleges: 

1. The FTC brings this action under Section 13(b) of the Federal Trade Commission 

Act (“FTC Act”), 15 U.S.C. § 53(b), which authorizes the FTC to seek, and the Court to order, 

permanent injunctive relief and other relief for Defendant’s acts or practices in violation of 

Section 5(a) of the FTC Act, 15 U.S.C. § 45(a). Defendant’s violations are in connection with 

acquiring consumers’ precise geolocation data and selling the data in a format that allows entities 

to track the consumers’ movements to and from sensitive locations, including, among others, 

locations associated with medical care, reproductive health, religious worship, mental health, 
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HOUSEHOLD MAPPING: 

Group devices by dwelling time and frequency at shared locations to map individual devices to households. 
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22. Even without such services, however, location data can be used to identify people.  

The location data sold by Kochava typically includes multiple timestamped signals for each 

MAID. By plotting each of these signals on a map, much can be inferred about the mobile 

device owners. For example, the location of a mobile device at night likely corresponds to the 

consumer’s home address. Public or other records may identify the name of the owner or 

resident of a particular address. Indeed, Kochava has recognized that its data may be used to 

track mobile devices to home addresses. In its marketing on the AWS Marketplace, it has 

suggested “Household Mapping” as a potential use case of the data: 

23. Kochava employs no technical controls to prohibit its customers from identifying 

consumers or tracking them to sensitive locations. For example, it does not employ a blacklist 

that removes from or obfuscates in its data set location signals around sensitive locations 

including, among others, locations associated with medical care, 
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28. As another example, the data could be used to track consumers who have visited 

addiction recovery centers. The data could show how long consumers stayed at the center and 

whether a consumer relapses and returns to a recovery center. 

29. Identification of sensitive and private characteristics of consumers from the 

location data sold and offered by Kochava injures or is likely to injure consumers through 

exposure to stigma, discrimination, physical violence, emotional distress, and other harms. 

30. These injuries are exacerbated by the fact that, as described above, Kochava lacks 

any meaningful controls over who accesses its location data feed, including the Kochava Data 

Sample.  

31. The collection and use of their location data are opaque to consumers, who 

typically do not know who has collected their location data and how it is being used. Indeed, 

once information is collected about consumers from their mobile devices, the information can be 

sold multiple times to companies that consumers have never heard of and never interacted with. 

Consumers have no insight into how this data is used – they do not, for example, typically know 

or understand that the information collected about them can be used to track and map their past 

movements and that inferences about them and their behaviors will be drawn from this 

information. Consumers are therefore unable to take reasonable steps to avoid the above-

described injuries. 

32. The harms described above are not outweighed by countervailing benefits to 

consumers or competition. Defendant could implement safeguards to remove data associated 

with sensitive locations from its data feeds. Such safeguards could be implemented at a 

reasonable cost and expenditure of resources. 
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* * * 

33. Based on the facts and violations of law alleged in this Complaint, the FTC has 

reason to believe that Defendant is violating or is about to violate laws enforced by the 

Commission. 

VIOLATIONS OF THE FTC ACT 

34. Section 5(a) of the FTC Act, 15 U.S.C. § 45(a), prohibits “unfair or deceptive acts 

or practices in or affecting commerce.” 

35. Acts or practices are unfair under Section 5 of the FTC Act if they cause or are 

likely to cause substantial injury to consumers that consumers cannot reasonably avoid 

themselves and that is not outweighed by countervailing benefits to consumers or competition. 

15 U.S.C. § 45(n). 

Count I 

Unfair Sale of Sensitive Data 

36. In numerous instances, Defendant has sold, licensed, or otherwise transferred 

precise geolocation data associated with unique persistent identifiers that reveal consumers’ 

visits to sensitive locations, including, among others, locations associated with medical care, 

reproductive health, religious worship, mental health, temporary shelters, such as shelters for the 

homeless, domestic violence survivors, or other at-risk populations, and addiction recovery. 

37. Defendant’s actions cause or are likely to cause substantial injury to consumers 

that consumers cannot reasonably avoid themselves and that is not outweighed by countervailing 

benefits to consumers or competition. 

10 



mailto:jhorwitz@ftc.gov
mailto:bshull@ftc.gov

