


 

 
  

     

 
  

  
   

  
  

  
   

      

   

  

   

 
  

   
 

    
   

 
 

   
  

 

 
 
 

        

Abstract 

Importance: Hospital websites frequently use tracking technologies that transfer user 
information to third parties. It is not known whether hospital websites include privacy policies 
that disclose relevant details regarding tracking. 

Objective: To determine whether hospital websites have accessible privacy policies and whether 
those policies contain key information related to third-party tracking. 

Design: In this cross-sectional content analysis of hospital website privacy policies, hospital 
websites were first measured to determine whether they included tracking technologies that 
transferred user information to third parties. Hospital website privacy policies were then 
identified using standardized searches. Policies were assessed for length and readability. Policy 
content was analyzed using a data abstraction form. Tracking measurement and privacy policy 
retrieval and analysis took place from November 2023 to January 2024. Prevalence of privacy 
policy characteristics was analyzed using standard descriptive statistics. 

Setting: Hospital websites. 
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studies.16–19 We recorded the number of third-party data requests per page. These requests 

initiate data transfers, which typically include, at minimum, a user’s IP address and the URL of 

the page being visited, to third-party domains—that is, domains other than that of the website the 

user is visiting. We also recorded the number of third-party cookies per page. Cookies are small 

pieces of code stored on a user’s browser, which can serve as persistent identifiers, enabling third 

parties to track users across multiple sites. Tracking measurement took place on January 26, 

2024. As a robustness check, we compared webXray results for a random subsample of 30 study 

websites to the results browser-based tools Ghostery and Privacy Badger, which identify and 

block transfers to third-party domains. 
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We distinguished between website privacy policies and notice of privacy practice (NPP) 

documents based on their content, regardless of how they were labeled. A website privacy policy 

is a statement that describes how a website will collect, use, share, or sell data collected from 

users of the site, whereas an NPP describes how the institution will handle protected health 

information (PHI) collected during clinical encounters and billing. 
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We collected data from privacy policies uwebsiti 
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documents. Additionally, 1 (1.0%, 95% CI [0.1% - 4.4%]) website included only a document 

that was labeled as a privacy policy but was an NPP that contained no information regarding 

website privacy practices. Privacy policies were a mean length of 2,527 (95% CI [2,058 – 

2,997]) words and were written at mean Flesch-Kincaid Grade Level of 13.7 (95% CI, [13.4 – 

14.1]) and a mean Flesch Reading Ease score of 35.6 (95% CI [33.9 – 37.2]), which is 

considered difficult (Table 3).26 
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Of 71 privacy policies, 69 (97.2%, 95% CI [91.4% - 99.5%]) addressed types of user information 

automatically collected by the website (Table 4). The most common information types were IP 

address (80.3%), web browser name and version (74.6%), pages visited within the site (73.2%), 

and the website from which the user arrived (73.2%). Additionally, 68 (95.8%, 95% CI [89.3% – 

99.0%]) policies addressed the collection of information voluntarily provided by users, including 

contact information (94.4%), name (87.3%), and demographic information (60.6%). 

Nearly all policies, 70 of 71 (98.6%, 95% CI [93.8% - 99.9%]), addressed purposes for which 

user information is collected (Table 5). Nearly three quarters of policies (73.2%, 95% CI [62.1 -

82.7]) indicated that user information would be utilized for marketing and advertising purposes. 

A majority of policies, 66 (93.0%, 95% CI [85.3 - 97.5]), addressed third-party data recipients 

(Table 5). The most common categories of disclosed third-party recipients were service 

providers (70.4%), marketers and advertisers (38.0%), and subsequent firm owners (38.0%). 

Specific third-party companies receiving user data were named in 40 (56.3%, 95% CI [44.5% -

67.7%]) policies, with Google (49.3%) being the most common. 







 

 

 

   

 

  

  

 

  

 

  

 

  

 

   

 

 

  

In addition to presenting risks for users, inadequate privacy policies may pose risks for hospitals. 

While hospitals are generally not required under federal law to have a website privacy policy that 

discloses their methods of collecting and transferring data from website visitors, hospitals that do 

publish website privacy policies may be subject to enforcement by regulatory authorities like the 

Federal Trade Commission (FTC).33 The FTC has taken the position that entities that publish 

privacy policies must ensure that these policies reflect their actual practices.34 For example, 

entities that promise they will delete personal information upon request but fail to do so in 

practice may be in violation of the FTC Act.34 Additionally, as a contractual matter, website 

privacy policies can become legally binding documents, and breaches of such policies can elicit 

breach of contract claims under state law.35 Websites that collect specific categories of 

information from certain users may also be subject to other federal and state-specific 

requirements in terms of data collection and notice.36 While the suit against Mass General 

Brigham and the Dana Farber Cancer Institute was brought under Massachusetts law, plaintiffs 

have brought similar class action lawsuits in multiple states.1 

To effectively protect user privacy, hospitals should carefully weigh the costs and benefits of 

including third-party trackers on their websites and should eliminate unnecessary third-party 

tracking technologies. They should also ensure that they have accessible and comprehensive 

privacy policies, which allow others to hold the hospitals accountable for their privacy practices 

and give users the resources they need to make informed decisions about website use. 
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Table 1: Sample characteristics compared to all non-federal acute care US hospitals 

Study Sample 
(N=100) 

All nonfederal acute 
care US hospitals 

(N=3747) 
p value 

No. (%) No. (%) 
Region 0.282 

Northeast 15 (15.0) 452 (12.1) 
Midwest 19 (19.0) 816 (21.8) 

South 39 (39.0) 1657 (44.2) 
West 27 (27.0) 774 (20.7) 

Puerto Rico 0 (0.0) 48 (1.3) 
Profit Status 0.619 
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Table 4: Prevalence of hospital website privacy policy statements addressing user information 
collection 

N=71 

No. (%) [95% CI] 

Privacy policy addresses automatically 
collected information 69 (97.2) [91.4 - 99.5] 

IP address 57 (80.3) [69.9 - 88.5] 
Web browser name and version 53 (74.6) [63.6 - 83.9] 
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**The number of website privacy policies naming a specific company other than Google, 
Facebook, or X. There were 9 companies mentioned by these 7 policies. 





  
 
  
  

   

   
   

   
   

   
   
       

    

 
  

 
   

   
   
    

   
 

 
 

 




