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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

)

FEDERAL TRADE COMMISSION, )
)
Plaintiff, )

) Case No. 1:22-cv-3372

V. )
)
WALMART INC., a corporation, )
)

Defendant. )
)

COMPLAINT FOR PERMANENT INJU NCTION, MONETARY RELIEF,
CIVIL PENALTIES, AND OTHER RELIEF

Plaintiff, the Federal Trade Commission (“FTC”"), for its complaint alleges:

1. The FTC brings this action under Seas 5(m)(1)(A), 13(b), and 19 of the
Federal Trade Commission Act (“FTC Act”), 1bS.C. 88 45(m)(1)(A), 53(b), and 57b, and the
Telemarketing and Consumer Fraud and AblReevention Act (“Telemarketing Act”), 15
U.S.C. 88 61016108, which authorize the FTC to seek, and the Court to order, permanent
injunctive relief, monetary relief, civil penaltiemyd other relief for Defendant’s acts or practices
in violation of Section 5(a) ahe FTC Act, 15 U.S.C. 8§ 45(a@nd in violation of the FTC'’s
Trade Regulation Rule entitled “Telemarketing Sdkeile” (“TSR”), as amended, 16 C.F.R. Part
310, in connection with Defendantailure to take timely, appropti@ and effectie measures to
detect and prevent fraud in theopessing of money transfers sand received by consumers at
its store locations.

SUMMARY OF CASE

2. Money transfers are a common vehicleffaud. Walmart offes money transfers

through its stores, and for many years, consuimere reported tens of millions of dollars
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annually in fraud-induced monéransfers processed by Walmanployees. These practices
have harmed many consumergluding people struggling wittiebt, those threatened by
imposters, and older Americang/almart is well aware that telemarketing and other mass
marketing frauds, such égrandparent” scams, lottegscams, and government agent
impersonator scams, induce people to use Walnradisey transfer serses to send money to
domestic and international frandgs. Nevertheless, Walmdras continued processing fraud-
induced money transfers at gtores—funding telemarketingdiother scams—without adopting
policies and practices that eéttively detect and prevent tleegsansfers. In some cases,
Walmart's practices have even made it edsiefraudsters to collect fraud-induced money
transfers at a Walmart store. rlexample, for years, it was Wiaart's policy or practice not to
deny payouts to suspected fraudstrigs stores, but instead tave its employees complete
those transactions. Even after it became illegdune 2016 for cash-to-cash money transfers to

be used to pay for telemarketing transactions, Wilfaded to take appriate steps to prevent

those types of transfers at itg€&dions. As a result of Walmarfailure Walmart ul0.002hoa2sNsal ore.

Fo
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attorneys. 15 U.S.C. 88 41-58. The FTC erdsrBection 5(a) of the FTC Act, 15 U.S.C.

§ 45(a), which prohibits unfair or deceptive acts or practices affecting commerce. The FTC
also enforces the Telemarketing Act, 15 @.$88 6101-6108. Pursuant to the Telemarketing
Act, the FTC promulgated and enforces the TBRC.F.R. Part 310, which prohibits deceptive
and abusive telemarkegjracts or practices.

DEFENDANT

6. Defendant Walmatrt Inc., fmerly known as Wal-Mart Stores, Inc. (“Walmart”),
is a Delaware corporation with its principal place of business at 702 8.8{re&t, Bentonville,
Arkansas 72716. Walmart transaor has transacted businesshiis District, as well as
throughout the United States andbitmer countries worldwide.

COMMERCE

7. At all times relevant to this Complaiidefendant has maintained a substantial
course of trade in or affeaty commerce, as “commerce” is defina Section 4 of the FTC Act,
15 U.S.C. § 44.

DEFENDANT'S BUSINESS PRACTICES

8. Walmart offers a variety of financial séres to its customers at its Customer
Service Desks, which are located in all sfstores, and in its MoneyCenters, which are
dedicated spaces for financial services locatdess than half of Walmadststores. Walmart's

advertisements boast that it is “trusted bylionk of customers as their one-stop shop for
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with notice about its obligations to deteatgprevent consumer fraud at its locatioR3.C v.
MoneyGram Internationalnc., No. 09-cv-6576 (N.D. Ill. Oct. 19, 2009); ardC v. The
Western Union Companilo. 17-cv-0110 (M.D. Pa. Jan. 19, 2017).

15.  One of the ways in which Walmart’'s antafrd practices have been deficient is in
the training of its frontline employees, as wadlits supervisors and managers, referred to
internally as associates (caltarely “employees” or “associatds In many cases, Walmart has
failed to properly trainad oversee employees responsible for detecting and preventing
consumer fraud involving mondgansfers at its locations. &be deficiencies have included
Walmart's failure to provide employees witheggiate initial and ongoinmaining on detecting
and preventing consumer fraud, including tnagnabout questioning and warning consumers,
and rejecting and stopping susgecfraud-induced money transgerWalmart also failed to
ensure that its employeespiding money transfer servicase knowledgeable about the
policies and procedures necesdanydetecting and preventirmpnsumer fraud. Until sometime
in 2019, Walmart failed to providany instructions to its emplegs or warnings to consumers
that specifically addressed the June 2016 amemt to the TSR (“TSR Amendment”), which
the FTC announced on December 14, 2015. The TSR Amendment prohibits the use of “cash-to-
cash” money transfers for goods or servicesretfer sold through tehearketing or charitable
contributions solicited oraaight through telemarketing.

16. Walmart has also failed to adequatelgmtor money transfer activity and address
suspicious money transfer activities at itsations, including by employees who have been
complacent in detecting and pesting consumer frauds or, $ome cases, were engaged in
suspicious activities or even complicit in frauds.many cases, Walmargs facilitated scams
by paying out fraud-induced monegnsfers in violation of itproviders’ anti-fraud or Anti-

Money Laundering (“AML”) policies and procedures by failing to inplement and maintain
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its own anti-fraud programesigned to detect and prevent agner fraud at its locations. For
example, for many years, Walmart’'s decision not to train oruassits employees to deny or
reject payouts of money traes$ that were suspicious apdtentially due to fraud allowed
fraudsters to more easily receipayouts of fraud-induced monegnsfers at Walmart locations.
In addition, Walmart has failed to propethain and ensure thés employees are
knowledgeable about other basicdamportant procedures, suak verifying and accurately

recording IDs and other customer that
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can also initiate money transfers online atMé&t.com or through Walmart's Mobile Express
Money Service App and finalizbem at a Walmart locatiorin or around mid-2017, Walmart
began installing kiosks at soroéits Customer Service Deskad MoneyCenters as an option
for consumers to initiate their money transfefdter using the kiosk& stage their money
transfers, consumers are required to finalizettAnsactions at the counter with a Walmart
associate.

19.  Money transfers sent or received lmnsumers through Walmart’s providers are
supposed to be for person-to-person use and not for businesses. Walmart does not limit the
maximum amount a consumer can send or re¢biroeigh a Walmart mondyansfer. Instead, it
relies on its providers to impo#iee limits. For years, the maximum amount of money that could
be sent through MoneyGramatwValmart location in the UniteStates was $20,000 per day, but
the limit for a sngle transaction was $10,000 until early 204Ben that amount was lowered to
$8,000. Originally, the maximum amount tlcauld be sent through a domestic
Walmart2Walmart money trarefthrough Ria was $900, but thaas raised to $2,500 in
October 2016. Until sometime in 2018, generally, there were no set limits on the amount of
money that a customer coulccedve through MoneyGram or Ria in one day. In Canada, the
maximum amount of a money transfer that can be sentdrévalmart location is $7,500
(CAD), while the maximum amount that can beeiged at a Walmart tation in Canada is
$5,000 (CAD). Regardless of location, consunsersding a money traresffrom a Walmart
store must pay with cash or a PIN-based debit card.

20. For many years, when iratiing a money transfer atWalmariocation, the
sender typically was required to complete ents form,” which contained certain consumer
fraud warnings. The send form required the setmerovide his or her name, physical address,

and telephone number, the namehaf recipient, and the stategpince and country to which the
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complete a “receive forfrwith the reference nubrer, receive amount, rggent’'s name, physical
address, and telephone number, sender’s nahehone number, and thity and state from
which the transfer was sent. The recipient alas supposed to presdris or her government-
issued photo ID for verificatiom receiving the transfer, althougfire Walmart location was only
required to record the recipiestiD at a certain doltahreshold. For example, for many years,
Walmart was required to record the ID of a pgant who received a money transfer of $900 or
more in the United States. In addition, whea tlcipient did not havan ID and the money
transfer was less than a certain amount, sisc$900, the sender sometimes had the option of
using a preset answer to a tggestion. For money transfers&#,000 or more, recipients in the
United States also are requiredorovide their Social Security Number or Tax Identification
Number, or if not available, alien ID or passt information to beecorded by the Walmart
location. Beginning in or around May 2016, thetHdeshold for recipients was lowered to $1,
the test question was eliminated, and Wat stopped using ¢receive forms.

24.  Once the cash funds have been paidmthe recipientfraud victims usually
have not been able to get their money backeeittom Walmart or its providers. For example,
for many years, senders typicatlguld not get their money backless they had asked for a
refund before the money transfer had beekgd up. As a result of agreements that
MoneyGram and Western Union reached with th€ Fas well as most of the states, between
2016 and 2018, those refund policiesdaeen expanded to provickfunds if the providers or
their agents—including Walmart—have failedfétlow certain anti-fraud policies and
procedures, such as failing to provide the negiconsumer fraud warnings or to verify or

accurately record IDs.

10
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Use of Walmart Money Transfers to Facilitate Fraud and Harm Consumers

25. Walmart has provided an essial service to fraudulent telemarketers, sellers, and
con artists by permitting them access to its piess’ money transfer systems at its locations
while failing to have its own comprehensive and effective anti-fpmagram, and, in some
cases, failing to comply even with its providasti-fraud policies and procedures. Exploiting
this access to its full potential, perpetratorsnaiss marketing and imposter scams have received,
and continue to receive, at Walmart locationglions of dollars from victimized consumers,
including many elddy consumers.

26.  Fraudulent telemarketers and con artists have preferred tarssy transfers at
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often have made it easier forctims to unwittingly sed money to fraudsters and for fraudsters
to receive payments through money transfers at Walmart locatioriee 8ame time, these
failures have also made it matéficult for consumers and\aenforcement to identify and
locate the recipientsf fraud-inducednoney transfers.

27. For years, Walmart has been aware tmahinal fraud rings, including those
perpetrating telemarketinscams, have picked up fraud-inddanoney transfers at Walmart.
For example, in May 2016, Walmart became awaaefttie individuals had been arrested in
connection with an Internal Revenue Seev{“IRS”) impersonation scam conducted over the
telephone that bilked thousands of U.S. comers out of millions of dollars through fraud-
induced money transfers picked afpWalmart locations. Ultimatgl at least fifteen individuals
were indicted in connection with that schemmst of whom haveince pleaded guiltySee U.S.
v. Caballerg No. 16-cr-0124 (E.D. Ark.)}J.S. v. Caballero, No. 16-cr-0201 (D. Minn.), and
U.S. v. Mirabal No. 16-cr-0269 (N.D. Tex.xee alsdJ.S. v. PandpoNo. 17-cr-0046 (N.D.
Miss.), andJ.S. v. Labra, No. 17-cr-0314 (D. Md.). In 2017, Walmart became aware of arrests
in at least two other IRS impensation scams that involved tbgtensive use of fake IDs at
Walmart locations. In one ofibse scams, four individuals weskearged in connection with a

scheme that used fake IDs to pick$§66,537 in money transfefrem 784 victims from
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28.  Criminal authorities across the United States have charged other individuals in
connection with mass marketingdatelemarketing schemes that obtained millions of dollars in
fraud-induced money transfersattwere sent from or reced at Walmart locationsSee, e.g.,
U.S. v. Marcks, No. 19-cr-0315 (D. Nev.) (five indivitkueharged in connection with India-
based telemarketing and email marketing impastam targeting elderly consumers in the U.S.
from June 2015 to April 2017 that falselyiofi@d consumers had outstanding taxes, open
collection accounts, or other lidibes that required irmediate payments to avoid adverse action;
at least two defendants have pleaded guilty tspming with others in this scheme; internal
documents show that Walmart lateecame aware that this schenmeisners picked up at least
874 fraud-induced transfers totalinger $545,000 at Walmiglocations);U.S. v. Parmar, No.
19-cr-0160 (E.D. Va.) (six indiduals charged in connection wititernational telemarketing
scam involving government impostend loan scams, including two individuals who pleaded
guilty to working with others to pick up mitins of dollars in frauikduced money transfers
from U.S. consumers, often at Walmart loaas, from at least Mah 2017 until April 2019);
and U.S. v. HinedNo. 17-cr-1038 (N.D. lowa) (six indiviéils pleaded guilty to involvement in

cam that used money tisfers to bilk elderly
consumers in the U.S. between December 20tbSeptember 2016; Walmart documents show
the scheme used Walmart locationpick up fraud-induced transfersgee also U.S. v. Smjth
No. 21-cr-0372 (M.D. Pa.) (two individualsaiged in connection with an advance-fee
sweepstakes scam conducted from October 20d6rte 2018 in which Jamaica-based fraudsters
contacted victims by telephonetbrough the Internet; the defemda regularly recew 1d fraud-
induced money transfers from multiple Walmladations, including fron multiple Walmart
locations in the same day); abdS. v. BudhadeWo. 20-cr-0252 (M.D. Pa.) (individual charged

in connection with various India-based massrketing schemes,dluding an advance-fee

13
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complaints was approximate$870 from 2013 through 2018. These complaints represent only a
small percentage of the actual fraud perpetrttezigh money transfersragefrom or received at
Walmart locations.

31. Walmart is responsible for a significgmbportion of the compined-about fraud-
induced money transfers flowing through its pdevs’ money transfer systems. In fact,
historically, Walmart has beaasponsible for moreomplaints aboutaud-induced money
transfers than any other agent worldwider &ample, for MoneyGram, between January 1,
2013 and December 31, 2018, Walmart was responsible for approximately 56 percent of all
complaints about fraud-inducedoney transfers through Money@ravorldwide. For Ria, from
2015 through 2018, Walmart was responsible for between approxirgatehy93 percent of all
of the complaints about fraudduced money transfers througia worldwide. For Western
Union, between January 1, 2013 and DecearBhe2018, Walmart was responsible for
approximately 22 percent of all complaints abfoatid-induced money transfers in Canada,
where Walmart is one of its agents.

Walmart’'s Role in Detecting and Preventing Fraud

32. As an agent dealing directly witonsumers who send and receive money
transfers through one or more piders, Walmart is well positioeto detect and prevent fraud-
induced transfers.

33. Walmart's role as a large agent offeringltiple money transfer services makes it
integral to that effort because Walmart contmleether to: implement and maintain policies and
procedures concerning fraud-in@uktransfers, educate anditrits employees on consumer
fraud, supervise its employees to ensure thegt #me complying witlanti-fraud policies and
procedures, provide fraud warnings to consumers, monitor andigatesinoney transfer

activity to identify unusual osuspicious activity, and taketams to prevent consumers from

15
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2009 Order enjoined violations of any provision of the TSRyrasulgated or later amended,
by providing substantial assistarmesupport to any seller or telemarketer, and also enjoined
MoneyGram and its agents from failing to establish, implenat,maintain a comprehensive
anti-fraud program designed to protect U.1& €anadian consumers ffindraud-induced money
transfers worldwide. The 2009 Order’s requirersentluded, but were néitmited to, providing
warnings to consumers, proving appropriate and adequategoing education and training on
consumer fraud at all locations, taking reasonable steps to mandanvestigate activity at
locations to detect and prevdrdaud, taking reasonable steps to identify locations that are
involved or complicit in fraudsand routinely reviewing and alyzing data regarding money
transfer activities that are unusual or suspis. On February 1, 2010, Walmart acknowledged
receipt of the 2009 Order. Beveral presentations madeHbC staff, beginning in or around
April 2010, Walmart representativeemmitted to developing a plda reduce fraud that would
focus on associate training and consumer educatValmart also repsented that it had
already implemented a compensive anti-fraud program.

36. On December 14, 2015, the FTC published a notice that it had adopted
amendments to the TSR, including a prohdmitagainst using “cash-to-cash” money transfers
for outbound and inbound telematikg transactions. 80 Fed. Reg. 77520 (Dec. 14, 2015). This
amendment became effective on June 13, 2016, gnohibits the use of such money transfers
for goods or services offered or sold throughnteleketing or charitableontributions solicited
or sought througkelemarketing.

37. Inoraround January 2017, Western dmand its agents, including Walmart,
became subject to the Stipulated Ordefermanent Injunction and Final JudgmerfEirC v.
Western Union, No. 17-cv-0110 (M.D. Pa. Jan. 19, 202017 Western Union Order”). Under

that order, Western Union and its agantsst establish, implement, and maintain a

17
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comprehensive anti-fraud program designed to protect consumers worldwide by detecting and
preventing fraud-induced money transfers. dtdaer’s requirements also include, but are not
limited to, providing warnings to consumers, appropréate adequate edu@n and training to
front line employees, monitoringf activity to prevent frad-induced money transfers,
investigation of and disciplinary action against agents, and adequate systematic controls to detect
and prevent fraud-induced money transfers. drder also addressesnapliance with the TSR
Amendment’s prohibition of casto-cash money transfers aredjuires Western Union and its
agents to identify, prevent, anapgtcash-to-cash money transfers initiated or received in the U.S.
from being used as a form of payment in teleratinigy transactions. These requirements include
asking consumers before they transfer monegtidr their transfers are to pay for goods or
services offered or sold througglemarketing and declining toqaess such money transfers.
Finally, the order mandates that 8%rn Union and its agents watonsumers that it is illegal
for any seller or telemarketty accept money transfers as payinfor goods oservices sold
through telemarketing. On January 27, 2017, Wedtkmion provided Walmart with a copy of
the 2017 Western Union Order.

38. In November 2018, a Stipulated Order for Compensatory Relief and Modified
Order for Permanent Injunction (“Modified Orfewas entered against MoneyGram. That
Modified Order expanded the anti-fraud reqoiemts of the 2009 Order to protect consumers
worldwide and has similar requirements to 2047 Western Union Order. It also required
MoneyGram to pay $125 million in compengateelief. On December 5, 2018, Walmart
acknowledged receipt of that order.

39. Walmart's agreements with its provideegjuire it to comply with any orders,
judgments, or decrees that appyits providers, as well as aapplicable laws. As an MSB,

Walmart is required by the BSA to have afeefive AML program tgyuard against money

18
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laundering, including, but not limited to, guarding agaithe flow of illict funds, such as funds
derived from fraud.

40. Even in the face of these independent obligations to detect and prevent consumer
fraud and money launderinfpr many years, Walmart has falléo: (a) establish, implement,
and maintain a comprehensive and effectiiefaaud program designed to detect and prevent
consumer fraud; (b) properlyain and ensure that its employees knowledgeable about anti-
fraud and AML policies and procedures desigteeprevent consumdraud; (c) adequately

oversee and supervise employees responsible fo
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scams, lottery or prize scams, imposter scamscgber or malware scamall of these scams
operate deceptively in violation of Section 5 of the FTC Act, and many of the scams also involve
fraudulent telemarketing in violation of the TSR. In these scams, consumers often are instructed
over the telephone, through text meegs, by email, or over the Intetrto send money transfers.

The telemarketers and con artists use false sleading statements to induce consumers either

to pay for purported goods or services, sucloass or large cash awards to make payments

as a result of purported circgtances, such as emergescibat do not exist.

42.  Victims of fraud-inducednoney transfers often settteir money transfers from
Walmart locations. In some @5 fraudsters even dirednsumers to send their money
transfers from a Walmalkbcation. In many cases, older can®ers (ages 65 and older) have
been financially exploited by sending money &fens in connection with common telemarketing
scams, such as grandparent ssa@ood Samaritan scams, lottenprize scams, and romance
scams, from Walmart locations. The average loSersd by older consumers is usually greater
than for younger consumers. In addition, perpetsaof the scams, or those acting on their
behalf, including fraud rings and money mules, frequently collect the poédie frauds from
Walmart locations, and in sonmestances, those individualsyeaeven been employees of
Walmart.

43. MoneyGram’s, Ria’s, and Western Unisimecords show that Walmart has been
responsible for a sutasntial amount of fraushduced money transfs through their money
transfer systems. As Walmart is aware, miayd-induced money trarests described in those
records involve telemarkeiy scams. Between Janudry2013 and December 31, 2018,
Walmart locations were respadbke for processingt least $197,316,611 inaney transfers that
were the subject of complaints and over $1.3dsillinoney transfers that were related to those

complaints and therefore cauhave been fraud-induced.

20
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a. Information from MoneyGram indites that between January 1, 2013 and

December 31, 2018:

1)

2)

MoneyGram received a total of at least 176,672 complaints

reporting losses of $159,594,760 (including fees) involving

Walmart, including complaintsbaut the following scams, which

typically involve telemarketing:

a)

b)

d)

f)

at least 19,035 complainigth losses of $19,386,770 about
person-in-need or grandparent scams;

at least 15,401 complainigth losses of $7,749,949 about
advance fee, loan-gramt; other loan scams;

at least 10,192 complainigth losses of $7,844,700 about
romance scams;

at least 8,375 complaintgith losses of $5,879,474 about
lottery scams;

at least 1,590 complainigith losses of $1,971,761 about
IRS and utility scams, ¢tuding investment scams
involving IRS imposters; and

at least 355 complaintgith losses of $351,857 about

cyber, malware, or other tech support scams.

An additional 695,404 money transfers with total losses of

$376,322,686 (including fees) were litk® complaints received

by MoneyGram about fraud-inducetbney transfers involving

Walmart.

21
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3) Although Walmart has accounted for approximately 26 percent of
MoneyGram’s money transfers based on volume and
approximately 24 percent based on dollar amount, Walmart was
responsible for sending or payingt approximately 56 percent of
all complained-aboutaud-induced money transfers worldwide
through MoneyGram.

b. Information from Ria indicates &t between April 24, 2014 and December
31, 2018:
1) Ria received a total of at lda&3,603 complaints reporting losses

of $32,741,212.93 (including fees) thatresent from or received

at a Walmart locadin, including complaintabout the following

scams, which typicallinvolve telemarketing:

a) at least 4,815 complaintgith losses of $2,525,065 about
prize and lottery scams;

b) at least 3,092 complainigith losses of $1,809,725 about
Good Samaritan scams;

c) at least 1,641 complainigith losses of $884,413 about
romance and online dating scams;

d) at least 1,514 complainigith losses of $2,035,382 about
emergency or grandparent scams;

e) at least 924 complaintgith losses of $623,907 about
advance-fee loan scams;

f) at least 855 complaints witbsses of $565,062 about elder

abuse scams;

22
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2)

3)

g) at least 385 complaints withsses of $256,270 about debt
relief scams; and
h) at least 54 complaints with losses of $62,532 about IRS
imposter scams.
An additional 2,056,697 money transfers totaling $878,383,329.49
(without fees) were transactionsrlucted by senders or recipients
of fraud-induced money transfers, and therefore, were potentially
related to fraud.
Walmart has accounted for appimately 36 percent of Ria’s
money transfers based on voluarel approximately 27 percent of
Ria’s money transfers based on dollar amount, but in 2017 alone,
Walmart accounted for approximbt®3 percent of Ria’s fraud
cases based on volume and approxatys89 percent of Ria fraud
cases based on dollars. In 2018, Walmart accounted for
approximately 87 percent of &s fraud cases based on volume

and approximately 90 percentRia fraud cases based on dollars.

C. Information from Western Uniomdicates that between January 1, 2013

and December 31, 2018:

1)

Western Union received a tbtf at least 6,404 complaints
reporting losses of $4,980,638.36 (including fees) involving
Walmart in Canada, includg 1,889 complaints totaling
$1,228,446 about transfers that origindiedn or were paid out in

the United States.
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45.  In March 2017, at least 4,974 fraurdiuced money transfers totaling
$5,081,268.62 were reported to MoneyGram and Ria concerning transactions that were either
sent from or paid out at a Walmé#ocation, or both. These wettee largest monthly totals of
reported fraud-induced trans$esince February and March18) when MoneyGram experienced
technical problems with its interdion system, as described below.

46. For many years, Walmart also has baamare of consumdraud involving its
stores, including particular lottans that had very high levetd consumer fraud and suspicious
activities. In fact, MoneyGram and Western &mhave provided information to Walmart about
certain locations in the United States and Canaatehtid fraud rates of motiean 25 percent, 50
percent, or even 75 percent of their monaypgfer activity (based on the number or dollar
amount of transactions) wherkilag into account@nfirmed fraud and linkedr potential fraud.
Although Ria did not provide Walmart with simileformation about fraudates at its locations
based on confirmed and linked or potential fraudid provide Walmart with information about
confirmed fraud at locations, agll as unusual or suspicious adify such as transactions that
had bad addresses, includimgdresses that were P.O. bex@complete, or listed as

“anywhere,” “unknown,” or “not given.”

47. In May 2018, Walmart conducted an analysi$Valmart locations in the United
States that would be classifiad an Elevated Fraud Risgent Location (“‘EFRAL”) under the
2017 Western Union Order, and determined, thhatn January 2017 through January 2018, there
were 317 instances in which Walmatbres met the EFRAL criteriancluding 12 stores that had
15 or more complaints in a bamonth period. The remainir@p5 stores had five or more
complaints that amounted to five percent or nairmoney transfers received at those locations.

Those 317 separate instances involved 190 unidalenart store locations because some of the

stores had met the criteria more than once.
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Walmart has Failed to Effectively Detectand Prevent Fraud-Induced Money Transfers

48. For many years, perpetratasfrauds, including fraudulérnelemarketes, sellers,
and con artists, have accessed and exploited Wdmaoney transfer seices, and Walmart’'s
locations have played an integjrole in the scams. Walmartocations have been more
susceptible to fraud-induced money transfengart due to the thoaads of associates
authorized to provide moneyatisfer services at its locatis, the high turnover rate of
associates, heavy customer traffic, and/orotarishifts of associategrking at a single
location. In addition, as a duadjent for MoneyGram and Ria in the United States, there is a
heightened risk of consumer fraud at itsdtions because consumers can send and receive
money transfers through two diffetemoney transfer companiedtiout being detected by those
companies. Walmart has been, or shdwdde been, well awarnf these facts.

49.  Walmart nonetheless has il to take basic and portant steps to address
consumer fraud, including byifimg to implement and maiain effective policies and
procedures to detect and prevent fraud, g®@ducation and traimg that included clear
directions to its employees about detecting and preveotingumer fraud, supervise and
oversee its employees to ensure that theg@mgplying with anti-frad and AML policies and
procedures, routinely provide frd warnings to consumers, agtely monitor and investigate
money transfer activity to detaine if there is apunusual or suspicious activity, and take
effective actions to prevenbosumers from sending or receiviingud-induced money transfers,
including those relatkto telemarketing.

50. In many instances, Walmart’s locatidmsve not complied with Walmart’s
providers’ anti-fraud or AML policie and procedures. Walmart also has not taken adequate and
timely steps to address the deficienciesiasdnsistencies in itswn anti-fraud program,

policies, and procedures and to address consfreet at its locations. In addition, in some
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cases, Walmart has had corrupt or complicit enmg#eyat its locations that have facilitated the
payments of fraud-induced money transfers.a4esult of Walmart's flure to implement and
maintain a comprehensiamti-fraud program to detect andepent consumer fraud, it has played
a significant role in sendingnd receiving fraud-induced mgn&ansfers through its providers’
money transfer systems. These failures ltaesed many millions of dollars in consumer
losses, without providing benefits to consusner competition that has outweighed the harm
suffered by defrawet consumers.

Walmart has Failed to have a Comprehensive Anti-Fraud Program

51. For many years, Walmart has failed ttaktish, implement, and maintain its own
comprehensive anti-fraud program, policiescgaures, and controls designed to detect and
prevent consumer fraud evrough Walmart has been awarattthere was a substantial
amount of fraud-induced monéwnsfers moving through tieoney transfer systems at
Walmart’s locations. Until in or around Novear2014, Walmart did not even have a written
anti-fraud and consumer prot&n program documenting ifmlicies and procedures for
detecting and preventing conseniraud at its locations.

52.  Even after establishing a written afrtiud program, in some cases, Walmart
violated its own program reqeiments. For example, altlgiuWalmart’'s anti-fraud program
required stores that had bedentified by its providers dsaving higher incidents of fraud
received at their locations tmmplete “Receive Fraud Training” within seven days of when the
training was assigned, in many cgadésse locations did not complyith that requirement. In
some cases, the training required by MoneyGram at particektidos was not completed for
months after Walmart’s policserequired it. In additioreven though Walmart's anti-fraud

program required Walmart storeshave certain consumer edion and awareness materials,
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including consumer fraud wanmgs and pamphlets, in many cases, Walmart locations have not
complied with those requirements.

53. For many years, Walmart's tfraud program also haab written procedures for
its associates to prevent sasfed or known fraud-induced montegnsfers from being paid out
at its locations. For example, in Walmart's July 2014 and November 2017 programs, although
there were written procedurea how Walmart associates shotdgpond when they suspected
that senders of money transfenay be victims of fraud, theweere no written procedures for
how Walmart associates shouldpend when they suspected tteteivers of money transfers
may be potential fraudsters.

54.  On April 19, 2017, MoneyGram conductetHame Office Review of Walmart’s
anti-fraud program and found thét) Walmart had not effectivelgrevented fraud transactions;
(2) Walmart had not properly completed reqdingformation on trangdion records; and
(3) Walmart had not reported, filed, or refereddSuspicious Activity Reports (“SARS”) as
required. In an August 10, 2017 letter to WalmitdneyGram explained that the main concern
for the finding that Walmart haabt effectively preventéfraud transactions was because, “at the
policy level,” Walmart was “not ject[ing] potential consumerdud related transactions on the
receive end.”

Walmart's Deficient Practices Related to Receive-Side Fraud

55.  According to Walmart’s written anfraud program, Walmart’s goal was “to
educate, detect, investigate, respond, and detesumer fraud againstiocustomers.” Despite
that stated goal, Walmaidiled to implement practices desigrteceffectively detect and prevent
fraud-induced money transfers reaat its stores, and instead assisted and facilitated fraud by
adopting practices that were harmful to constsn For example, iB015, Walmart adopted a

practice of not training its emmees to deny or reject payotwssuspected fraudsters at the
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point of sale. Although Walmartained its employees to refuse to send money transfers if they
believed the sender was a victimfigfud (referred to as “send-side fraud”), it did not direct its
employees to deny or reject payouts to remsiwf suspected fraud-induced money transfers
(referred to as “receive-sideafrd”). Instead, Walmis training instructed employees not to
deny those transfers, but instead to report thgrfaxing a paper Money Services Activity

Report (“MSAR”) to Walmart’'s Home Officeln May 2017, Walmart replaced this paper

MSAR system with an Electronic Money Services ActivitypBet (“eMSAR”), as described
below. In addition, the Quick Reference Guideemployees that was use from in or around
November 2016 until sometime 2018, stated, “If you suspect fraud, complete the transaction,”
and report it to MoneyGram and Walmart’'s Homféic®. Walmart adopted this practice despite
knowing that once the money transfers were paitdo suspected fraudsters, fraud victims
typically could not get their money back. Walmart continuedpfastice despite being told by
MoneyGram, after MoneyGram lesad about this practice in 201Bat it expected Walmart and
its employees not to pay out monesrisfers to suspected fraudsters.

56. By failing to have consient policies, procedureand practices requiring its
employees at its stores to deny and notq#ymoney transfers wuspected fraudsters,
Walmart's locations were more susceptible to consumer fraud, theubbtantially assisting
fraudsters, including telemarketensd sellers, and causing significéinancial injury to victims
of fraud-induced money transfers. Fr&@aptember 2015 through October 2018 and again from
December 2018 through May 2019, Walmart’s recside fraud rate by volume for domestic
transfers through MoneyGram was higher thanrtites for the restff MoneyGram’s agent
network in the United State$n March 2017 alone, Walmart'saud rate for receive-side fraud
based on the dollar value was approximatelyettioefour times higher than the rest of

MoneyGram’s U.S. agents.
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57.  Walmart did not begin to adjust its practice of not tragnis employees to reject
suspected receive-side fraud stars at the point of salstil May 2017—after MoneyGram
began suspending Walmart locatidosthe first time. Even #n, this remedial training was
only provided to some Walmart @hoyees at problematic locatiotisat MoneyGram required to
have additional training because the locatiortslieen suspended or identified as having higher
incidents of consumer fraud.

58. Walmart’s remedial training includedsimuctions about the company’s new
eMSAR process for canceling and reporting trangastto Walmart's Hme Office, which did
not effectively address Walmarthandling of receive-sidedud. For example, from May
through at least October 2017, Walmargsedial training instructeassociates to reject certain
suspected receive-side fraud saations at the point of sdbg using the “Scam” option in
eMSAR—but the eMSAR menu interface contradidted, stating instead that the option was to
be used onlyor fraud against Walmart customers whay be victims of a scam or against
Walmart itself, rather than fgrotential fraudsters. In additipalthough there was an option in
eMSAR for “Suspicious Behavior DuringMoney Transfer Receive,” the eMSAR menu
indicated that associates should only use that option when the customer had recegvéthn
five different transactions ia single day—five frad-induced money transfers per day would not
qgualify. And even worse, the direction in eMBAvas only to report, but not to cancel, those
transactions.

59. In or around November 2017, Walmart finally changed its remedial training, as
well as its eMSAR menu, to instruct associatesse the “Suspicious Behavior During a Money
Transfer Receive” to cancel centauspicious transactions oretteceive side at the point of
sale. However, Walmatrt still directed its asabes to use that optiamly in two very limited

circumstances: (1) when a customer had mltigh-dollar amount reoees during the same
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day or multiple times week, or (2) when a customer peated different 1B during different
visits, such as IDs with diffené names. The only other eMSAR option that could apply to
suspected receive-side fraud giersation (Customer said sdimag suspicious to you or
another customer),” only instritt employees to report the transaction to Walmart’'s Home
Office, but did not instret them to cancel it.

60. From May 2017 until late 2018, regardlessuhiether associates used the “Scam”
or “Suspicious Behavior During a Money TrandR&ceive” option to carel transactions, those
eMSAR options only reported the transactiongamart’'s Home Office. That meant suspected
fraudsters could go to another WMart employee or to a different location to pick up their
transfers, because information about thoseoousts and their cancelled transactions were not
necessarily reported to MoneyGram or Ria itimely fashio. Although Walmart’s remedial
training at this point also instructed associates to call tnadar (MoneyGram or Ria) to report
their suspicions after the custenieft, so that tl provider could systematically block the
transfer from being picked up elsewhere, Wailt associates often failed to do so.

61. In addition, Walmart's regular annuaining and resoge materials for
employees in Walmart’'s Customer Service Desks and MoneyCenters gave contradictory
guidance regarding the handlingreteive-side fraud—they contirdiéo direct employees not to
deny and to “complete” the suspected fraud tretimas, and only then to report them as
suspicious. Walmart’s annual tneng for salaried managers algsmvided mordimited content
on consumer fraud overall and only focusedefnsing to send, but not refusing to pay out,
potential fraud-inducethoney transfers.

62. Walmart did not updatiis annual training to instrucssociates that if they “have
identified a potential fraudstéithey should refuse the transaction and report it using the

eMSAR process until at least late 2018. Evemilihowever, Walmart still gave its associates
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mixed signals, telling them elsere in the training that theshould not deny a suspicious
transaction when a customer has received “ldadlar amounts, multiplémes a day,” and he
“appears nervous and has gone to different regigtach time.” Because this was an annual
training, moreover, many Walmart associatesmdit have to complete this training until
sometime in 2019.

63.  Although the updated annual training fmth associates and supervisors
instructed that “managers and supervisors should not override your decision to reject a financial
service transaction when you suspibet customer may be a victim affraud or scam,” it did not
provide the same instruction farpayout to a potential fraudstelhe updated annual training
for salaried managers also continued to focus only on refusing the transactions of customers who
may be victims of fraud. Therefore, thipdated annual trainingpntinued to provide
inconsistent instructions for grioyees regarding the handlingsafspected receive-side fraud.

64. Itwas only in late 2018 that WalmaredISAR process became automated so
that it could transmit information directly Walmart's providers witout Walmart associates
having to make a phone call to thevider to report suspected didsters. Despite that, in many
cases, the eMSAR process for preventing payaiutaiud-induced monetyansfers and training
has continued to be ineffective because (1)Wdet’s annual training Isaprovided inconsistent
instructions on the handling of suspected receidefsaud; (2) as described more fully below,
Walmart has failed to ensutteat its employees are propetigined and knowledgeable about
the use of Walmart's eMSAR process for stopmngpected receive-side fraud; (3) Walmart's
eMSAR menu options relating toceve-side fraud continue to b@&o limited, and include only
such circumstances as multiple high-dollar nyomansfers received during the same day or over
multiple weeks, or customers presenting different IDs during different;\asits(4) managers at

Walmart locations have sometimes overriddesoesites’ decisions not to complete transfers
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even when associates have detected unussakpicious activity. As of at least August 2018,
Walmart also had not implemented the eMSAR process at ittsdosan Mexico even though it
was known to be one of the top five destinatifumsnternational fraud-iduced money transfers.

65. For many years, despite Walmart’'s awassnghat its locations have been used by
known and suspected fraudsters to receive fimrdscams, many of which have been executed
through telemarketing, Walmart did rmoiutinely train or instruct $t associates to ask consumers
receiving suspicious money ti&fRrs questions about the natorgurpose of their money
transfers. Since the TSR Amendment wetd gffect in June 2016, Walmart also has not
trained or instructed its assatas to ask questions about wWiestconsumers are receiving funds
as payments for goods or servisedd over the phone dor charitable comtbutions solicited or
sought over the phone.

Walmart’'s Deficient Practices Related to Send-Side Fraud

66. Walmart also has failed for many yetwseffectively prevent consumers from
sending fraud-induced money tramis, including those related fir@udulent telemarketing sales
and illegal telemarketing payments, from Walntactations. Despite Walmart's awareness that
its locations were often usedgend fraud-induced monésansfers, for years, Walmart failed to
provide clear and consistent instructions t@#sociates in its annuahd remedial training, as
well as in some of its resource materials, albloeinecessary steps to effectively report and stop
those transfers. As a resultWWalmart’s lax practices, in many cases, it has failed to prevent
senders of fraud-induced monegrisfers, particularly the eldgriwho are frequently defrauded
through telemarketing schemes,nfrdeing victimized in a varigtof scams, including, but not
limited to, grandparent scanSpod Samaritan scams, lottenyprize scams, and romance
scams. In some cases, fraudsters have @vected consumers torstheir money transfers

from Walmart locations due to Wadnt’s lack of safeguards.
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67. In many cases, Walmart has failedd&e adequate measures to prevent
consumers from sending money stars that have characteristingicative of fraud, such as
multiple money transfers in relatively shortipes of time, transfer® high-risk countries
known for fraud, transfers in amadsrthat far exceethe average money transfer, and transfers
to different individuals. For example, from February to March 2017, Walmart sent 52 transfers
totaling $51,000 for one potential victim of etdmancial exploitation to seven different
receivers in Ghana and the United States. I8itgj in March to April 2017, Walmart sent 33
transfers totaling $54,550 for anottseich victim to a recipient in Ghana. Only after these
numerous suspicious transfers dmgje dollar losses were these matters finally referred to law
enforcement and Walmart’s providers. Frivtay to July 2017, moreover, Walmart sent 42
transfers totaling $71,235.16 for another customégndlifferent receivers Ghana, the United
States, and Turkey before Walrhfinally referred the matter to law enforcement and the
provider after receiving multiple ferrals from Walmart associateéccording to one referral
from a Walmart associate, thestomer indicated he was semglithe money to buy millions of
dollars in gold.

68. In many cases, Walmart locations haw@atot provided required warnings to
senders about common money trang$fauds sent or receiveddigh its stores. For example,
even though FTC orders have reegd Walmart to use send forrtisat include a consumer fraud
warning on the front page, in some cases, Wdilstares were missing the required send forms,
or have used send forms that omitted the required consuradnfia@nings. In other cases,
Walmart stores have not displayed consumer fraud wasigmg or had consumer fraud
brochures or pamphlets availablFor example, in a presentation provided to Walmart in

October 2019, Ria expressed concern that 39 peofdéime Walmart storeis visited between
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January and August 2019 were missing fraud awaseematerials, and it also noted that 24
percent of the stores were missing send forms.

69.  Signs and send-form warnings alone are not enough, however, because consumers
are not generally aware of theks associated with money tsd@rs, including the possibility
that recipients can use false information or fidk®to pick up money transfers. Despite being
well aware of these risks, Walméot years failed to takadequate steps to address them. Until
at least March 2019, Walmart did not even takessteggnsure that its associates asked senders
guestions about whether their transfers werdeaelto telemarketing awvarned them about the
fact that the TSR prohibits cast-cash money transfers as a fasfrpayment for telemarketing
transactions.

Walmart has Failed to Properly Train its Employees about Anti-Fraud and
AML Policies and Procedures

70.  Walmart and its providers have histaily recognized that employees
responsible for processing mgnieansfers are the first liref defense in detecting and
preventing consumer fraud, and \Wialrt's providers have reliesh Walmart to train its own
employees in the policies and procedures required for dedeantid preventing fraud. Although
Walmart has long been aware of the importasfdeaining employees sponsible for providing
or supervising money transfemgiees, it has failed to ensutigat its employees are properly
trained and are sufficiently knowledgeable atemti-fraud and AML policies and procedures.
These employees may perform up to hundreds of @malssof dollars in fiancial transactions
for consumers during a single shift. On nuousroccasions, Walmart also has failed to
promptly provide mandatory consemfraud training as a remedial action for all employees at its

high or higher fraud locations identified by its provideffar years, although MoneyGram
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required Walmart to provide remedial trainitoagemployees at highdud locations, Walmart
failed to ensure that all emplog®at those locatioed promptly received the required training.

71. Walmart’'s written policy, as well as Walm'a contractual obligations with its
providers, recognize the impontze of training and requitbat all Walmart employees
responsible for providing moneyatnsfer services receive init@nd ongoing training. Walmart
has primarily provided this tnaing through annual computer-based learning. For many years,
however, Walmart has failed émsure that its employeespensible for providing money
transfer services have takem tlequired training, are up tlate on their training, or taken
relevant training before providingoney transfer services. For example, until at least September
2015, Walmart did not even begin providing requitraihing for the tas of thousands of
secondary employees, who fill in for the prim@mployees responsibler providing money
transfer services. Moreover, Walmart’'s Home Office did not have the abilitysign all of the
relevant training relating to pviding money transfer servicesits secondary employees at
Walmart locations until sometime in mid to late 2018.

72.  For many years, Walmart’'s annual traigifor associates, supervisors, and
managers with responsibilities for providing money transéevices have included limited
information about detecting and preventing eoner fraud involving moey transfers. For
example, Walmart’'s annual training, which taketween 20 to 45 minutes to complete, has
primarily covered AML topicswhile providing only limited diections on the handling of
suspected fraud-induced monegrisfers. As described alsor many years, Walmart’s
annual trainings did not even éat its associates teject paying out mornetransfers if they
suspected that the customers wieagidsters. In addition, Walmartrainings for its managers

provided very little information about detecting and prevenfiagd-induced money transfers.
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73.  Despite receiving advance notice fromgtsviders that they were going to be
conducting compliance reviews or audits otaer Walmart locations, for many years, the
providers have found that Walnt'a employees lack the preptraining and knowledge about
anti-fraud and AML policies and procedures relating to monegfeas including with respect
to detecting and preventing fraud, accurately recording customers’ fiiidcabhinformation and
IDs, and reporting, stopping, orhatrwise addressing suspiciousivtes at those locations.

74. A 2014 audit conducted by MoneyGram fouhdt numerous Walmart locations
had untrained or undertrained employees providing or supervising mansfetrservices in
Walmart’'s Customer Service Desind MoneyCenters. Money@ranformed Walmart that an
audit of 397 Walmart locatiordisclosed that 1,863 “primpaand secondary” employees
responsible for processing monegnsfers had not had eitheitial or ongoing training, and 68
percent of them were secondary employels had never taken the required training.
Walmart’s internal documenisdicate that MoneyGram’s 20Budit found that overall, 39
percent of Walmart locatiortsad untrained primary employeasd 60 percent had untrained
secondary employees.

75.  Even after Walmart impleented a new audit preparation protocol in early 2015,
which involved corporate communications, confeeenalls, and webinars with the stores in
advance of audits, Walmart still continuechtove untrained or undertrained employees who
provided, or supervised the provision of, motrapsfer services. For example, in March 2015,
MoneyGram identified a Walmart store in Hows Texas as havingaHargest number of
untrained employees ever found in a MoneyGaartit. By May 2015, Walmart was aware that
at least 15 percent of its stormmntinued to have untrained ndertrained employees working
in, or supervising, money trafer services. Moreover, between January 2015 and July 2016,

MoneyGram'’s review of 323 Wiailart locations across theuwtry revealed that 61 (or
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approximately 19 percentf them had employees who haat completed either initial or

ongoing compliance-related trainingintarly, from July through September 2017,
MoneyGram'’s reviews of 87 stores in 14 statagealed that 30 stor¢sr 34 percent) had
employees who had not completatoing compliance-related training. Ria’s reviews of stores
resulted in similar findings. For example,September and Octob2018, Ria’s reviews of 95
stores revealed that Walmartohat least 600 associates at thtiscations who were past due on
training.

76.  Although Walmart recognized the needrtgplement point-of-sale register
lockouts as a control to prevent employeé®were not properly ained or knowledgeable
about anti-fraud and AML procedures from pEesing money transferis took several years—
until at least in or around mid to late 2018—¥@almart to finally implement the lockouts.
However, even with the lockouts, Walmart's pders have continued to find locations that had
untrained, undertrained, or unknowledgeable engadeyproviding money transfer services. For
example, in July 2019, Ria’s reviews of 48 Walnactions in four states continued to uncover
associates with incomplete training and insight knowledge on a variety of anti-fraud and
AML topics and procedures. mef those stores had unsadistory reviews, including two
stores with repeat unsatisfactory reviews, tnedfindings included empyees with little or no
training, poor knowledge about anti-fraud and IAMquirements (inclding Walmart's eMSAR
process), and associates even sharing Us@perator ID numbers and passwords—a tactic
Walmart's providers prohibit because it allowswuthorized users to agstheir money transfer
systems.

77. Inaddition to failing to conduct threquired initial and ongoing training for
employees, in many cases, Walmart also fdibggorovide prompt madatory training when

necessary for its employees. The 2009 Order required, antioaigthings, that MoneyGram
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and its agents take “[pJromgdtsciplinary action...including [by] reqiring mandatory fraud
training” against any location @erson authorized to sell monegnsfer services to prevent
fraud-induced money transfers. Despite that requirerrentany cases, Walmart has not
promptly trained its employees when MoneyGiidentified particular loations that had high
levels of fraud and required such training. Example, in some casé¥almart has failed to
conduct prompt consumer fraud training and had locations with outstanding mandatory
trainings of more than 30, 60r even 90 days. For the reas explained above, Walmart’s
remedial fraud training also hasdn deficient in many respects.

78.  For many years, the training and resouraerials used by Walmart to educate
its employees about anti-fraud poligiand procedures also have bdeficient. For example, as
explained above, while Walmartsaining typically direted employees to refuse to send money
transfers when they identified red flags indicatingender may be a victiaf fraud, until at least
mid to late 2018, that trainindjrected employees only to cofate paper MSARSs, but not to
refuse payouts, when they identified red flagicating a receiver may lsesuspected fraudster.
For many years, Walmart's resource materaso only focused on preventing fraud when
employees suspected customery tmathe victims of fraud, not the perpetrators. A Walmart
Quick Reference Guide even directed employeestaplete transactions when they identified
red flags indicating that customers mayréeeiving funds becaaghey are committing
consumer fraud.

79.  Even though Walmart has been awareniany years that consumers often use
fake IDs when receiving fraud-induced morteansfers, for years, Walmart has provided
inadequate training and resource materials to its employees atimigi@nd preventing the use of

fake IDs at its locations.
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80. For years, Walmart has failed to provide
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its employees, assign employeethauzed to process monewtrsfers with unique User or
Operator ID numbers and passwofalistheir individual use, give employees resource materials
containing information about policies and procedures relatingoteegntransfer services, ensure
that its employees are complying with all p@&and procedures, antbnitor the activities
involving its Customer Servideesks and MoneyCenters toseine complianceith all anti-

fraud and AML policies and procedures. Indéatlmart’'s providersequire Walmart to

perform these oversight responsibilities.

82. Walmart’'s oversight of its employeesist Customer Service Desks and in its
MoneyCenters is especially important because of the large number of employees responsible for
providing money transfer services and the high volunmaasiey transfers conducted at
Walmart's locations. For example, in 2014, Midart had approximatel®.2 million employees

worldwide, of which approximalg 1.3 million were based in th
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January through August 2019, Ria'svieavs of 473 stores revesl that 188 stores were

considered “critical h8e
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contained in the MSB Binder. In addition, @asscribed below, for many years, Walmart’s
providers have found that soWéalmart stores did not havke required send forms (with
consumer fraud warnings), fraud awareness breshor pamphlets, or consumer fraud warning
signs.

86. For many years, both MoneyGram’s aRid’s compliance reviews of Walmart
locations have also found that Walmart'spgoyees have not be@omplying with the
providers’ and/or Walmart's policies and procedures for providingey transfer services. For
example, in 2015 and 2016, MoneyGram'’s cbamge reviews of hundreds of Walmart
locations routinely found that Walmart’s employees had fadgatoperly complete required
information for transaction recordgport or escalate suspiciougigties as required, and verify
customers’ identities whengeaired. In 2017, MoneyGram infoed Walmart thathroughout its
monthly reviews of locations, Itad repeatedly found that Walmarbcations were not properly
completing required information in transactiooaeds, and that “[c]apturing incomplete or
incorrect data directly not only impacts Mg&@ram’s capacity to monitor and interdict
customers efficiently, but it alsdffects Wal-Mart sioe it keeps bringing sugpous customers to
Wal-Mart locations.” For example, during Mar@@&am’s monthly call wh Walmart on July 6,
2017, MoneyGram included information about itsyMaviews of 29 stores and highlighted that
at least five of those storeschsignificant data integrity iseg for money transfers sent from
those stores. In fact, no physiealdress or an incomplete aéss (with no street name or house
number) had been recorded for between 9 and 28 percent of all morségrgaent from those
locations.

87. In addition, although Walmart's employees
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stores in 14 states reveakbat 64 percent of the locatiom&re not knowledgeable about
eMSARs or were not escalating or refiegreMSARSs as required. In January 2018, a
MoneyGram audit of 24 stores lttorida and Texas, which hader 50,000 money transfers sent
and over 19,000 money transfers received ineetmonth period, revealdhdat: (1) 25 percent
of the stores were not executing eMSARs—whitdant they were not stopping fraud at the
location; (2) 58 percent of tretores were executing eMSARS, Iiuen not calling MoneyGram
to ensure that the consumemsdney transfers were stopped; (3) 33 percent of the stores had
secondary associates who watghorized to provide moneyatusfer services, but were not
experienced or knowledgeable abbaw to execute eMSARS; and) (M6 percent of the stores
had associates who were identified as nagth be removed from their roles in financial
services.

88. MoneyGram'’s reviews in 2018 and 20déntinued to find that Walmart
associates lacked knowledge abiht eMSAR process, as walt other basic and important
procedures. For example, from April to JAy18, MoneyGram’s reviesvof 1,586 associates at
219 stores in 16 states, the Bidtof Columbia, and PuertRico found that between 404 and
1,019 associates needed trainimgsuspicious activity, fraud amples, eMSAR usage, and ID
acceptance. From March to May 2019, MoneyGraraviews of 155 stores in 16 states and the
District of Columbia found that hundreds @lsaciates needed training about ID requirements
and acceptance, and eMSAR usage and knowledge. Moreover, for 2019 overall, MoneyGram'’s
reviews of 476 stores in numerostates found that at least gércent of associates needed
training on potentially suspigus activity, 36 percent of agsates needed training about
eMSAR knowledge, and 18 perdeai associates needed training on ID acceptance and

requirements.
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89. Ria’s reviews of Walmart stores madedings similar tohose in MoneyGram’s
reviews. For example, from January throdglgust 2019, Ria’s reviews of 473 Walmart stores
in 30 states found that a substantial number of Walmart associates—between 414 and 1,400—
needed training about eMSAR usage and knowlgeflged, suspicious &wity, ID requirements
and acceptance, structuring (breaking up tramsacinto smaller dolleamounts) and flipping
(shortly after receiving funds, sendiadarge portion to another recipient).

90. Walmart’s failure to properly supervised monitor employees at its Customer
Service Desks and MoneyCenters has also allesguloyees to become cohut in the frauds.
Walmart's internal records show numerous inséann which employees have been complicit,
or possibly complicit, in the frauds. Theseords demonstrate thatr fmany years, employees
have, among other things, reasivcash tips for their assistanin processing fraud-induced
money transfers, allowed individuals to usdtiple names and/or IBin picking up money
transfers, used the same personally identifiadfte@mation for differentustomers, structured
transfers for customers to avdld requirements, made up ficttis information for customers,
or conducted suspicious monegtrisfers themselves:or example, in 2013 Customer Service
Department associate engaged in flipping, wisdre received money transfers from multiple
senders in the United Statespka portion for herself, argknt a portion of the funds to
receivers in other countrie§he also had other associatagliate her activity by going to
different coworkers in her department in orttetry to avoid deteadin. In 2014, a MoneyCenter
associate admitted she had received seweradred dollars on multiple occasions from
customers using different namand performing fraudulent transactions. In 2015, a different
MoneyCenter associate, who was the subjetitrele complaints received by MoneyGram in
2014, received at least 12 transfers totaling @8R35 and sent at le&2 transfers totaling

$32,059 to Nigeria and Ghana in approximatetyasid a half months. In 2016 and early 2017,
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and high turnover of associatesponsible for processing mgrteansfers; heavy customer
traffic at its MoneyCenters and Customer $@anDesks; deficiencies in Walmart’s anti-fraud
program, including with respetd the training, knowledge, amyersight of its associates
responsible for providing monesansfer services; and Walmartdual agency in offering money
transfers through two mopéransfer systems.

94.  Walmart has primarily relgton its providers to bld&ccertain money transfer
activity, including money transfers ofdividuals who have beendlsubject of complaints, even
though Walmart has been awarenafaknesses and deficienciests providersinterdiction
(blocking) systems that make those systemeseqiible to use by fraudsters, as well as the
inherent risks that come witiaving more than one providefor example, Walmart has been
aware that these interdiction systems canitmeimvented by consuens simply by changing
certain pieces of biographical imfoation, such as names, addresse dates of birth, or by
using fake IDs or switching tanother money transfer providarWalmart. In addition, from
approximately April 2015 through October 20MigneyGram experienced some technical
problems with its interdiction system, whichuised to block consumers, including suspected
fraudsters, in its network. Walmtalid not become aware ofdvieyGram'’s interdiction system
difficulties until mid-2016, even though Walmartgn monitoring of money transfers should
have alerted it sooner that MoneyGram waspnoperly blocking suspected fraudsters and
repeat victims. Because Walmaetied on its providers’ blockingystems, instead of having its
own, and its practice was not taitr its employees to reject payouts of money transfers that were
suspicious and potentially fraudulent, WalmaféBures on these fronts made fraud-induced
money transfers through ksores more likely.

95. Walmart has had inadequate andfietive policies and procedures for

submitting information to its pwiders and requesting that cémtaonsumers be blocked from

a7
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sending or receiving money transfers due to thespicious money transfer activity. Walmart
did not even begin providing Ria with lists ofnsmumers to be blocked in its network until mid to
late 2016. In addition, for years, whenm@oyees faxed MSARs or submitted eMSARs
regarding potential victims or spected fraudsters to Walmart’'s Home Office, Walmart did not
promptly submit requests to its providers that those individuals be blocked from using their
money transfer systems. Walmal$o has not provided the thipdrty responsible for preparing
Walmart’s blocking requests with the resources, su¢cheasonsumer fraud reports and
transaction data provided by W@drt's providers, to enable them to identify customers who
should be blocked. In addition, for many yearken it identified customers with suspicious
activity in one of its provider’s systems, it ordgnt blocking requests that provider, even
though the customers could use titleer money transfer systemagtable at Walmart locations.
Up until late 2018, Walmart also did not havey anechanism in place to ensure that when
associates at its Customer Service Desks and MateyCenters rejected a transfer at the point
of sale, that information was@mnptly transmitted to Walmartjsroviders to prevent customers
from going to another employee or locatito send or recedvtheir transfers.

96. Walmart also failed to adequately momigmspicious money transfer activity at
its locations, such as consumers receivirmgay transfers at multiple different Walmart
locations in the same geographiea or visiting Walmaibcations in diffeent states. Instead,
for many years, Walmart has prirgrelied on its providers foaddressing those suspicious
activities, including for pyoses of restricting or suspendflmart locations, while failing to
adequately address consumer fraud at itdilmes  In many cases, Walmart has not prevented
consumers, including its own @hoyees, from sending or receig highly suspicious money
transfers that it knew or had reasto believe were related tortsumer frauds. In other cases,

Walmart has continued to proce
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suspicious characteristics or other indicators thatréresfers were induced by fraud. For years,
Walmart has frequently processeansactions that had suspicialmracteristics, including:

(1) high-dollar money transfer§) patterned activity, suas multiple transfers involving
similar dollar amounts; (3) one-many or many-to-one transactional activity; (4) high-
frequency money transfers; (5) transactions wéta integrity issue@ssues relating to ID
numbers, addresses, dates of birth, or otHerrmation about recipidg); (6) same IDs or
addresses used by multipleceivers; (7) moneyansfers picked up using fake out-of-state IDs;
(8) flipping; (9) structuring of ainsactions; (10) back-to-back tséers; (11) substantial transfers
to high-risk countries known fdraud; (12) transactions whettge sender and receiver do not
appear to have a relationship; and (13) transactions with indications of elder financial
exploitation due tdéhe senders’ age.

97. Based on information contained inolleyGram’s complaint database, fraud-
induced money transfers at Walmart often have involved high-dollar amounts and have been
picked up using out-of-state, including fayej IDs. From 2013 to 2018, money transfers of
$900 or more accounted for over 47 percertheftotal number of complaints involving
Walmart. Of the reported fraud transfers paid at Walmart wherthe receiver’s ID
information was recorded, a méjy (over 53 percent) of theeansfers of $900 or more were
picked up using an out-of-state ID.

98. Between January 2015 and February 201®ast 101 Walmart locations have
been responsible for paying out over $100,000 imdvimduced money transfers that were the
subjects of complaints, inclutj at least 11 locations thatigaut over $200,000 in transfers
that were the subject of complaintBhese locations include the following:

a. Walmart location #3159 in Teterbofdew Jersey paid out at least 150

reported fraud-induced money transfers totaling $272,945.50. Of the 101
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Walmart locations responsible fpaying out over $100,000 in reported fraud-
induced transfers, this location had thghest average reported fraud amount at
$1,819.64. This location paid out 63 refeor fraud-induced transfers totaling
$111,480.79 through MoneyGram and 87 régbfraud-induced transfers

totaling $161,464.71 through Ria. A majordfthe total canplaints (72.6

percent) involved the grandparent or emergency scam. From May 9, 2017 until
July 27, 2017, the location paid out @ported fraud-induced transfers through
MoneyGram totaling $73,923.17, of which 88.2qat (or 30 of the 34 transfers)
involved receivers using arut-of-state ID to pick ughe transfer. Over a two-

year period, from September 24, 2016Gaptember 24, 2018, 93 percent of the
Ria reported fraud-induced transfers paid by the location involved a phone

call to the victim, and 85 percent invely the grandparent or emergency scam.
MoneyGram and Ria have restricted receives at this locatieasitthree times,
including two restrictions by MoneyGrarinpm July to Decmber 2017 and April

to July 2018, and a more recent restriction by Ria, from October 2019 to January
2020.

b. Walmart location #5293 in Valley Streaidew York paid out at least 358
reported fraud-induced oney transfers totaling $424,213.81. This location had
the highest reported fraud by amount in the Walmart chain, of which, 141 fraud-
induced transfers totaling $198,389.11 involved MoneyGram, and 217 fraud-
induced transfers totaling $225,824.70 invol®d. In 2017 alone, the location
paid out 156 complaints totaling $2,455.80, of which 113 complaints totaling
$136,546.68 were through Ria’s systemoridyGram and Ria have restricted

receives atc 041laii2
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from November 2018 to August 2019, and &hrestrictions by Ria, from January
to March 2018, from August 2019 to January 2020, and more recently, in
February 2020.

C. Walmart location #4383 in Dearbondjchigan paid out at least 799
reported fraud-induced money teders totaling $277,601.06, which was the
largest volume of complaints in the Walrnehain. The location has paid out at
least 322 fraud-induced transfertaling $111,861.72 through MoneyGram and
477 fraud-induced transfers totadi $165,739.34 with Ria. Together,
MoneyGram and Ria have disciplined this location at least nine times.
MoneyGram has disciplined this loaatiat least five times, including two
restrictions on receives that wereposed in October 2015 and January 2017, and
three suspensions, including two short suspensions in December 2017 and
December 2018, and a thirteen-month suspension that began in January 2019. Ria
has disciplined this agent at least ftiores, including at least three suspensions
on receives, consisting of a four-momstispension in November 2017, a week-
and-a-half suspension in December 2018, and a thirteen-month suspension
beginning in January 2019, as well as at least oneatgstrion receives for a
two-month period beginning in March 2018.

d. Walmart location #5129 in Landover Hilllaryland has paid out at least
368 reported fraud-induced money transfers totaling $233,897.28, of which 162
reported fraud-induced transfersaiing $123,134.28 went through MoneyGram
and 206 reported fraud-induced tséars totaling $110,763 involved Ria.
MoneyGram and Ria have taken disciplinacgions against this location at least

six times. MoneyGram restricted reces\a this location at least twice, in
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November 2015 and October 2016, and ingglos ten-day suspension in January
2019. Ria restricted receives at this logatat least twice, from February to April
2018 and July to December 2019, and suspended receives at this location at least
once, from January to February 2019.

Walmart has Failed 