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1 System Overview

1.1 Describe the projectsystem and its purpose.

The Federal Trade Commission (FTC, Commission, or Agency) is an independent federal
law enforcement and regulatory agency with authority to promote consumer protection
and competition through the prevention of unfair, deceptive, and@mipetitive business
practices. Within the FTChe Office of the Chief Information Officer (OCIO) operates and
maintains the necessary Information Technology (IT) services to support the mission,
including the network, servers, applications, databases, computers, and communication
facilities.

As part of the agencyiglan to modernize the existing IT infrastructure, the FTC usilthe
Microsoft Azure cloud environment and its affiliated producészure is an open and flexible
cloud platform that provides Infrastructure as a Service (laaS), Platform as a Service (PaaS),
and Software as a Service (Saadpwing the FTC to build, test, deploy, and manage
applications, services, and product developinaeross a vast network of datacenters within

the U.S. The Azure commercial cloud provides the FTC with various services like
computing, analytics, and networking (see table below)

Application Purpose

Azure Data Factory (ADF) ADF is usedfor data transformatioandloading between
differentcloud data sourcesADF usesthe builtin
connectorandIntegration Runtimé&ngine (IREXo
connectandtransferdatawithin the Azure cloud i
secure manner.


https://www.ftc.gov/site-information/privacy-policy/privacy-impact-assessments

Currently, the FTC considers Azure to be a subset of its existing General Support System
(GSSY¥ with most of the control structure remaining unchanged. At the time of this
publishing, the FTC’s Premerger Notification Office (PNO) maintains the ServiceNow
PremergerApplication in the Azure cloud. This PIA will be updated as the agency transfers
more of its GSS applications and functions to the Azure cloud.

1.2What specific legal authority allows for the collection, maintenance, or
dissemination of information for this project/system?

The information in this system is collected, maintained and disseminated pursuant to the Federal
Trade Commission Act, 15 U.S.C. 88 41-58 and


https://www.ftc.gov/enforcement/statutes
https://www.ftc.gov/site-information/privacy-policy/privacy-impact-assessments
https://www.ftc.gov/enforcement/premerger-notification-program

2.2What types of information other than PII will be collected,dissemnated, or
maintained by the project/system? Provide a general description below and be sure
to include all data elements.

Not applicable.

2.3What is the purposefor collection of the information listed above?

Azure’s cloud services are used as part of the application and infrastmetuagement at
the FTC. Azure collects information such as userID, IP address, and other PHTi@mM
employees and contracsofor authentication and verification purposes.

Currently, the agency’s premerger application resides on the Azure ¢toecherger data is
collected in order to ascertain whether a larger merger or acquisition is able to proceed or
whether it violates antitrust laws.

2.4What are the sources of the information in the systefproject? How is the
information collected?

FTC staff and FTC employees and contractors use Azure cloud services|for
contractors securely accessing the required applications, such as the
premerger application or the mobile device management
system (InTune). Employees’ names, email addresses, work
phone numbers, user IDs, and PIN/passwords are used to
validate users. They are authenticated through an enterprise
directory associated with the FTC’s Active Directory (AD) and
granted rolebased accessAzure is also integrated with the
FTC’s Okta authentication service.

Azure requires creation of privileged accountsdoress to the
backend of the Azure cloud for administrative purposes.
Access is managed through the Azure portal, which is only
available to authorized FTC system administrators.
External/Commercial | The HartScottRodino Act established the federal premerger
Entities notification program, which provides the FTC and the
Department of Justice with information about larger mergers
and acquisitions before they occur. Outside parties and
commercial entities submit@merger notifications online via
the ServiceNow Premergermling Application which is
hosted in the Azure cloud. These notifications generally
include the company name, busisesntact information
(mailing address, email address, and phone numbers), as well




Source of Data

as financial information (company revenue, financial share
holdings, annual audit reports, etc.).

The FTC Premerger Notification Office and the U.S.
Department of Justice access the ServiceNow application fo
manage the data from the filings for investigations and
analysis.

Okta Azure is configured to connect to the FTC’s onsite AD through
Azure’s AD and OKTA SSO services for access
authentication, identification, and validation purposes. Azure
connects to Okta, ServiceNow, and Zscaler for data migration,
authentication and monitoring purposes.

InTune InTune is used for the monitoring, trackingdamanagement
of the FTC’s mobile phones. The data collected includes
employee name, affiliated FTC mobile phone number, and
device identifiers.

3 Data Access and Sharing

3.11In the table below, specify the systems/applications and groups (both FTC and ron
FTC) that will have access to or share data in the systéproject.

Data Will Be Accessed How and Why the Data Will Be Accessed/Shared

By and/or Provided To:

FTC Staff and Azure acts as the backend repository for various types of data

Contractors collected from the public and other external sources. Only
authorizedrTC staff have direct access to information in the
Azure cloud.

Department of Authorized DOJ staff have access to the ServiceNow

JusticéOther Law Premerger Application for investigation and analysis purposes.

Enforcement Partners They do not have direct access to information in the Azure
system.

3.2Do contractors and/or third party service providers have access to data in the
project/systen®? If yes explainwhat privacy requirements are in place to ensure
that data is properly protected.

Authorized FTC contractors have access to information in the various applications housed in

the Azure cloud. FTC contractors are required to sign nondisclosure agreements, complete
security and privacy training prior to obtaining access to any systems, and complete annual
security and privacy training to maintain network access and accessdayistams. FTC
contractors must follow the same guidelines and policies as FTC employees.



Other authorized federal agencies (e.g., Department of Justice) or law enforcement partners
that have access to information store in the Azure cloud must agree to terms of use and non-
disclosure agreements prior to access. Use is subject to authorization and approval by the
FTC.

3.3If you answered “yes” to 3.2, describe the privacy incident response plan maintained
by the contractor’s organization or third party service provider.

FTC oontractors who access the Azure cloud are subject to the same rules and policies as
FTC staff including theFTC’s Breach Notification Response Plaizure staff do not have
access to FTC data.

4 Notice and Consent

4.1 How are individuals provided with notice prior to the collection of their P1I? If
notice is not provided, explain why.

Notice is provided viacheck all that apply):
Privacy Act Statement ( Written Verba)
FTC Website Privacy Policy
Privacy Noticg(e.g., on Social Media platforms)
Login banner
Other éxplain):

Notice is not provided (explain):

The FTC uses the Azure cloud to house various types of information collected by the
agency Whenever possible, the FTC’s Privacy Act notices are included on all forms,
websites, and other instruments by which Privacy Act information is collected from
individuals, either in written or oral fornat the time of collectiarFor those occasions
where the FTC cannot provide notice at the time the information is collected (e.g., when





https://www.ftc.gov/about-ftc/foia/make-foia-request
https://www.ftc.gov/site-information/privacy-policy/privacy-act-systems
https://www.ftc.gov/about-ftc/foia/make-foia-request
https://www.ftc.gov/about-ftc/foia/make-foia-request
https://www.ftc.gov/about-ftc/foia/make-foia-request
http://www.ftc.gov/




7 Website Privacy Evaluation



* requires twdactor authentication for elevated access to gteork.

8.3Has a Privacy Act System of Records Notice (SORN) been published in the Federal
Register for this systemiproject? If so, list the applicable SORN(s).

The Azure cloudtself is not considered to be a Privacy Act System of Record. However, the
systems and applications supported or hosted in the Azure cloud have the appropriate
SORN(s) as necessarifor example, to the extent any premerger filing dasdo@ut an

individual and retrieved by that individual’s name or other persoeatifier, that data is

part of the nonpublic investigative records sys{&fC-1 0 TRNT
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