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The Federal Trade Commission (FTC or Commission) has prepared this Privacy Impact
Assessment (PIA) to analyze and explain how the FTC handles personally identifiable information
(P11) about individuals that may be available to the agency through the FTC’s use of the video
sharing service, YouTubew.youtube.com

The purpose of this PIA is: (i) to ensure that the FTC’s handling of available Pll conforms to
applicable legal, regulatory, and policy requirements regarding privacy, (ii) to determine the risks
and effects if the FTC were to colleotaintain or disseminate such information, and (iii) to
examine and evaluate protections and alternative processes for handling such information to



Currently, the FTC’s YouTube channel is administered by a small number of FTC staff members).
EachYouTube administrator signs the agency’s Rules of Behavior for Administrators of Social
Media and New Media accounts as required by the agency.

1.2 — Is the agency’s use of YouTube consistent with all applicable laws, regulations, and
policies?

Yes.

The January 21, 2009 Presidential memorandum on Transparency and Open Govanantiest
OMB Director’'s December 8, 2009 Open Government Directaleon federal departments and
agencies to harness new technologies to engage with the public. UsindkéodtsuTube DCBE
promotes its videos to users who subscribe to the FTC channel and provide an easy way for



reports, which YouTube provides to the FTC, contain aggregate information but no PII.

2.2 — What are the sources of PII?

YouTube may colledPll from individuals who register with them and who may ultimately visit or
subscribe to the FTC YouTube channel. While members of the public may make PIl available to
the FTC f{or instancejn the form of their user names and content of their comments on the
Commission’s YouTube videos), the FTC doesaudlect, maintain, or disseminate that
information, except as noted in Section 2.1 above.

2.3 — Do the FTC'’s activities trigger the PaperworkReduction Act (PRA) and, if so, how will
the agency comply with the statute?

Per the OMB memorandum, Social Media, Web-Based Interactive Technologies, and the
Paperwork Reduction Acthe FTC’s use of YouTube as outlined in Section 1.1 is not ebasbd
interactive technology that would trigger the PRA.

SECTION 3.0 - THE FTC'S INTENDED OR EXPECTED USE OF PII

3.1 — Generally, how will the agency use the PII described in Section 2.0?

As mentioned above, the FTC does not collect, disseminate, or maintain PII from individuals who
subscribe or otherwise interact with its channel on YouTube, except as noted in Section 2.1 above.
The web metric reports, which do not contain PII, are available on the YouTube website via the
FTC administrative YouTube account and generally can be viewed only by FTC staff who serve as
administrators of the page.

3.2 — Provide specific examples of the types of uses to which the PIl may be subject.

The FTC does not collect, disseminate, or maintain PII from individuals who subscribe or
otherwise interact with its channel on YouTube, except as noted in Section 2.1 ¥ C

views user metric reports on the YouTube site that include aggregate information such as the
number of views a video receives, the top referrers of the videos, and what demographics the
viewers fall into. This information, which does not contain any PII, is used by FTC staff to analyze
the effectiveness and impact of the FTC YouTube channel.

The FTC may read, review, or rely upon information that users make available to the public or to
the FTC on YouTube, including comments on the channel or video pages, as authorized or required
by law.



SECTION 4.0 — SHARING OR DISCLOSING OF PII

4.1 — With what entities or persons inside or outside the agency wifle PIl be shared, and for
what purposes will the Pl be disclosed?

YouTube collects PIl from individuals who register with them and who may ultimately visit or
subscribe to the FTC’s channel. The FTC does not does not collect, disseminate, or maintain this
information, except as noted in Section 2.1 of this PIA. FTC staff that serve as page administrators
have access to the YouTube channel. They are able to edit content on the page and see the user
metric reports YouTube provides as described in 3.2.

The FTC’s YouTube channel is used to disseminate information to the general public in
furtherance of the FTC’s consumer education mission. The information that the FTC posts on the
page can be accessed by anyone, whether or not they are registered Yoeifsibehave

subscribed to the channel.

4.2 — What safeguards are in place to prevent expansion of use beyond those authorized
under law and described in this PIA?

Only approved FTC staff members have access to manage the FTC’s YouTube account. Each staff
member responsible for managing any social media account must sign and comply with the
Commission’s internal Rules of Behavior, prior to beginning account administration.

The FTC’s YouTube accounts are registered using official FTC email accounts. stiatons are

not permitted to use personal accounts to manage the FTC YouTube account. Furthermore, FTC
staff are directed to use official government devices to manage accounts.

Visitors to YouTube do not have to be registered users of the site to view FTC videos.
FurthermoreYouTubeis a thirdparty site, anall FTC content ocomparable information is
available on the FTC’s websites and other resources.

Finally, YouTubeuserscan determine what additional information of theirs is made publicly
available, beyond the standard information required by Youfaibeeate an accounAs

mentioned above, the FTC does not does not collect, disseminate, or maintain this information,
except as noted in Section 2.1 above.

SECTION 5.0 - MAINTENANCE AND RETENTION OF PII

5.1 — How will the FTC maintain the PII, and for how long?

In general, this does not apply, as the FTC does not routinei§oudeibe




Additionally, the FTC may delete individual comments from the page if circumstances warrant.
5.2 — Was the retention period established to minimize privacy risk?

In general, this does not apply, as the FTC does not routinely use Y tatdieit, collect,

maintain, or disseminate PIl from members of the public. In the limited instances in which the FTC
does so (see 2.1 abgyvany PII collected will be retained and disposed of in accordance with
NARA'’s General Records Schedule (GRS) 6.4, item 020, Public Comments and Communications
Not Requiring Formal Action, or other records schedules that may apply.

SECTION 6.0 - HOW THE AGENCY WILL SECURE PII

6.1 — Will the agency’s privacy and security officials coordinate to develop methods of
securing PII?

In general, this does not apply, as the FTC does not routinely use YotoTadieit, collect,

maintain, or disseminate PIl from members of the public. Regarding the limited instances in which
the FTC does so (see 2.1 above), privacy and security officials routinely coordinate to develop
methods to secuml agency PII.

SECTION 7.0 — IDENTIFICATION AND MITIGATION OF OTHER PRIVACY RISKS

7.1 — What other privacy risks exist, and how will the agency mitigate those risks?

The privacy impact of the FTC’s use of this platform is low, as the FTC does not routinely use
YouTubeto solicit, collect, maintain, or disseminate PIl from members of the public.

Nonetheles, the FTC limits access to its YouTube accounts to prevent the unauthorized collection
of PIl through these accounts.

As much as possible, the FTC uses information that is already publicly available on other FTC
websites; thus, consumers are not required to visit the agency’s YouTube page to access FTC
information. Comparable information is posted on the FTC's official wehsitev(ftc.gov).

SECTION 8.0 — CREATION OR MODIFICATION OF A SYSTEM OF RECORDS

8.1 — Will the agency’s activities create or modify a “system of records” under the Privacy
Act of 19747

No, the FTC does not collect Pl via YouTube in a manner that would require the FTC to create or
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modify a system of records under the Privacy Act of 1974. To the extent that any PII collected
through YouTube from the FTC’s own account and incorporated into agency law enforcement files
or other program records, and maintained and retrieved by name or other personal identifier subject
to the Privacy Act of 1974, no modification is necessary to the existing system of records or

noticed already published for that system. See FICalsailable ahttps://www.ftc.gov/about
ftc/foia/foia-readingrooms/privacyactsystems






