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UNITED STATES OF AMERICA
BEFORE THE FEDERAL TRADE COMMISSION

COMMISSIONERS: Lina M. Khan, Chair
Rebecca Kelly Slaughter
Alvaro M. Bedoya
Melissa Holyoak
Andrew Ferguson

In the Matter of

MOBILEWALLA, INC., a corporation,
DOCKET NO.

COMPLAINT

The Federal Trade Commission, having reason to believe that Mobilewalla, Inc., a
corporation,”)hasviolatedthe provisions of thEederallTradeCommissiorAct, andit appearing
to the Commission that this proceeding is in the public interest, alleges:

1. Respondent Mobilewalla, Inc. (“Mobilewalla”) is a Delaware corporation with its
principaloffice or place of businesst 5170Peachtree Road, Bldg 108yite100,Chamblee,
Georgia 30341.

2. Theactsandpracticesof Responderullegedin this complaint havdeenin or affecting
commerce, as “commerce” is defined in Section 4 of the Federal Trade Commission Act.

Respondent’s Business Practices

3. Mobilewalla is a data broker that collects and aggregates huge quantities of consumer
information, including precise location information tied to individual consumers that reveals
sensitive information about those consumers. Mobilewalla touts its ability, among other things,
to “create a comprehensiverosschanneliew of thecustomerunderstanding onlinendoffline
behavior.”

4, Mobilewalla does not collect location data or other personal information directly from
consumersRather Mobilewallaobtains consuméocationdataandother personal information
from data suppliers. Indeed, consumgeserallyhave ndnteractionswith Mobilewallaand, in
most circumstances, have no idea that Mobilewalla has obtained their data.

5. Mobilewalla also licenses consumer “audience segments” tied to a device’s mobile
advertisingdentifier (“MAID”) for use bythird parties.Mobilewallaanalyzeghelocationdata



it obtains and, based on the locations and events visited by consumers’ mobile devices,
categorizes MAIDs into “audience segments” based on interests or characteristics purportedly
revealedby the locations agvents.Mobilewallahasofferedstandardaudiencesegmentsuchas

“Music Lovers” but has also created custom audience segments for clients, such as an audience
segment specifically targeting pregnant women and young mothers.

6. Mobilewalla’s productsareusedfor avarietyof purposes including advertisingplitical
campaigning, and government purposdebilewalla has also used its products to attempt to
track union organizers.

Respondent Collects and Sells Massive Amounts of Personal Data

7. Mobilewallahascollectedlargeswathsof consumers’ personal information, including
location data, from multiple sources including real-time bidding exchanges and data brokers.
These sources may themselves obtain consumer data from other data suppliers, the mobile or
online advertising marketplace, or mobile applications.

8. Mobilewallahascollectedconsumerspersonalnformationfrom two sources(i) reat
time bidding exchanges and (ii) data brokers and data aggregators.

9. Mobilewalla’s products and services have relied primarily on consumer information that
Mobilewalla collected from regime bidding exchanges (“RTB exchanges”). The primary
purpose of RTB exchanges is to enable instantaneous delivery of advertisements and other
content to consumers’ mobile devices, such as when scrolling through a webpage or using an
app. An app or website implements a software development kit, cookie, or similar technology
that collects the consumer’s personal information from their device and passes it along to the
RTB exchange in the form of a bid request. In an auction that occurs in a fraction of a second
andwithout consumers’ involvemerdgdvertisergarticipatingin theRTB exchange bido place
advertisementbasedn the consumenformationcontainedn the bidrequest.Advertiserscan

see and collect the consumer information contained in the bid request (even when they do not
have a winning bid) and successfully place the advertisement.

10.  When Mobilewalla bid to place an advertisement for its clients through an RTB
exchangeit collectedandretainedthe informatiorcontainedn the bidrequestevenwhenit did

not have a winning bid, and even though the terms of the RTB exchanges disallowed such
collection and retention. Among other information, a bid request contains a consumer’s device
MAID and precise geolocation information, if the consumer had location sharing turned on.

11. Mobilewallahasestimatedhatapproximately 60% afs consumedata camé&om RTB
exchanges between January 1, 2018, and June 30, 2020.

12.  During this period, Mobilewalla estimates that it collected approximately 77 million
unique advertisingdentifierspairedwith locationinformationin 2018, over 278illion unique
advertising identifiers paired with location information in 2019, and approximately 269 million
unique advertising identifiers paired with location information in 2020.



13.  Over this same period, Mobilewalla also collected MAIDs that were not paired with
locationinformation, buivere associatedith otherconsumedata,suchasthenameof the app
sending the bidequesto theRTB exchange Mobilewallausesghis informationto build outits
data profiles for those unique advertising identifiers.

14. Intotal, Mobilewallaestimateghatit collectedmorethan2 billion unique advertising
identifiers over this period.

15.  Additionally, Mobilewallaobtained MAIDspairedwith locationinformationfor more
than183 milliondevicesn 2021 andbver 10 milliondevicesn the firstfour months of 2022,
until news outlets exposed its business practices.

16. By collecting data in this manner, Mobilewalla has amassed immense volumes of
sensitive consumer information, including precise latitude and longitude coordinates of the
consumer’s device along with a timestamp and the device’s unique advertising identifier, which
allowsMobilewallato link the consumenformationcollectedthroughdifferentRTB exchanges

and other means.

17.  In addition to the location and other consumer information that Mobilewalla collected
through RTB exchanges, Mobilewalla purchases consumer information from data brokers and
other companies that aggregate consumer information collected through various apps and
websites.Thesehird partiestransferdatadirectly to Mobilewalla, includingMAIDs pairedwith
precise geolocation information, the name of the app through which the device identifier was
collected, and other consumer information. For example, Mobilewalla has purchased
consumers’ phone numbers in clear text associated with the advertising identifier as well as
hashed phone numbers and hasheth#-addresses associated with MAI®3ata is hashed by
converting the data into a sequence of letters and numbers through a cryptographic tool.

18. Mobilewallasellsaccesdo this datain variousways,including rawlocationdata and
audience segments.

Respondent Sells Raw Location Data That Can
Identify Individuals and Track Them to Sensitive Locations

19. Mobilewallalicensedo third partiesraw locationdatatied to MAIDs. Thesethird parties
include advertisers, data brokers, analytics firms, and other comp@hiese third parties can
thenanalyze andisethe datdor their own purposes, sucasadvertising or brand analytiosy, to
provide access to the information for their own customers.

20. Mobilewalla’s raw location data is not anonymizdgpically, Mobilewalla’s raw
locationdata includes a MAIDthelatitude,longitude,andatimestampof the location.This raw
locationdatacan beused tadentify anindividual consumeandmatchanindividual consumer’s
mobile device with the locations they visited.

21. MAIDs canbeandareusedto identify amobiledevice’suseror owner. Forexample,
some data brokers advertise services to match MAIDs with “offline” information, such as
consumers’ names and physical addreskekeed, in a March 2020 email, a Mobilewalla’s
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chief executive officer explained that Mobilewalla’s ability to identify consumers’ home
addresseasing aconsumer’snobile devicelocationhistoryis moreaccuratehanMobilewalla’s
competitors because of “our ability to store longer periods of data cheaply due to compression
schemes we have developed in house.”

22.  Even without using data to connect a MAID to a consumer’s name, email address, phone
number, ootheridentifying information, theMAID associatedavith precisegeolocatiordatathat

tracks consumers’ movements over time can be and is used to identify consumers and sensitive
information about them. MAIDs are assigned by a mobile device’s operating system to allow
companies to track a consumer’s mobile activity and are used to send targeted advertisements.
Indeed, targeting individual consumers is the MAIDS’ primary purpose.

23. Thegeolocatiordatais quiteprecise.Mobilewallaassertsheycantargetgeolocatiorto
a radius as small as 25 meters.

24.  Mobilewalla does not have any policies or procedures in place to remove sensitive
locationsfrom theraw locationdatasetstheysell. Thedatacan,therefore beusedto identify
the sensitive locations that individual consumers have visited.

25.  Mobilewalla’s location data associated with MAIDs can be used to track consumers to
sensitive locations, including medical facilities, places of religious worship, places that offer

services to the LGBTQ+ community, domestic abuse shelters, and welfare and homeless

shelters.It canalsobeusedto infer sensitiveinformationabout those consumersor example,

by plotting thelatitudeandlongitudecoordinates includeith theMobilewalladatastreamusing
publicly-available map programs or land parcel data Mobilewalla purchases, it is possible to

identify which consumers’ mobile devices visited specific medical facilities that specialize in

treating specific medical conditions, and infer from that data that the consumer has that

condition. Further, because each set of coordinates in Mobilewalla’s data istamged, it is

also possible to identify when a mob-2 (del0 (m)-2 ( t)-2 (ha)4 (t)c,ad4 ( m)-2 (ob-2 (1w (-)T,a4 ha)4 (at



28. Custom audience segments have been based on sensitive consumer infofroation.
exampleMobilewallahashelpedits clientstargetpregnantvomen,Hispanicchurchgoersand
members of the LGBTQ+ community.

29. Mobilewalla’s audience segments, including the ones that identify consumers based on
sensitive characteristics, are also associated with MAN3salleged in paragraphs 19 to 22
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43. In manyinstancesMobilewallahasfailedto reviewexampleof noticesusedby thedata
suppliers to purportedly collect consent or request and review evidence from the suppliers
demonstrating that consumers have conseméten Mobilewalla evaluates a new data

supplier, Mobilewalla has asked the supplier to complete a questionnaire about the supplier’s
data collection practices and submit a list of the apps from which the supplier collects
consumers’ information.

44.  Although some suppliers collect consumers’ information from thousands of apps,
Mobilewallahastypically only checkedwvhethetthreeto five of the appsdisclosedo consumers

that the app was collecting location information and sharing it with third pahtiesldition,
Mobilewalla has only checked these apps ¢omghen evaluating whether to sign a contract with

a new supplier. Even though app disclosures regularly change over time, Mobilewalla has not
subsequently or periodically checked whether any of these apps continued to disclose that they
collected location data and shared it with third parties.

45.  Internal communications demonstrate that Mobilewalla has made little to no effort to
verify whether its suppliers have obtained informed consumer consent to collect and share
consumersinformationwith Mobilewallain particular. During initial contrachegotiations, one
client reviewed disclosures made by some apps from which Mobilewalla collected consumers’
information and noted deficiencies, such as an app not listing Mobilewalla as a potential
recipientof consumers’ informationTheclientrequestedhatMobilewallatell theappto fix the
issue.In an email, a Mobilewalla employee wrote that if, for U.S. consumers, the client wanted
“specific consents.... This deal is deadfobilewalla ultimately did not consummate the deal
with this potential client, and also failed to cease using the information or follow up with its
supplier who provided consumers’ information from that app.

46. Moreover, Mobilewalla’s minimal review of consumer disclosures is insufficient to

verify that consumers consent to the various purposes that Mobilewalla uses consumer data, as
describedn paragraph85 through 37 above, including marketimpmmercialandgovernment
purposes.

47. These facts would be material to consumers in deciding whether to use or grant location
permissions to mobile apps and whether to opt out of Mobilewalla’s collection of their
information. Consumers have expressed concern about the amount of personal information
various entities - like advertisers, data aggregators, employers, or law enforcement - know about
themandabout howsuchentitiesusetheir personatlata.Consumersre increasinglyeluctantto

share their personal information, such as digital activity, emails, text messages, and phone calls,
especially without knowing which entities will receive it. Such collection and use impose an
unwarranted invasion into consumers’ privacy.

Respondent Retains Consumers’ Location Information Indefinitely

48.  After collecting sensitive precise location data about consumers’ daily movements, as
well as



49. In fact,Mobilewallahascreatedavastrepository of consuméocationinformationthat
enables Mobilewalla and its clients to track consumers’ movements and, by virtue of knowing
wherethe consumertraveled o infer other sensitivinformationabout consumers over years.
Such vast amounts of data about identifiable individual consumers makes them vulnerable to
significant harms, including stalking, targeted scams, and a variety of reputational harms.

50. For example, using Mobilewalla’s data, a client proposed to geo-






62. Indeedonceinformationis collectedaboutconsumergrom their mobiledevicesor other
sources, the information can be, and in many instances, is provided multiple times to companies
that consumers have never heard of or interacted @itnsumers have no insight into how this

data is used — they do not, for example, typically know or understand the information collected
about them can be used to track and map their past movements and that inferences about them
andtheir behaviorswill bedrawn fromthisinformation. Consumersrethereforeunableto take
reasonable steps to avoid the abdescribed injuries.

63. Theseanjuriesareexacerbately thefactthatMobilewallalacksany meaningfulcontrols
protecting consumers’ privacyyobilewalla could implement safeguards to protect consumer
privacy, such as blacklisting sensitive locations from its data feeds or removing sensitive
characteristics from its dat&uch safeguards could be implemented at a reasonable cost and
expenditure of resourceslowever, far from protecting consumers’ privacy, Mobilewalla
actively promotes its data as a means to evade consumers’ privacy chibiggsthe harms
described above are not outweighed by countervailing benefits to consumers or competition.

Violations of the FTC Act

64. Section5(a)of the FTC Act,15U.S.C.845(a),prohibits“unfair or deceptiveactsor
practices in or affecting commerce.”

65.  Actsor practicesareunfairunderSection5 of the FTC Act if they causeor arelikely to

cause substantial injury to consumers that consumers cannot reasonably avoid themselves and
that are not outweighed by countervailing benefits to consumers or compethi@hS.C. 8§

45(n).

Count |
Unfair Sale of Sensitive Location Information

66. Asdescribedn paragraphd9to 26 and29to 32, Respondergells,licensespr otherwise
transfers precise location information associated with MAIDs that reveal consumers’ visits to
sensitive locations, including, among others, locations associated with medical facilities, places
of religious worship, places that offer servicesi® tGBTQ+ community, domestic abuse
shelters, and welfare and homeless shelters.
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68. As described in paragraphs 27 to 32, Respondent has targeted consumers into audience
segments based on sensitive characteristics, such as medical conditions and religious beliefs,
derivedfrom locationdata. Respondentassoldor transferredheseaudiencesegmentso third

parties for marketing and other purposes, including identifying and targeting consumers who
participate in political rallies and protests or attempting to identify and target consumers who
participate in union organizing.

69. Respondent’sategorizatiorof consumerdasedn sensitivecharacteristicgerivedfrom
location information has caused or is likely to cause substantial injury in the form of loss of
privacy for consumers and an increased risk of disclosure of such sensitive informhison.
injury is not reasonably avoidable by consumers and is not outweighed by countervailing
benefits to consumers or competitiddonsequently, Respondent’s categorization of consumers
based on sensitive characteristics for marketingodiner purposes is an unfair act or practice.

Count Il
Unfair Collection of Consumer Information from RTB Exchanges

70.  As described in paragraphs 7 to 16 and 33 to 37, Respondent collected consumers’
personalnformation,includinglocationinformation,from RTB exchangesyhenRespondent
had no winning bid.

71.  This practice has caused or is likely to cause substantial injury in the form of a loss of
privacy about the dage-day movements of millions of consumers, the chilling of consumers’
First Amendment rights and an increased risk of public or other harmful disclosure of sensitive
information about consumers’ private lives, including their fertility choices, religious worship,
sexuality,andothersuchinformation. Thisinjury is notreasonablyavoidableby consumersind

is not outweighed by countervailing benefits to consumers or compe@mmsequently,
Respondent’s collection of consumers’ information from RTB exchanges is an unfair act or
practice.

Count IV
Unfair Collection and Use of Consumer Location Information Without Consent
Verification

72.  As described in paragraphs 33 to 47, Respondent collects consumers’ location
informationthroughthe meanslescribedn paragraph8 to 17 withouttakingreasonablstepso
verify that consumers consent to Respondent’s collection and use of their location information.

73.  This practice has caused or is likely to cause substantial injury in the form of a loss of
privacy about the dage-day movements of millions of consumers, the chilling of consumers’
First Amendment rights and an increased risk of public or other harmful disclosure of sensitive
information about consumers’ private lives, including their fertility choices, religious worship,
sexuality,andothersuchinformation. Thisinjury is notreasonablyavoidableby consumersind

is not outweighed by countervailing benefits to consumers or competimmsequently,
Respondent’s collection of consumers’ location information is an unfair act or practice.
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