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• Bias and discrimination: Some commercial surveillance practices may discriminate against 
consumers based on legally protected characteristics like race, gender, religion, and age. 
Some companies may use these categories to deny consumers access to housing, credit, 
employment, and other critical services. 

• Dark patterns: Companies increasingly employ dark patterns or marketing to influence or 


