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FEDERAL TRADE COMMISSION;
and THE PEOPLE OF THE STATE
OF CALIFORNIA,

Plaintiffs,

V.
NGL LABS, LLC, a corporation; RAJ
VIR, individually and as an officer of
NGL LABS, LLC; and JOAO
FIGUEIREDO, individually and as an
officer of NGL LABS, LLC,

Defendants.
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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

Case No. 2:24-cv-05753-JLS-PVC

STIPULATED ORDER FOR
PERMANENT INJUNCTION,
MONETARY JUDGMENT,
CIVIL PENALTY JUDGMENT,
AND OTHER RELIEF
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audible portions of the communication even if the representation
requiring the disclosuns made in only one means.

A visual disclosure, by its size, contrast, location, the length of tiy
appears, and other characteristics, must stand out from any
accompanying text or other visual elements so that it is easily ng
read, and understood.

An audible disclosure, including by telephone or streaming videg
must be delivered in a volume, speed, and cadence sufficient fof
ordinary consumers to easily hear and understand it.

In any communication using an interactive electronic medium, su

the Internetan appor software, the disclosure must be unavoidal
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1. Requesting, prompting, or encouraging a Child to submit Person
Information online;

2. Enabling a Child to make Personal Information publicly available
identifiable form. An Operator shall not be considered to have
Collected Personal Information undeistparagraph if it takes
reasonable measures to delete all or virtually all Personal Inform
from a child’s postings before they are made public and also to g
such information from its record; or

3. Passive tracking of a Child online.

G. “Corporate Defendant’ means NGL Labd LC and its successors
and assigns.

H. “Defendants’ means all of the Individual Defendarstsd the
Corporate Defendant, individually, collectively, or in any combination.

l. “Individual Defendants” means Raj VirandJoao Figueiredo.

J. “Messaging Apg’ means any software application that can be
transmitted or downloaded to any computing device includinglasktop
computer)aptopcomputer smartphone, tablet, wearable, or sensor, or any
periphery of any portable computing deviaad whichallows a user of the
software application to send or receive messages.

K.  “Negative Option Featuré means a provision of a contract under
which the consumer’s silence or failure to take affirmative action to reject a ¢
or service or to cancel the agreement is interpreted by the negative option s
provider as acceptance (or continuing acceptance) of the offer.

L.  “Neutral Age Screerf means thatsersof a Covered Businesse
asledage information in a neutral manner, making sure the data entry(ipoint
allowsUsers to enter their age by month and year of birth accurételgoes not

default to an age8lor over, (iii) avoidsencouragindJsersto falsify age
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information by, for example, stating that certain features will not biéablato
Users under age 18; and (iv) utdzwhere feasibleechnical means to prevent
baclkbuttoningor similarUser attempts to evadge rules.

M. “Obtain, Obtained, or Obtaining Verifiable Parental Consent
means making any reasonable effort (taking into consideration available
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10. Information concerning the Child or the Patiseof that Child that the
Operator Collects online from the Child and combines with an
identifier described in this definition.

R. “Teen’” means an individuat orover the age of 13 but under the ¢

of 18
ORDER
I. BAN ON OFFERING OR PROMOTING ANONYMOUS MESSAGING

ge
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consumer’'saccount number to be chargeldy gnderstands the
transaction includes the Negative Option Feature; @ndnderstand
the specific steps that the consrmust take to prevent or stop
further Charges
3. Present the consent request in a manner and format that is cleat
unambiguous, nondeceptive, and free of any information not direg
related to the consumaccepting the Negative Option Feature
4.  Not include any information that interferes with, detracts from,
contradicts, or otherwise undermines the ability of the consumer
give or not give express informed consent to the Negative Optior
Feature;
5.  Obtain the consumer’s unambiguously affirmative consent to the
of the transaction; and
6. Keepverification ofthe consumer’s consent for at leagEearsafter
the contract is terminated, including audio recordingrof related
telephone calls itheir entirety.
V1. SIMPLE CANCELLATION OF NEGATIVE OPTION
IT IS FURTHER ORDERED that Defendants, Defendaotters, agents
employees, attorneys, and all other persons in active concert or participatior]
any of them, who receive actual notice of this Order, dredicting directly or
indirectly, in connection with promoting or offering for sale any good or servi
with a Negative Option Feature, are permanently restrained and enjoined frg
A.  Faliling to provideor require that a simple mechanibm provided to
theconsumer taancé to avoid being Chargedy Charged an increasechaunt,
for a good or servicandto immediately stop angubsequent or recurring Charyg
Such simple mechanism may be offered throutfhird-party App Storethat
distributes the good or service on behalf of Defendants, their officers, their
employees, or their agents provided that all cancellation mechamssatalso:
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acting directly or indirectly, in connection with being an Operator oléepsite
or Online Service Directed to Children or of any website or online service wit
actual knowledge that it is Collecting or maintag Personal Information from g
Child, are hereby permanently restrained and enjoined from:

A. Faliling to make reasonable efforts, taking into account available
technology, to ensure that a Parent of a Child receives direct notice of the
Operator’s practicewith regard to the Collection, use, or disclosure of Persor
Information from Children, including notice of any material change in the
Collection, use, or disclosure practices to which the Parent has previously
consented, unless the COPPA Rule (attaetsefippendix Ao Doc. 3, provides

an exception to providing such notice;

h

!

nal

B. Failing to post a prominent and clearly labeled link to an online notice

of the Operator’s information practices with regard to Children, if any, on the
home or landing page or sereof its website or online service, and at each are
the website or online service where Personal Information is Collected from
Children, unless the COPPA Rule (attached as AppentixDc. 3, provides ar
exception to providing such notice;

C. Failingto Obtain Verifiable Parental Consent before any Collectiq
use, or Disclosure of Personal Information from Children, including consent
material change in the Collection, use, or Disclosure practices to which the F
has previously consented,less the COPPA Rule (attached as Appendia A
Doc. 3, provides an exception to Obtaining Verifiable Parental Consent;

D. Failing to Delete a Child’s Personal Information at the request of
Parent;

E. Retaining a Child’s Personal Information for longer thare&sonabl
necessary to fulfill the purpose for which the information was Collected; and

F.  Violating the COPPA Rule (attached as AppenditoAdoc. 3.
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IX. INJUNCTION CONCERNING CHILDREN'S PERSONAL
INFORMATION PREVIOUSLY COLLECTED
IT IS FURTHER ORDERED theDefendard, Defendarg

-16-
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(including telephonic depositions), 31, 33, 34, 36, 45, anuré@ded that
Defendants, after attempting to resolve a dispute without court action and fo
cause shown, may file a motion with this Court seeking an order for one or n
the protections set forth in Rule 26(c).

B.  For matters concerning this Order, Plaintd@f®authorized to
communicate directly with each Defendant. Defendant must permit
representatives dtlaintiffs to interview any employee or other person affiliatec
with any Defendant who has agreed to such an interview. The person intery
may have counsel present.

C. Plaintiffsmay use all other lawful means, including posing, ulgio
its representatives as consumers, suppliers, or other individuals or entities, t
Defendants or any individual or entity affiliated with Defendants, without the
necessity of identification or prior notice. Nothing in this Order limits the
Commission’dawful use of compulsory process, pursuant to Sections 9 and
the FTC Act, 15 U.S.C. 8§88 49, 57b-

D.  Upon written request from a representative of eittiehe Plaintiffs
any consumer reporting agency must furnish consumer reports concerning
Individual Defendantpursuant to Section 604(1) of the Fair Credit Reporting
15 U.S.C. 81681b(a)(1).

XVIlI . RETENTION OF JURISDICTION
IT IS FURTHER ORDERED that this Court retains jurisdiction of this

matter for purposes of construction, modification, and enforcement of this O

SO ORDERED this14th day of July, 2024. oaE S
HE N WL L R SR

e

HON. JOSEPHINE L. STATON—
UNITED STATES DISTRICT JUDGE
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