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1 SystemOverview
1.1 Describethe project/systemand its purpose.

The Federal Trade Commission (FTC) is committed to preserving the public’s trust by
adhering to the various laws and ethics regulations that guide the performance of each FTC
employee’s official dutiesThe Ethics Team within the FTC Office of General Counsel

(OGCQ) is responsible for helping agency employees maintain these high standards of ethical
behavior.They are responsible for ensuring that FTC staff receive the appropriate ethics
training and disclose any potential conflicts of interest to their supervisors and to the Ethics
Team.Ensuring that FTC employees perform their duties while adhering to the agency’s
strong guidelines and principles is an important part of the FTC’s mission of protecting
consumersFailure to @ so may result in costly ethics violation fines, loss of public trust,
andirreparable damage to the agency’s reputation.




program that walks employees through the entire filing process, ensuring both the
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maintained iFFDOnlineincludes only a listing of assets (e.g., names of securities or mutual
funds held) andinancial reports.Specificaccountnumbers, accounalues PINs,or credit
reports are not included.

Additional PII maintained in the system by the FTC Ethics Team includes: employee name,
employee office/organization code, GS-level, and potentially the name of an employee’s pet
(for FTC’s K-9 Korner photo consent form). The signatures of the filing employee and the
initial reviewerand/orthefinal reviewingofficial are alsdancluded in



2.4What are the sources ofthe information in the system/project? How is the
information collected?

| Sourceof Data | Typeof Data Provided& How It Is Collected
FTC Employees (OGE FTC employees required to complete @8E Form 450 will acces:
Form450 filers) FDOnline




Data Will Be Accessed
By and/or Provided



4 Notice and Consent

4.1 How are individuals provided with notice prior to the collection of their P11? If
noticeis not provided, explainwhy.

Noticeis providedvia (checkall thatapply):

X PrivacyAct Statement ~ Written [_] Oral)

[] FTC WebsitePrivacy Policy

[] PrivacyNotice(e.g.,on SocialMediaplatforms)

X Login banner

X] Other explain): A Privacy Act Statement is included on the OGE Form 450 as it
appears within the FDOnlireystem Additionally, an explanation of the requirement to file the
OGE Form 450 report is provided in writing by the FTC Human Capital Management Office
(HCMO) during the hiring proces®GE Form 450 and FTC Form 474 (outside employment
approvallfiling requirementsirealsodisaussedrally duringethicsorientation(mandatory forll
new hires) and during annual ethics training (required for a subset of FTC empléjlees).
standardizedormsused










5.3Has the system/project undergone the appropriate security risk assessment and
receivedauthority to operate?

Yes,FDOnlinehasundergone aecurityrisk assessmermndreceivedan authorityto operate.

Thesystem is categorized as a moderate system using Federal Information Processing Standards
(FIPS) 199, Standards for Security Categorization of Federal Information and Information
Systems.

5.41s PIll used in the course of system testing, training, or researchf’so, what steps
are taken to minimize and protect PII during this process?

Not Applicable

No live PIl or production datare usedor testingor any other purposes.

6 Data Retentionand Disposal
6.1 Specify the period of time that data is retained in the system/project¥What are the
specificprocedures fordisposingof the data at the end ofthe retention period?

Theinformationcontainedn FDOnlinewill be disposedf in accordancaith NARA GRS
2.8 (EmployeeEthicsRecords).

7 WebsitePrivacy Evaluation

7.1 Doesthe project/systememploythe useof awebsite? If so,describeany tracking
technology used by the website and whether the technology is persistent or
temporary (e.g., session cookie, persistent cookie, web beac@gscribe the
purposeof using such tracking technology.

Authorized FTC employees access FDOnlireea web application that uses temporary
session cookiedJse of the temporary session cookie is necessary to move the user
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8 Privacy Risksand Evaluation

8.1 Consideringthe type of information collectedand sources ofcollection, what
privacy risks were identified and how were these risksmitigated?

Risk Mitigation Strategy
Information contained in The FTC’s Ethics Team &ble to review data iRDOnlineand
system/project may be | correct errorsThe FTC’s Ethics Team will perform quality
inaccurater incomplete.| monitoring periodically and can identify, review, correct, and log
inaccuracies to prevent recurrenegy( although all OGE Form 45(
reports are trackethgged, andreviewedby a supervisora subset
of OGE Form450 reportarealsocarefullyreviewedby the FTC’s
EthicsTeameachyearfor accuracy).

Individuals who have
access to Pll could
exceed their authority
and use the data for
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8.3Has a Privacy Act System of Records Notice (SORN) been published in the Federal
Registerfor this system/project? Ifso, listthe
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