Toward (Greater) Consumer Surveillance in a ‘Cookie-less’ World:
A Comparative Analysis of Current and Future Web Tracking Mechanisms

ABSTRACT

The anticipated shift of the advertising industry away from third-party cookies has been marketed
DV SULYDF\ IUHQGIN\ | LHZ FRRNLH-less tracking technologies are being proposed, but the consumer
privacy implications of those technologies are far from clear. To what extent ad-networks are
going to change their practices, and no longer rely on cross-site consumer surveillance or
historically rich consumer profiles for advertising purposes? Can the new tracking technologies
become GDPR-compliant, given the significant compliance pushback against cookie-based
advertising mechanisms?

Our study seeks to evaluate the potential privacy harms of cookie-less advertising ID solutions by
(1) building novel typology of tracking specifications to assess the privacy impacts of tracking
technologies; (2) deductively analyzing cookie-based tracking mechanisms by collecting novel
data on persistent user identification across 50 popular websites that work with all four main
supply side platforms (SSPs) - Pubmatic, OpenX, AppNexus, and Rubicon; and (3) contrasting
those findings with deductive analysis of data collected from technical industry documentation on
the three main cookie-less ID architectures - The Trade Desk Unified ID 2.0, LiveRamp ID, and
Secure Web Addressability Network (SWAN).

We find how the new tracking architectures can make consumer surveillance in the Web
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1 - Introduction

Ad-based monetization mechanisms of Web content are about to move away from their main
tracking instrument + third-party cookies (%lQQV &KRL HIl D 2{5HI\ . Arguably
a major win for privacy advocates, this would theoretically disable cross-site surveillance,
HQKDQFLQJ FRQVXPHUV] SULYDF\ RQIQH 1HZ yFRRNIH-(HVV , = 6RIXILRQV] DUH H[WHQVLYHI\ GLVFXVVHG
by ad indusit\ VIDNHKRIGH)V ZKR IUDPH IKHP DV |3UYDF\ 3UHVHUYLQJ $GYHUILVHPHQIf 33%
initiatives (Thomson & Rescorla, 2021). The privacy and compliance implications of those
prospective ID solutions, hoZHYHU DUH VIO XQFIHDU $UH WKHVH QHZ 18QLYHUVD! , ® 6RIXILRQV] UHDI\
ISULYDF\-IUHQGIN] DV PDUNHIHG E\ WKH LQGXVIU\"* 7R ZKDI H[¥HQI $G 1HIZRUNV DUH JRLQJ IR FKDQJH
their practices and no longer rely on cross-



understand the privacy implications of cookie-based tracking. Third, we contrast our analysis of
cookie-based tracking with the persistent user identification enabled by suggested cookie-less
solutions. We rely on journalistic reports and technical industry documents, considering the three
most dominant cookie-less tracking solutions discussed by the industry, and deductively
evaluating them based on our tracking typology.

Our findings reveal how the new tracking architectures can make consumer surveillance in the
Web (1) Dynamically wider, linking user identities across, not only within SSP networks; (2) More
persistent over time by relying on deterministic identification data such as Plls; and (3) Vulnerable
to the integration of first- and third-party data for consumer profiling by Incentivizing advertisers
to link their user data with purchased data. This could allow advertisers to secretly bid on sensitive
user categories, potentially circumventing targeting restrictions of the main advertising platforms.

In contrast to existing criticism on cookie-less tracking solutions that mostly focus on deficiencies



we present our data collection & analysis for current cookie-based tracking. In Section 3.2, we
analyze the privacy impacts of cookie-less tracking solutions. Section 3.3 summarizes the
comparison of cookie-based and cookie-less tracking technologies. Section 4 discusses the
implications of our findings and Section 5 concludes, detailing study limitations and future
guestions.

2 - Ad Networks (lack of) Privacy Compliance

&RQVXPHU SUYDF\ LV JDIQIQJ PRPHQIXP 5SHYHIDILRQV RQ KRZ SIDIIRIPV XVH FRQVXPHUV{ GDID
(Mac & Kang, 2021), the unprecedented wave of federal and state privacy bills (Lively, 2022), and
the on-going questioning on GDPR compliance by the advertising industry (Lomas, 2021) created
pressure on browser owners to declare their end of support in the muchly criticized third-party
cookies (Shein, 2021). The anticipated shift in the main tracking instrument for targeted Ads, a
market projected to grow to $525B by 2024 (Edelman, 2020), led to a burst of alternative user ID
solutionV $VLP PDUNHIHG EN IKH LQGXVIU\ DV iSULYDF\ IUHQGIN {

Existing criticism on cookie-less tracking solutions mostly focus on deficiencies in consent
mechanisms (Kaye, 2021a) or the lack of a governing body (UnifiedID2, 2022). A recent report
from Mozilla surfaces more specific privacy concerns, identifying how new tracking solutions
SURYIGH QR PHFKDQLVP ¥R SUHYHQII DFFHVV IR XVHW] GDID 7KRPVRQ  SHVFRUD 6l
discussion of these cookie-less tracking proposals and their privacy implications have not placed
enough emphasis on the intermediary role that advertising technology networks will play in
continuing to stitch together persistent consumer identification (Asim, 2021; Asim, 2022). In
contrast, we argue that the structural impact of ad networks on the potential privacy harms of new
tracking technologies should be carefully analyzed.

Discussion over the ability of suggested tracking technologies to become GDPR compliant is also
limited, mostly focusing on the lack of data controller and data processor roles in the proposed
architectures (Schiff, 2021e; Schiff; 2022a), or the role of cookies in the suggested solutions
(Asim, 2021; Asim, 2022). But at the center of those solutions, we argue, are the profiling and
targeting capabilities enabled for ad-network actors. Those capabilities should be assessed in
ILIKI Rl * =35V SUQFSIHV UHIDUGLQJ GDID VXEIHFIV] FRQIUR) RYHU IKHW GDWD WKH SURFHVVLQJ RI
sensitive data, and the ability ol GDID FRQIURNHUV IIR jVLQJIH RXIf LQGLYLGXDIV



Specifically, the shift in the use of third-party cookies as an evasive tracking instrument by ad-
based Web monetization mechanisms (Jones, 2020; Lavin, 2006) was not critically analyzed. We
aim to shed light on potential user tracking and targeting in a cookie-less world, questioning the
ability of post-cookie solutions to comply with privacy law. We intend to highlight the operations
of Ad Networks, which represent a chain of third-SDUN\ DFIRVV IKDIi PRQURU FRQVXPHUV| EHKDYLRU
RQIQH DQG IRIRZ FRQVXPHUW DFURVV PXWMLSIH ZHEVIHV IRU PDUNHILQJ SXUSRVHV ={$QQXQ]LR
Russo, 2020). While publishers collect information about their own visitors, it is the ad network
that collects the most information to track and target consumers across the Web (Bashir et al.,
2016). Those Ad Networks affect market outcomes, but research remains sparse regarding the
LPSILFDILRQV RI QHIZRUN DFIRUV] GHFLVIRQV  &KRL Hil DI

7R 10 KRVH JDSV DQG XQGHUVIDQG WKH VIUXFIXUD! LPSDFIV Rl DG QHIZRUNV RQ FRQVXPHUV] SULYDF\
we deductively analyze cookie-based and cookie-less tracking mechanisms based on a novel
tracking typology below, that enables us to understand the privacy impacts of tracking
technologies.

3 - Tracing Web Tracking

Following Binns (2022), we use a working definition of tracking provided by the World Wide Web
&RQVRUWXP = & {VIDFNLQJ SURIHFILRQ JURXS DFFRUGLQJ IR ZKLFK iUDFNLQJ LV KH FRIOHFILRQ RI GDID
UHJIDUGLQJ D SDUILFXIDU XVHUV DFILYUN\ DFURVV PXMLSIH GIVILQFH FRQIH[WV DQG WKH UHIHQIRQ XVH RU
sharing of data derived from that activity outside the context in which it RFFXWHG| (W3C Working



To evaluate and assess the extent of tracking, we develop a framework for tracking specifications
that details what we view as the most important criteria for measuring the impact of tracking
IHFKQRIRJLHV RQ FRQVXPHWV] SUYDF\ = H VXJJHVIIKH IRIRZLQJ ILYH INDFNLQJ VSHFLILcations:

[1] User Identification Instrument: How can individuals be identified? What is the tracking
instrument through which trackers assign user IDs and potentially follow users and collate data
points for profiling purposes (i.e. cookies, tokens, fingerprints, favicons).

[2] Cross-context User Visibility: Which companies can persistently identify consumers across
VUIHV** = H DUH LQIHUHWIHG IR XQGHUVIDQG ZKR DUH IIKH DG QHIIZRUN DFIRUV WKDIi FDQ LGHQILI\ DQG HQIR\{
visibility over consumers across the Web (i.e., SSPs, DSPs, advertisers, publishers, Ad
Exchanges).

[3] Longitudinal Tracking: Does the tracking technology enable consumers to be tracked over
time?

[4] Circumvention of Targeting Restrictions: Does the tracking mechanism enable/incentivize
advertisers to build rich first-party consumer profiles and hiddenly escape targeting restrictions by
advertising platforms?

[5] User Data Sources: Can we limit participating data actors for profiling purposes? What are
the possible sources for data collation? Which data points about the user can be gathered and
used for targeting purposes? (i.e. current browsing behavior, past browsing behavior, offline data
from digital footprints, first party data, third party data).

Through a deductive analysis based on the tracking specifications above, sections 3.1 & 3.2
evaluate cookie-based and cookie-less tracking mechanisms. Section 3.3 compares the
mechanisms, revealing how cookie-less tracking alternatives are likely to enable greater
consumer surveillance than current, cookie-based, tracking practices.

3.1. Cookie-based Tracking

In order to contrast future cookie-less tracking mechanisms with current cookie-based tracking by
ad networks, we first aim to reach a comprehensive understanding of current tracking practices.
To do so, we rely on browser-side observations and study the ability of ad networks to persistently
identify and potentially track users across websites.

To assess the usage of persistent identifiers within and across SSP networks, we assembled a
list of publisher sites that work with all four main SSP networks in the advertising industry. The
IRXU 663V VHIHFIHG ZHUH EDVHG RQ WKH DXIKRUV] IDPLLDUIN ZWK WKH QHIZRUNV] SURPLQHQI SRVIILRQ
in the digital advertising industry. We developed two different selection criteria to assemble a
final list of publisher sites. For the first selection criteria, inclusion of a publisher was based on
IKH SXENLVKHU VLUIH 0LVilQJ WKH 663 LQ WKHL DGV WIIT ILH = LK WKLV FUWHULRQ PHI ZH IKHQ UDQNHG
VIIHV EDVHG RQ IIKH §7UDQFR] Sopularity index (Tranco, n.d.). Our initial assembled list of the top
100 popular websites that list all four main SSPs in their ads.txt file was crawled by visiting their
landing pages (and not inner-site pages) per site. Analyzing the initial results, we saw that
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certain publishers did not register cookies from all four SSPs. While ads.txt indicate which
partners are eligible to sell a publishers ad inventory, based on the instances observed in
crawling 100 sites we assume that just because a partner is listed does not mean that the
publisher is currently working with the partner. In the second selection criteria, inclusion of a
publisher was based on manually checking in the Chrome browser Developer Tools - Cookies
Storage table, that a cookie from each of 4 SSPs registered in at least 1 of 10 refreshes of the
IDQGLQJI SDIH = H ZHUH DEMH IR GHYHIRS D IVl RI' VUIHV IURP FKHFNLQJ VUIHV LQ WKH y7UDQFRS
popularity index that list all four SSPs in their ads.txt file (see appendix #1). From this manual






expanding the addressable audience and differentiation in services offered by SSPs demonstrate
clear competition between SSPs that would disincentivize cookie sharing.

In summary, going back to our tracking specifications, we observed how users can be identified
via third-party cookies placed by supply-side networks (SSPs) on publisher sites. This provides
SSPs with cross-context visibility when using ID cookies to persistently identify and potentially
track individuals across the websites they are embedded in. Still, our data show that SSP-based






Trade Desk Unified ID 2.0 has a
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party subscUEHU GDID §R RIKHU GDIDVHIV 9DUJDV E 7KLV ZRUN LV FDUWLHG RXI RQ DQ |LGHQILN
JUDSKY WKDW DORZV DGYHUILVHUV IR PDQDJH LQGLYLGXDI-level data and encode the data through an ID
method of choice, providing a centralized system to merge online and offline identifiers into a
consolidated profile to pair with purchased third-party data and activate selected audiences with
multiple partners (LiveRamp, 2020c). An identity graph poses a threat to individual privacy as it
allows advertisers to develop rich profiles of existing customers through pairing data purchased
from data brokers but also non-customers across the open web (Vargas, 2022b). The Unified ID
2.0 and LiverRamp RamplID now enable alarming ID linkage capabilities in this technology (Schiff,
2021b
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community, 2021; UnifiedID2, 2022). This issue has not been resolved, even though cookie-less
tracking solutions claim to provide great individual privacy through limiting the sharing of
persistent individual-level information to various parties. We found that parties responsible for
governing the solutions are not clear nor are the terms that participants are expected to follow.
The SWAN solution will be governed by the SWAN Network itself which has outlined a set of
IORGH) 7HUPV{ KDl GHIDWV KRZ SDUILFLSDQIV DUH H[SHFIHG IR DGKHUH IR LQIRUPDILRQ VKDUQJ
practices (Thomson & Rescorla, 2021; SWAN-community, 2021). The Trade Desk claims that the
company piDQV IR IXUQ RYHU FRQIUR) §R DQ y$GPLQLVIUDIRU § D URIH WKDIl KDV QRIN\HIl EHHQ ILN\HG $VLP

7KH 7UDGH = HVN GRFXPHQIDILRQ IXUWKHU PHQILRQV D JFRGH RI FRQGXFIIf IKDIl SDUILFLSDQIV P XV
follow, but is not currently available (UnifiedID2, 2022). The role of the administrator was originally
supposed to be maintained by the Interactive Advertising Bureau, but the organization has chosen
to no longer pursue supporting the solution in this capacity (Katsur, 2022; Mitchell, 2021). Prebid
has also declined to serve as the administrator (Shields, 2022). Both SWAN and the Unified ID
2.0 are open source, but LiveRamp ID is a proprietary solution that is managed by the company
itself (Asim, 2022; LiveRamp, 2022c). Based on the lack of transparency, it is not clear how these
solutions will enforce standards to ensure participants do not violate terms of operation that have
not been fully defined or made public.

3.3. Comparing cookie-based and cookie-less tracking mechanisms

Table 3 below summarizes our comparison between current and future Web tracking solutions by
the advertising industry. The table shows how consumer surveillance is expected to expand in
terms of (1) wider persistent identification patterns, (2) potentially spanning tracking across larger
time periods, and (3) incentivizing advertisers to circumvent targeting restrictions and bid on
consumers based on sensitive and richer first-party data profiles.

Our findings show how surveillance on the web is in the process of increasing from its current
cookie-based organization to one transacting on ID solutions. First, persistent identification has
increased as identification is not limited to individual SSP networks. Second, the source of data
responsible for determining identity is derived from Pll and consent mechanisms, making it difficult
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Cookie-based
Tracking

Cookie-less Tracking

SSP Cookie IDs
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4 - Discussion

Based on data collection from the four main SSP actors on cookie-based tracking, and analysis
of technical documentation from the advertising industry on cookie-less tracking solutions, our
study highlights three tracking specifications through which the main cookie-less tracking
solutions are expected to increase consumer surveillance on the Web. First, persistent
identification of consumers across sites is likely to cross SSP networks, creating potentially
greater real-time visibility on consumers. Second, identification mechanisms are expected to rely
on PllIs, making them more persistent and likely to better track users over time. Third, with the
SLYRILQJ RI IIKH LQGXVIU\ IRZDUG IGHQIUN JUDSKV] DQG IWVi-party data, advertisers are now
incentivized to target consumers based on rich first- and third-party data profiles, potentially
overriding existing targeting restrictions in case advertisers choose to target consumers based on
sensitive and forbidden categories. Hence, consumer tracking on the Web is likely to become
dynamically wider, involve richer consumer histories, and rely on a greater variety of data sources.

In contrast to existing criticism on cookie-less tracking solutions, our study shows the structural
impact of ad networks on the potential privacy harms by the proposed tracking mechanisms. We
systematically contrast future solutions with current, operational, tracking mechanisms based on
our developed tracking specifications. We look beyond deficiencies in consent mechanisms
(Kaye, 2021a; Thomson & Rescorla, 2021) or lack of a clear governing body (UnifiedID2, 2022)
to show how structures and processes of ad networks lead to potentially longer, wider, and richer
consumer surveillance, compared to current tracking mechanisms.

Our findings pose serious questions on the ability of the suggested tracking mechanisms to
become GDPR compliant. Despite civil society pushback against the current cookie-based
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Our study has a few limitations. First, for our evaluation of cookie-based mechanisms, we crawled
50 landing pages of popular websites and not their inner pages, where tracking is known to be
more pervasive. Second, we compare cookie values based on identical strings, even though
some actors might encrypt or hash their cookie values, making us miss some persistent
identification trends. Third, we cannot trace information being shared on the server side and fully
capture the amount of detail ad network actors have about the individual user. The three
limitations lead us to assume that our findings on cookie-based tracking suggest a lower bound
for actual persistent identification patterns. Previous studies support our assumption,
acknowledging that advertising actors often match first-party user data with the observed cookie
IDs to achieve more granular targeting capacities (Trusov et al., 2016).

Future follow-up research projects could invest in understanding how compliance to privacy
initiatives is being shifted to the individual advertiser level, as demonstrated in Section 3.2.
Advertising platforms create policies to restrict sensitive categories from targeting, but at the same
time still giving advertisers the capability to target users with precision. Those loosely-enforceable
mechanisms are part of the privacy problem of ad-networks and a structural change is much
needed.
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Appendix #1 — 50 Sites Crawled to

https://www.yahoo.com,
https://www.msn.com,
https://www.tumblr.com,
https://www.nytimes.com,
https://www.sohu.com,
https://www.imdb.com,
https://www.ebay.com,
https://www.forbes.com,
https://www.washingtonpost.com,
https://www.dailymail.co.uk,
https://www.tinyurl.com,
https://www.nature.com,

Evaluate Cookie-Based Tracking on SSP Networks
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Appendix #2 - Persistent Identification Within the Four SSP Networks
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Appendix #3 - observed sharing of information between Pubmatic and Rubicon

In our data collection on cookie-based tracking in SSP networks we did see that in two unique
FRRNLHV{ KRVIQDPHV DVVRFIDIHG ZUIK 3XEPDILF S5XELFRQ ZDV QDPHG in stateless crawl 1 of 10
(See Table 4 below). We did see other occurrences with different persistent identifiers and similar
host name syntax in each of the 10 stateless crawils.

/RRNIQJ IXUWKHU LQIR SXELFRQV QRZ NQRZQ DV jODJQUWH| SUYDF\ SRIF\ IKH FRPSDQ\ VIV
Pubmatic DV DQ }$GYHUILVIQJ &RRNIHV + 7KWG 3DUI\ 7HFKQRIRJI\ 3URYLGHUV] SDUIQHU ZLUIK 1= O3
2QERDUGHUWV *DID 3URYLGHUV{ DFILYLILHV DVVRFLDIHG ZLUIK WKLV FIDVVLILFDILRQ

We are still trying to figure out what this potential cookie syncing between those actors means for
consumer tracking.
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