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RESIDUAL PUMPKIN ENTITY, LLC  

  

  

  

By:___________________  

Sharon Segev 

President and Secretary 

Residual Pumpkin Entity, LLC 

 

  

 

Date:___________________ 

 

  

  

  

____________________  

Jennifer C. Everett 

Kerianne Tobitsch 

 

Jones Day  

Attorneys for Residual Pumpkin Entity, LLC  

 

Date:___________________ 
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APPROVED: 

 

 

 

___________________ 

Matthew Wernz 

Director 

Southwest Region 

 

 

 

___________________ 

Samuel Levine 

Acting Director 

Bureau of Consumer Protection 

 

Date:___________________ 
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Findings 

1. T
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A. Respondent’s privacy and security measures to prevent unauthorized access to Personal 
Information;  
 

B.
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must be based on the volume and sensitivity of the Personal Information that is at risk, 
and the likelihood that the risk could be realized and result in the (1) unauthorized 
collection, maintenance, use, or disclosure of, or provision of access to, Personal 
Information; or the (2) misuse, loss, theft, alteration, destruction, or other compromise of 
such information.  Such safeguards must also include:  

 
1. Technical measures to monitor all of Respondent’s networks and all systems and 

assets within those networks to identify data security events, including unauthorized 
attempts to exfiltrate Personal Information from those networks; 

 
2. Policies and procedures to ensure that all code for web applications is reviewed for 

the existence of common vulnerabilities; 
 
3. Policies and procedures to minimize data collection, storage, and retention, including 

data deletion or retention policies and procedures; 
 

4. Encryption of all Social Security numbers on Respondent’s computer networks;  
 
5. Data access controls for all databases storing Personal Information, including by, at a 

minimum, (a) restricting inbound connections to approved IP addresses, (b) requiring 
authentication to access them, and (c) limiting employee access to what is needed to 
perform that employee’s job function;  

 
6. Policies and procedures to ensure that all devices on Respondent’s network with 

access to Personal Information are securely installed and inventoried at least once 
every twelve (12) months, including policies and procedures to timely remediate 
critical and high-risk security vulnerabilities and apply up-to-date security patches; 

 
7. Replacing authentication measures based on the use of security questions and answers 

to access accounts with multi-factor authentication methods that use a secure 
authentication protocol, such as cryptographic software or devices, mobile 
authenticator applications, or allowing the use of security keys; and 

8. Training of all of Respondent’s employees, at least once every twelve (12) months, 
on how to safeguard Personal Information;  
 

F. Assess, at least once every twelve (12) months and promptly (not to exceed thirty (30) 
days) following a Covered Incident, the sufficiency of any safeguards in place to address 
the internal and external risks to the privacy, security, confidentiality, or integrity of 
Personal Information, and modify the Information Security Program based on the results; 

 
G. Test and monitor the effectiveness of the safeguards at least once every twelve (12) 

months and promptly (not to exceed 30 days) following a Covered Incident, and modify 
the Information Security Program based on the results.  Such testing and monitoring must 
include vulnerability testing of Respondent’s network(s) once every four months and 
promptly (not to exceed 30 days) after a Covered Incident, and penetration testing of 
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Respondent’s network(s) at least once every twelve (12) months and promptly (not to 
exceed 30 days) after a Covered Incident; 

H. Select and retain service providers capable of safeguarding Personal Information they
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C. The reporting period for the Assessments must cover: (1) the first 180 days after the 
issuance date of the Order for the initial Assessment; and (2) each 2-year period 
thereafter for twenty (20) years after issuance of the Order for the biennial Assessments. 
 

D. Each Assessment must, for the entire assessment period: (1) determine whether 
Respondent has implemented and maintained the Information Security Program required 
by Provision II of this Order, titled Mandated Information Security Program; (2) assess 
the effectiveness of Respondent’s implementation and maintenance of sub-Provisions 
II.A



Page 7 of 13 

A. Provide or otherwise make available to the Assessor all information and material in its
possession, custody, or control that is relevant to the Assessment for which there is no
reasonable claim of privilege.

B. Provide or otherwise make available to the Assessor information about Respondent’s
network(s) and all of Respondent’s IT assets so that the Assessor can determine the scope
of the Assessment, and visibility to those portions of the network(s) and IT assets deemed
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B. 
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C. The facts alleged in the Complaint establish all elements necessary to sustain an action by
or on behalf of the Commission pursuant to Section 523(a)(2)(A) of the Bankruptcy
Code, 11 U.S.C. § 523(a)(2)(A), and this Order will have collateral estoppel effect for
such purposes.

D. All money paid to the Commission pursuant to this Order may be deposited into a fund
administered by the Commission or its designee to be used for relief, including consumer
redress and any attendant expenses for the administration of any redress fund.  If a
representative of the Commission decides that direct redress to consumers is wholly or
partially impracticable or money remains after redress is completed, the Commission may
apply any remaining money for such other relief (including consumer information
remedies) as it determines to be reasonably related to Respondent’s practices alleged in
the Complaint.  Any money not used is to be deposited to the U.S. Treasury.  Respondent
has no right to challenge any activities pursuant to this Provision.

E. In the event of default on any obligation to make payment under this Order, interest,
computed as if pursuant to 28 U.S.C. § 1961(a), shall accrue from the date of default to
the date of payment.  In the event such default continues for 10 days beyond the date that
payment is due, the entire amount will immediately become due and payable.

F. Each day of nonpayment is a violation through continuing failure to obey or neglect to
obey a final order of the Commission and thus will be deemed a separate offense and
violation for which a civil penalty shall accrue.

G.





Page 11 of 13 

perjury must be true and accurate and comply with 28 U.S.C. § 1746, such as by 
concluding:  “I declare under penalty of perjury under the laws of the United States of 
America that the foregoing is true and correct.  Executed on:  _____” and supplying the 
date, signatory’s full name, title (if applicable), and signature. 

E. Unless otherwise directed by a Commission representative in writing, all submissions to
the Commission pursuant to this Order must be emailed to DEbrief@ftc.gov or sent by
overnight courier (not the U.S. Postal Service) to:  Associate Director for Enforcement,
Bureau of Consumer Protection, Federal Trade Commission, 600 Pennsylvania Avenue
NW, Washington, DC  20580.  The subject line must begin, “In re CafePress, LLC541.44 s91 (C)-TJ
ET
1 g
87.84 590lC (yl)-2 (v1 (C)-TogE)1 (br)0.71 (C)-TJ
E2r
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G. For 5 years from the date received, copies of all subpoenas and other communications
with law enforcement, if such subpoena or other communication relate to Respondent’s
compliance with this Order.

H. For 5 years from the date created or received, all records, whether prepared by or on
behalf of Respondent, that demonstrate non-compliance or tend to show any lack of
compliance by Respondent with this Order.

I. All records necessary to demonstrate full compliance with each provision of this Order,
including all submissions to the Commission.

XIII. Compliance Monitoring

IT IS FURTHER ORDERED that, for the purpose of monitoring Respondent’s 
compliance with this Order: 

A. Within 10 days of receipt of a written request from a representative of the Commission,
Respondent must:  submit additional compliance reports or other requested information,
which must be sworn under penalty of perjury, and produce records for inspection and
copying.

B. For matters concerning this Order, representatives of the Commission are authorized to
communicate directly with Respondent.  Respondent must permit representatives of the
Commission to interview anyone affiliated with Respondent who has agreed to such an
interview.  The interviewee may have counsel present.

C. The Commission may use all other lawful means, including posing through its
representatives as consumers, suppliers, or other individuals or entities, to Respondent or
any individual or entity affiliated with Respondent, without the necessity of identification
or prior notice.  Nothing in this Order limits the Commission’s lawful use of compulsory
process, pursuant to Sections 9 and 20 of the FTC Act, 15 U.S.C. §§ 49, 57b-1.

XIV. Order Effective Dates

IT IS FURTHER ORDERED that this Order is final and effective upon the date of its 
publication on the Commission’s website (ftc.gov) as a final order. This Order will terminate 20 
years from the date of its issuance (which date may be stated at the end of this Order, near the 
Commission’s seal), or 20 years from the most recent date that the United States or the 
Commission files a complaint (with or without an accompanying settlement) in federal court 
alleging any violation of this Order, whichever comes later; provided, however, that the filing of 
such a complaint will not affect the duration of: 

A. Any Provision in this Order that terminates in less than 20 years;

B. This Order’s application to any Respondent that is not named as a defendant in such
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complaint; and 

C. This Order if such complaint is filed after the Order has terminated pursuant to this
Provision.

Provided, further, that if such complaint is dismissed or a federal court rules that Respondent did 
not violate any provision of the Order, and the dismissal or ruling is either not appealed or 
upheld on appeal, then the Order will terminate according to this Provision as though the 
complaint had never been filed, except that the Order will not terminate between the date such 
complaint is filed and the later of the deadline for appealing such dismissal or ruling and the date 
such dismissal or ruling is upheld on appeal. 

By the Commission. 

April J. Tabor 
Secretary 

SEAL: 
ISSUED: 




