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2 Data Type, Sources, and Use 
2.1 Specify in the table below what types of personally identifiable information (PII)2 may 

be collected or maintained in the system/project.  Check all that apply.  
 

PII Elements:  This is not intended to be an exhaustive list.  Specify other categories of PII as 
needed. 
 

 Full Name 
 Date of Birth 
 Home Address 
 Phone Number(s) 
 Place of Birth 
 Age 
 Race/ethnicity 
 Alias 
 Sex 
 Email Address 
 Work Address 
 Taxpayer ID 
 Credit Card Number 
 Facsimile Number 
 Medical Information 
 Education Records 
 Social Security Number  
 Mother’s Maiden Name  

 

 
 Biometric Identifiers (e.g., 
fingerprint, voiceprint) 

 Audio Recordings 
 Photographic Identifiers 
(e.g., image, x-ray, video) 

 C
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2.3 What is the purpose for collection of the information listed above?   
 

Claimant information is collected, processed, stored, disseminated, or maintained by OCR staff 
and Simpluris to identify potential claimants, to validate claimants and their claims, and to 
distribute refunds to appropriate claimants. 
 
The Simpluris Cadence system maintains claimant information for verification and 
recordkeeping purposes relating to refunds in FTC matters, as well as to calculate and distribute 
refund payments. These activities may include printing and mailing claim forms, processing 
claims and corrections submitted by claimants, issuing checks or other forms of payment, and 
providing consumer education. 
 
Data collected by Simpluris in a specific FTC matter may also be used by the FTC and Simpluris 
to identify potentially fraudulent claims submitted in other FTC refund matters. For each refund 
matter managed by Simpluris on behalf of the FTC, Simpluris sends a complete list of claims 
filed to the FTC prior to the scheduled distribution. In an effort to identify potentially fraudulent 
claims, the FTC may analyze that information, refer back to data received in all refund matters 
past and present, and provide information regarding potentially fraudulent claims back to 
Simpluris. 
 
Claimant data collected by FTC and Simpluris is also used to determine whether traditionally 
underserved groups are adequately being serviced when seeking redress. Redress recipient 
information is maintained in a restricted folder only accessible to authorized BE staff actively 
working on the analysis. When a new redress distribution is vetted and approved, files pertaining 
to that distribution are uploaded to the restricted folder. These files contain the following 
information pertaining to redress recipients: name, mailing address, loss amount, payment 
amount, and an assigned unique identifier. BE staff review the data in order to analyze and assess 
whether redress services are accessible and utilized by traditionally underserved population. 

 
 

2.4 What are the sources of the information in the system/project?  How is the information 
collected? 

 
Source of Data  Type of Data Provided & How It Is Collected 

Individual Members 
of the Public 

Initial source data comes from 
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Data Will Be 
Accessed By and/or 

Provided To: 
How and Why the Data Will Be Accessed/Shared 

 
All Simpluris employees with access to claimant information 
undergo background checks conducted by Simpluris Human 
Resources. 

Claimants If the claims and refunds matter require that Simpluris set up 
a temporary website, individual claimants may submit 
information directly via online or hardcopy claim forms. 
Once claimants submit their information, they cannot view or 
change their information online. 

Other External Parties The FTC may share claimant information with law 
enforcement and other government agencies, courts, and 
defendants, or as otherwise authorized by law. OCR and 
Simpluris securely download and transmit required data in 
response to authorized requests. 
 
Simpluris may share data with third-party payment 
processors (banks, for example) in order to issue payments to 
claimants. 

 
 

3.2 Do contractors and/or third-party  service providers have access to data in the 
project/system?  If yes, explain what privacy requirements are in place to ensure that 
data is properly protected. 

 
Simpluris maintains formally defined roles and responsibilities, separation of duties, and access 
requirements for all employees. All 
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In cases where there is a claims process, individuals can decline to provide their information. If 
consumers choose to submit a claim, they are consenting to, and may not limit, the routine uses 
of their information stated in the applicable SORN (see Section 8.3) and Privacy Act statement. 
The consumer exercises this consent by choosing to complete, sign, and submit a claim form. 

 
 

4.3 Are there procedures in place to allow individuals access to their personally identifiable 
information?  Explain.   

 
Claimants cannot access their records through the system online, but they may request access to 
their claims records by contacting Simpluris via telephone or mail. Before making changes, 
Simpluris asks consumers series of questions to verify their identity, including the tracking 
number and mailing address on file. The claimant is instructed to forward their change request in 
writing along with supporting documentation if needed. Simpluris accepts written documentation 
via fax and mail. The system does not display/send PII as part of the inquiry process. If PII is 
collected and/or transmitted, encryption methods are implemented to protect sensitive 
information. Finally, claimants can obtain access to their own information through a Privacy Act 
request filed with the FTC’s Freedom of Information Act (FOIA) Office.    

 
 
4.4 Are there procedures in place to allow individuals the ability to correct inaccurate or 

erroneous information?  What is the process for receiving and responding to 
complaints, concerns, or questions from individuals?  Explain.   
 

Consistent with 4.3, claimants are provided with dedicated contact information to correct 
inaccurate or erroneous information. The process for receiving and responding to the requests is 
outlined in 4.3 and 5.1. 
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provide or verify their information themselves. For example, claim forms may be mailed to a 
known set of claimants requesting that they validate, often under penalty of perjury, their 
address, loss amount, and entitlement to a refund. In other cases, claim forms will be made 
available to previously unknown claimants via case-specific notification and outreach. Again, 
claimants provide claim information, including their address, injury amount, and entitlement to a 
re
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6 Data Retention and Disposal 
6.1 Specify the period of time that data is retained in the system/project.  What are the 

specific procedures for disposing of the data at the end of the retention period?  
 
Simpluris and OCR will maintain the financial audit logs for claims and the records associated 
with issuing payments to claimants in accordance with NARA GRS 1.1, item 010, Financial 
Transaction Records, for six years. Any copies of matter-related documents received by 
Simpluris and OCR, regardless of format, will be deleted or destroyed as non-records per 
NARA-approved records retention schedules. 

 
 

7 Website Privacy Evaluation 
7.1 Does the project/system employ the use of a website?  If so, describe any tracking 

technology used by the website and whether the technology is persistent or temporary 
(e.g., session cookie, persistent cookie, web beacon).  Describe the purpose of using such 
tracking technology.   

 
Simpluris does not host permanent websites on behalf of the FTC. However, Simpluris may host 
a temporary website in a particular refund matter when the FTC determines it is appropriate and 
necessary to support online electronic claim submission. Persistent tracking technologies are not 
used on these temporary, matter-specific refund sites. Temporary session cookies are used for 
user session verification and are terminated at the end of the visit. These cookies do not hold any 
PII, and the information they contain cannot be directly correlated to an individual claimant. 
Simpluris staff reviews each temporary website for compliance with the privacy requirements.  
 

In compliance with the Privacy Act of 1974, the E-Government Act of 2002, guidance issued by 
OMB, and the FTC’s own Privacy Policy, the FTC mandates that Simpluris limit the collection 
of information from website visitors to the information necessary to assess and improve user 
experienorsPrn
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Risk Mitigation Strategy 
or unnecessary 
sensitive PII data 
 

before it is uploaded into Cadence. To mitigate this, claim 
forms do not include open-text comment fields. Additionally, 
fields are configured to undergo data validation to ensure the 
requested information is entered. Claimants are also presented 
with the ability to validate and verify their information before 
submitting. 
 
In order to minimize privacy risks, in the vast majority of 
redress matters, the information stored by Simpluris is limited 
to name, contact information, and claim information, possibly 
coupled with validation under penalty of perjury. 
Comprehensive data security plans have been implemented to 
protect all data, including frequent, automated scans of 
information systems as well as policies and procedures to 
limit access to sensitive data and to ensure compliance with 
data privacy standards. 

Misuse of data by 
individuals with 
access to PII or other 
sensitive information 

Simpluris employs a Security Event Information Management 
system (SEIM) to ensure all access to, or modification of data 
is logged. Audit data is stored in accordance with the 
Simpluris data retention policy and in accordance with 
requirements set forth by the FTC. In all circumstances, audit 
data will be stored for no less than one year. Access to audit 
data is limited to those who have a reasonable business need 
and is not accessible by individuals who process claims and 
claimant information. 

 
 
8.2 Does the project/system employ the use of automated privacy controls or enhanced 

capabilities designed to support privacy?  Explain.   
 
Simpluris uses both automated and enhanced capabi
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assigned a unique ID that may be used to index and retrieve their system records for 
identification, tracking, and reporting purposes. 

 
 

8.4 How does the project/system ensure that the information is collected, used, stored, or 
disseminated in accordance with stated practices in this PIA?     

 
As described in sections 8.2 and 5.2, Simpluris has technical and operational policies and 
controls in place to ensure data is safeguarded and to prevent misuse or accidental claims data 
modification. Simpluris staff perform regular, ongoing reviews of system logs as part of their 
continuous monitoring process. The account management policies and controls in place to 
manage Simpluris user accounts include the establishment, activation, modification, and 
termination of system accounts. The collection, use, and disclosure of information from the 
Simpluris Cadence system has been reviewed to ensure consistency with the FTC’s Privacy 
Policy. 
  




