
https://www.ftc.gov/news-events/news/press-releases/1998/08/internet-site-agrees-settle-ftc-charges-deceptively-collecting-personal-information-agencys-first
https://www.ftc.gov/news-events/news/press-releases/1998/08/internet-site-agrees-settle-ftc-charges-deceptively-collecting-personal-information-agencys-first
https://www.cnbc.com/2021/04/06/the-extortion-economy-inside-the-shadowy-world-of-ransomware-payouts.html
https://www.cnbc.com/2021/04/06/the-extortion-economy-inside-the-shadowy-world-of-ransomware-payouts.html
https://www.npr.org/2021/07/05/1011700976/the-food-industry-may-be-finally-paying-attention-to-its-weakness-to-cyberattack
https://www.npr.org/2021/07/05/1011700976/the-food-industry-may-be-finally-paying-attention-to-its-weakness-to-cyberattack
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
/news-events/news/press


 

   
  

 
   

 
  

 
  

    
   

   
    

  
 

  
 

 
  

 
  

 
     

     
  

 
  

    
      

  
 

     
    

   
    

 
        
    

      
      

     
  

    
 

     
  

  
 

      
  

  

abuses.4 Yet the growing digitization of our economy—coupled with business models that can 
incentivize endless hoovering up of sensitive user data and a vast expansion of how this data is 
used5—means that potentially unlawful practices may be prevalent, with case-by-case 
enforcement failing to adequately deter lawbreaking or remedy the resulting harms. 

Indeed, a significant majority of Americans today feel that they have scant control over 
the data collected on them and believe the risks of data collection by commercial entities 
outweigh the benefits.6 Evidence also suggests that the current configuration of commercial data 
practices do not actually reveal how much users value privacy or security.7 For one, the use of 
dark patterns and other conduct that seeks to manipulate users underscores the limits of treating 
present market outcomes as reflecting what users desire or value.8 More fundamentally, users 
often seem to lack a real set of alternatives and cannot reasonably forego using technologies that 

https://www.ftc.gov/news-events/news/speeches/remarks-chair-lina-m-khan-prepared-delivery-iapp-global-privacy-summit-2022
https://www.ftc.gov/news-events/news/speeches/remarks-chair-lina-m-khan-prepared-delivery-iapp-global-privacy-summit-2022
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
http://www.nytimes.com/2018/01/30/opinion/strava-privacy.html
https://hbr.org/2020/01/why-companies-make-it-so-hard-for-users-to-control-their-data


 

  
 

   
  

 
  

 
 

 
   

 
   

  
  

  
   

  
 

 
 

  
 

  
  

  
   

    
 

    
   

   
       

 
   

   

 
    

  
   

    
 

     
  

    

 

https://news.bloomberglaw.com/privacy-and-data-security/landmark-tech-privacy-protection-bill-approved-by-house-panel
https://news.bloomberglaw.com/privacy-and-data-security/landmark-tech-privacy-protection-bill-approved-by-house-panel


 

 
   

  
   

 
   

  
   

 
  

 
   

 
  

 
   

 
 

 
 

 
     
    

  
          

   
 

   
  

       
  
   
   
       

  
 

    
   

   
   

     
  

    
  

    
 

 

more fundamental questions about whether certain types of data collection and 
processing should be permitted in the first place.13 Are there contexts in which our 
unfairness authority reaches a greater set of substantive limits on data collection?14 When 
might bans and prohibitions on certain data practices be most appropriate?15 

• Administrability: Information asymmetries between enforcers and market participants 
can be especially stark in the digital economy. How can we best ensure that any rules that 
we pursue can be easily and efficiently administered and that these rules do not rest on 
determinations that we are not well positioned to make or commitments that we are not 
well positioned to police? How have jurisdictions successfully managed to police 
obligations such as “data minimization”?16 

• Business models and incentives: How should we approach business models that are 
premised on or incentivize persistent tracking and surveillance, especially for products or 
services that consumers may not be able to reasonably avoid?17 

• 

https://www.ftc.gov/system/files/documents/reports/serving-communities-color-staff-report-federal-trade-commissions-efforts-address-fraud-consumer/ftc-communities-color-report_oct_2021-508-v2.pdf
https://www.ftc.gov/system/files/documents/reports/serving-communities-color-staff-report-federal-trade-commissions-efforts-address-fraud-consumer/ftc-communities-color-report_oct_2021-508-v2.pdf
https://www.ftc.gov/news-events/news/speeches/joint-statement-chair-lina-m-khan-commissioner-rebecca-kelly-slaughter-matter-napleton-automotive
https://www.ftc.gov/news-events/news/speeches/joint-statement-chair-lina-m-khan-commissioner-rebecca-kelly-slaughter-matter-napleton-automotive
https://www.justice.gov/opa/speech/assistant-attorney-general-kristen-clarke-delivers-keynote-ai-and-civil-rights-department


 

 
   

     
  

 
 

 
     

     
    

 
 

  
    

   
 

 
 

 

 
   

  
   

 
    

    
  

    
 

    
 

  
 

   
   

 

• Workplace surveillance: Reports suggest that extensive tracking, collection, and analysis 
of consumer data in the workplace has expanded exponentially.20 

https://www.justice.gov/opa/speech/assistant-attorney-general-kristen-clarke-delivers-keynote-ai-and-civil-rights-department
https://www.dol.gov/agencies/ofccp/faqs/internet-applicants
https://www.eeoc.gov/newsroom/eeoc-launches-initiative-artificial-intelligence-and-algorithmic-fairness
https://www.washingtonpost.com/technology/2021/09/24/remote-work-from-home-surveillance/
https://www.nytimes.com/2020/05/06/technology/employee-monitoring-work-from-home-virus.html
https://www.ftc.gov/enforcement/rulemaking/public-participation-section-18-rulemaking-process
https://www.ftc.gov/enforcement/rulemaking/public-participation-section-18-rulemaking-process
https://www.ftc.gov/es/participacion-publica-en-el-proceso-de-reglamentacion-de-la-ftc-conforme-la-seccion-18
https://www.ftc.gov/news-events/events/2022/09/commercial-surveillance-data-security-anpr-public-forum
https://www.ftc.gov/news-events/events/2022/09/commercial-surveillance-data-security-anpr-public-forum



