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The Federal Trade Commission (“FTC” or “Commission”) submits this report to update Congress on 
implementation of the U.S. SAFE WEB Act of 2006, as required by the 2020 law that extended the Act 
until September 30, 2027.1 As directed by Congress, this report describes the FTC’s use of and 
experience with the Act, including the number of cross-border complaints received, the foreign agencies 
with which the FTC has cooperated, foreign FTC litigation, and legislative recommendations based on 
that experience. This report supplements the FTC’s 2009 report to Congress on the FTC’s first three 
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With SAFE WEB, the FTC has pursued and stopped harmful conduct in the U.S. and successfully 
defended against challenges to its jurisdictional authority over foreign companies targeting American 
consumers. The FTC has also worked with numerous foreign enforcers to stop cross-border injury and 
frauds. For example, SAFE WEB enabled the FTC to:  
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numerous foreign countries. These data transfers in turn support trillions of dollars in cross-border 
commercial transactions.5 

Given the magnitude of the cross-border issues and the important role that SAFE WEB plays in the 
FTC’s response, we recommend permanent reauthorization of the Act. Allowing SAFE WEB to lapse 
would deprive the FTC of its most important tool to fight cross-border fraud and put at risk the FTC’s 
cross-border enforcement efforts. 

 

5 See White House, Fact Sheet: United States and European Commission Announce Trans-Atlantic Data Privacy Framework 
(Mar. 25, 2022), https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-
european-commission-announce-trans-atlantic-data-privacy-framework/.  
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Introduction  
Cross-border fraud remains a serious and persistent problem in the United States. Since 1999, the FTC 
has received over 1.3 million reports of cross-border fraud from U.S. consumers.  

The U.S. SAFE WEB Act serves as a vital tool in the FTC’s arsenal to fight cross-border fraud and 
protect consumers from unfair and deceptive acts and practices. SAFE WEB expressly affirms the 
FTC’s authority to pursue foreign conduct that causes reasonably foreseeable injury to American 
consumers, or that involves material conduct here in the United States.6 SAFE WEB also promotes 
global partnerships and enforcement cooperation with foreign counterparts. The Act provides a 
framework to engage in cross-border assistance, including information sharing7 and investigative 
support.8 Further, the Act encourages broader cross-border cooperation with law enforcement agencies 
around the world through agreements, memoranda of understanding (“MOUs”),9 and staff exchanges.10 
The record of activities since our last report to Congress in 200911 shows that SAFE WEB has met 
Congress’s objective to provide more effective cross-border consumer protection enforcement.    

The FTC has been tracking and combatting cross-border fraud for nearly three decades. During that time 
the nature and origins of cross-border fraud have evolved, and cross-border fraud continues to cause 
significant harm to consumers. In 1996, the earliest year for which the FTC has cross-border fraud data, 
less than 1% of fraud reported to the FTC was cross-border.12 Nearly 30 years later, in 2022, the most 
recent full year for which the FTC has complaint data, over 11% of all fraud reported to the FTC was 
cross-border, with consumers reporting fraud originating in 225 countries. Since 2006, the year 
Congress passed the U.S. SAFE WEB Act, U.S. consumers alone have reported over 1.14 million 
instances of cross-border fraud and more than $4.4 billion in financial losses.  

The important tools Congress provided to the FTC through SAFE WEB have enabled the FTC to better 
protect consumers from cross-border fraud. In the 16 years since Congress passed SAFE WEB, the FTC 
has used the Act’s powers to assist or share information with foreign law enforcement in over 300 
instances. The FTC has also brought at least 145 enforcement actions with a cross-border element. 

 

6 Section 3 of the SAFE WEB Act codified at Section 5(a) of the FTC Act, 15 U.S.C. §45(a)(4)(A) (providing that “unfair 
and deceptive acts and practices” includes those that “(i) cause or are likely to cause reasonably foreseeable injury within the 
United States; or (ii) involve material conduct occurring within the United States.”)  
7 Sections 4(a) and 6(a) of the SAFE WEB Act codified at Sections 6(f) and 21(b)(6) of the FTC Act, 15 U.S.C. §46(f) and 
57b-2(b)(6). 
8 Section 4(b) of the SAFE WEB Act codified at Section 6(j) of the FTC Act, 15 U.S.C. §46(j). 
9 FTC MOUs and other cooperation arrangements, including international agreements, are available at FTC, Legal Library: 
Cooperation Agreements, 
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These enforcement actions have been supported, either directly or indirectly, by SAFE WEB’s 
promotion of cross-border engagement with foreign partners.  
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Section III of the report provides the FTC’s legislative recommendation. The FTC again urges Congress 
to make SAFE WEB permanent by removing the sunset provision currently set to expire on September 
30, 2027, thereby preserving the Commission’s jurisdiction over foreign commerce and its ability to 
effectively cooperate with foreign law enforcement. As shown in this report, the U.S. SAFE WEB Act 
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https://www.ftc.gov/system/files/documents/reports/international-consumer-complaints-cy-2014/cy-2014_international.pdf
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complaints filed in 2021 and 2022, respectively.17 In addition, in 2021 and 2022,  roughly one in five of 
the fraud reports that reported both a consumer and a business location were cross border.18 The number 
of cross-border fraud complaints the FTC received each year since 2009, plus partial year data for 2023, 
appears in Figure 1.19  

Figure 1: Cross Border Complaint Count   

 
 

Cross-border fraud results in significant financial harm to consumers. Since 2006, U.S. consumers have 
reported over $4.4 billion dollars in losses to cross border fraud.20 This includes $2.49 billion since 

 

17 Between January 1, 2009, and June 30, 2023, the FTC received 22,309,302 fraud complaints. In 2021 and 2022, the FTC 
received 2,923,241 and 
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January 1, 2015.21  In addition, when reporting about cross-border fraud, most U.S. consumers (between 

https://www.ftc.gov/enforcement/consumer-sentinel-network/reports
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combined accounted for more than 55% of cross-border fraud reported by U.S. consumers during this 
period.  

Figure 3: Top 10 Countries for  Cross- Border Fraud as Reported by 
U.S. Consumers  

 

As detailed in Appendix A, recent cross-border fraud reports also show that cross-border problems are 
multifaceted, with the issues that U.S. consumers are most likely to encounter varying by the foreign 
country involved. In addition, international fraud reports30 show that consumers are contacted by and 
transfer funds to scammers outside of the U.S. in a number of different ways, with the frequency of 
payment methods also varying by country.  

For example, U.S. consumers have reported that two of the most prevalent problems between January 1, 
2019, and June 30, 2023, were those related to online shopping (e.g., undisclosed costs, failure to deliver 

 

30 A fraud complaint is considered to be international when the consumer country or the company country is reported as not 
the U.S., regardless of any other information. 

All other countries 
combined, 86,610

31%

China, 69,372
25%
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Such data highlights that cross-border fraud is nuanced and constantly evolving.33 While the FTC does 
not act on individual complaints, the complaint data collectively has been critical to identifying 
problems to address and supports the development of critical evidence in many cases. 

II. Responding to the Scourge of Cross -Border 
Fraud  

The FTC has responded forcefully to the problem of cross-border fraud and has worked on a range of 
issues affecting consumers in the increasingly global consumer marketplace. 

A. Early FTC Responses to Cross -Border Fraud  

Having observed key developments in technology and global trade and recognizing the possibilities for 
consumer harm, the FTC began taking early and concrete steps starting in the 1990s to protect 
consumers from cross-border fraud. Thus in 1992, the FTC helped to found what is now known as the 
International Consumer Protection and Enforcement Network (“ICPEN”) – a network of consumer 
authorities from various countries dedicated to strengthening cooperation on consumer protection 
enforcement.34 The FTC also began building cooperative partnerships with its Canadian counterparts. 
These efforts resulted in the United States entering into an agreement with Canada on deceptive 
marketing practices – the FTC’s first foreign agreement addressing consumer protection.35 The FTC also 
participated in a joint U.S.-Canada working group that prepared a 1997 report on cross-border 
telemarketing fraud, which recommended that regional task forces be established to maximize 
cooperation on cross-border fraud, and that governments and agencies examine their laws with an eye 
toward expanding shared access to cross-border information systems.36 Consistent with that report, the 
FTC began building relationships with Canadian federal and provincial authorities through regional 

 

33 See also, e.g., Office of the United Nations High Commissioner for Human Rights, Online Scam Operations and 
Trafficking in Forced Criminality in Southeast Asia: Recommendations for a Human Rights Response (2023), 
https://bangkok.ohchr.org/wp-content/uploads/2023/08/ONLINE-SCAM-OPERATIONS-2582023.pdf (discussing online 
scam operations and their link to human trafficking in Southeast Asia).  
34 Information on ICPEN, including its members, is available at ICPEN, About, https://icpen.org/who-we-are (last accessed 
Sept. 28, 2023). 
35 Agreement Between the Government of the United States of America and the Government of Canada Regarding the 
Application of their Competition and Deceptive Marketing Practices Laws (Aug. 3, 1995), reprinted at 4 Trade Reg. Rep. 
(CCH) ¶ 13,503, available at https://www.ftc.gov/system/files/attachments/international-competition-consumer-protection-
cooperation-agreements/agree_canada.pdf.   
36 Report of the Canada - United States Working Group on Telemarketing Fraud, https://www.justice.gc.ca/eng/rp-pr/other-
autre/tf/index.html (last accessed Sept. 28, 2023); See also Press Release, U.S. Department of Justice, U.S. and
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partnerships and task forces, such as the Toronto Strategic Partnership37 and Project COLT.38 In 1997, 
the FTC also launched Consumer Sentinel – the first bi-national (U.S. and Canada), multi-state 
consumer fraud database to track consumer complaints in multiple jurisdictions.39 In 2001, the FTC then 
joined with other consumer authorities to launch econsumer.gov – an ICPEN project now available in 
nine languages – where consumers could report international scams online and learn about other steps to 
combat fraud. 

By the early 2000s, these and other FTC efforts had yielded important enforcement results. By 2001, 
when the FTC testified before the U.S. Senate, Committee on Governmental Affairs, Subcommittee on 
Investigations on cross-border fraud, the FTC had already brought multiple cross-border actions, 
including against sweepstake, advance-fee loan, and foreign lottery telemarketing scams emanating from 
Canada.40 This included the FTC’s first action against a foreign telemarketing operation for violating the 
Telemarketing Sales Rule (16 C.F.R. Part 310).41 And, by the mid-2000s, the FTC had extended its 
participation in Canada regional partnerships and reached various other agreements and MOUs 
concerning consumer protection, including with agencies in Australia, Ireland, Mexico, and Spain.42 
Sentinel had also expanded to share econsumer.gov complaint data with other foreign enforcement 
agencies.43 

Despite these initiatives, barriers to cross-border enforcement remained, and the FTC identified 
challenges that needed to be addressed for the agency to keep pace with this growing and evolving 
problem. Key among these challenges was improving information sharing and increasing the FTC’s 
cooperation with foreign counterparts, further developing Consumer Sentinel, and exploring how the 
existing legal frameworks for sharing information might be modified to facilitate cooperation in cross-

 

37 The Toronto Strategic Partnership was formed in February 2000 by the Toronto Police Service, the Ontario Ministry of 
Consumer and Commercial Relations (now the Ministry of Public and Business Service Delivery), the Competition Bureau 
of Canada, the U.S. Postal Inspection Service, and the FTC. See FTC, Accomplishments of the Toronto Strategic 
Partnerships 2000 – 2007 (Jan. 2008), https://www.ftc.gov/reports/report-accomplishments-toronto-strategic-partnership-
between-united-states-canada-2000-2007. 
38 The Centre of Operations Linked to Telemarketing Fraud (“Project COLT”) was launched in 1998 to combat 
telemarketing-related crime. Members include the FTC, Royal Canadian Mounted Police, Sureté du Québec, Service de 
Police de la Ville de Montréal, Canada Border Services Agency, the Competition Bureau of Canada, Canada Post, U.S. 
H

https://econsumer.gov/#crnt
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border cases. Thus in 2005 the FTC submitted a report to Congress that proposed amendments to the 
FTC Act (15 U.S.C. §§ 41, et seq.).44 

In December 2006, to provide more timely and effective international consumer protection, Congress 
passed the U.S. SAFE WEB Act.45 Through the Act, Congress provided the FTC with enhanced law 
enforcement tools, including in the areas of (1) information sharing, (2) investigative assistance, (3) 
jurisdictional authority, (4) confidentiality, and (5) enforcement relationships. As detailed in this report, 
these tools have allowed the FTC t
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renewing the Act, set to expire in December 2013; 53 Congress renewed the Act in 2012 for an additional 
seven years.54 

https://www.ftc.gov/legal-library/browse/cases-proceedings/public-statements/letter-federal-trade-commission-us-house-representatives-subcommittee-consumer-protection-commerce
https://www.ftc.gov/legal-library/browse/cases-proceedings/public-statements/letter-federal-trade-commission-us-house-representatives-subcommittee-consumer-protection-commerce
https://www.congress.gov/116/plaws/publ173/PLAW-116publ173.pdf
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companies for operating hundreds of fake government assistance websites.67 The defendants included a 
call center in Costa Rica (which handled calls with U.S. consumers) and a web development office in 
Uruguay (which created content targeting consumers). The Court found, based in part on consumer 
complaints, that the FTC was likely to prevail on the merits of its cases and issued a preliminary 
injunction that, among other things, stopped the defendants from misrepresenting their services.68 After 
winning at trial, the FTC made $102 million in refunds available to consumers who were harmed by the 
scheme.69 

Next-Gen, Inc.  

Through the use of SAFE WEB and consumer complaints, the FTC has also been able to seek effective 
relief for consumers in the U.S. and abroad simultaneously. In February 2018, in FTC v. Next-Gen, Inc., 
the FTC and the State of Missouri charged two men and their sweepstakes operation with scamming tens 
of millions of dollars from consumers throughout the U.S. and other countries, including Canada, the 
U.K., France, and Germany.70 The FTC and Missouri alleged that the defendants, operating from the 
U.S. under dozens of different names, sent tens of millions of personalized mailers falsely indicating that 
the recipient had won or was likely to win a substantial cash prize in exchange for a fee ranging from $9 
to $139.99, resulting in losses of more than $110 million. Consumer complaints showed the extent to 
which the defendants had deceived consumers in various countries for years. The FTC settled with the 
defendants, permanently banning them from the prize promotion business,71 and sent nearly $25 million 
to consumers who were defrauded by the scheme.72 While most redress went to consumers in the U.S. 
and Canada, who received checks totaling $19,180,753, the FTC – in cooperation with several foreign 
counterparts – also sent debit cards totaling $631,322 to consumers in the U.K., and letters to consumers 
in more than 50 other countries explaining how they could claim their payments via PayPal, which 
totaled $4,696,242.  

 

67 FTC v. On Point Global LLC, No. 19-cv-25046 (S.D. Fla. Dec. 9, 2019). See also Press Release, FTC, Court Stops 
Sprawling Scheme That Operated Hundreds of Websites That Deceived Consumers About Government Services



 

The U.S. SAFE WEB Act and the FTC’s Fight Against Cross-Border Fraud 

F E D E R A L  T R A D E  C O M M I S S I O N   •   F T C . G O V         15 

Fashion Nova, Inc.  
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CafePress  

The ability to bring such actions is also the cornerstone of our role in enforcing the substantive 
provisions of international data transfer programs enabling trillions of dollars in cross-border commerce, 
such as the European Union (“EU”)-U.S. Data Privacy Framework (the successor to the Privacy Shield 
and Safe Harbor programs)77 and the Asia-Pacific Economic Cooperation (“APEC”) Cross-Border 
Privacy Rules System.78 In these programs, U.S. companies can voluntarily make commitments on the 
treatment of data in order to enable its transfer from various foreign countries; those commitments then 
become enforceable as a matter of U.S. law under the FTC Act, as amended by SAFE WEB. One 
example of such a case is CafePress
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1. Sharing of Confidential and Compelled Information with Foreign 
Agencies   

SAFE WEB authorizes the FTC to share information with foreign law enforcement agencies.85 
Importantly, SAFE WEB permits the FTC to share certain confidential and compelled information in its 
consumer protection investigations, upon certification by the foreign agency that the material will be 
maintained in confidence and used only to investigate or engage in enforcement proceedings related to 
“possible violations of . . . foreign laws prohibiting fraudulent or deceptive commercial practice, or other 
practices substantially similar to practices prohibited by any law administered by the Commission.”86 
This standard permits the FTC to share with criminal as well as civil authorities, so long as the practices 
in question are “substantially similar.” Prior to Congress passing the Act, the FTC could only share this 
information with U.S. enforcers. FTC procedures for handling requests from foreign law enforcement 
agencies are implemented in Commission Rule 4.11(j).87  

The FTC has responded to 175 SAFE WEB information sharing requests from 43 law enforcement 
agencies in 20 different countries. A list of the agencies with which the FTC has shared non-public 
information pursuant to the Act since 2012 is set forth in Figure 4. This has included sharing compelled 
and confidential information related to foreign matters involving, for example, robocalls, text message 
spam, false advertising, data breaches, and sweepstake scams. Without SAFE WEB, sharing key 
enforcement information with these important partners would have been barred under the FTC Act.  

Figure 4:  SAFE WEB Inform ation Sharing Agencies  

Name of Agency Country  
Australian Competition and Consumer Commission Australia 
Australian Communications and Media Authority Australia 
Office of the Australian Information Commissioner Australia 
Federal Ministry for Social Affairs, Health Care, and Consumer 
Protection 

Austria  

BG Dire
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Such information sharing activities with foreign law enforcement agencies have supported the FTC’s 
enforcement efforts in many cases, including the following: 

Designer Brand Outlet   

Actions taken by the Australian Competition and Consumer Commission (“ACCC”) against Designer 
Brand Outlet, with assistance from the FTC and the U.K.’s OFT, is an early example of how sharing 
information benefits consumer protection enforcement. Leading up to August 2008, consumers from 
around the world had complained that www.designerbrandoutlet.com, which purported to sell genuine, 
designer-label goods, had not delivered ordered goods, had delivered counterfeit goods, and had failed 
to provide refunds after consumers returned non-conforming goods. The FTC, having identified a series 
of complaints in econsumer.gov, notified the ACCC and, with the U.K.’s OFT, assisted the ACCC in 
investigating the scam. In late August 2008, having been contacted by the ACCC about the complaints, 
the Australian domain registrar NetRegistry Pty Ltd quickly disabled the domain name. In early 
September 2008, the ACCC filed proceedings against www.designerbrandoutlet.com and related 
individuals operating from China for false and misleading representations, obtaining an ex parte 
injunction freezing their assets and suspending their operations.88 An Australian court found in favor of 
the ACCC in December 2008 and ordered compensation hearings (to provide redress to individual 
consumers).89 

Ashley Madison  

In 2016, the operators of the Toronto-based AshleyMadison.com dating site agreed to settle FTC 
charges that they deceived consumers and failed to protect 36 million users’ account and profile 
information in relation to a massive July 2015 data breach of their network.90 The website had users 
from over 46 countries. The FTC relied on key provisions of the SAFE WEB Act to share information 
with the Office of the Privacy Commissioner of Canada (“OPC”) and the Office of the Australian 
Information Commissioner (“OAIC”), which reached their own settlements with the company and also 
contributed to the FTC’s investigation. In 2017, the three agencies received an award for their cross-
border investigation of the data breach from the Chair of what is now known as the Global Privacy 

 

88 See Press Release, Australian Competition and Consumer Commission, ‘Designer Brand Outlet’  website suspended (Sept. 
9, 2008), https://www.accc.gov.au/media-release/designer-brand-outlet-website-suspended and Press Release, Australian 
Competition and Consumer Commission, Were you misled by Designer Brand Outlet? (Sept. 19, 2008) 
https://www.accc.gov.au/media-release/were-you-misled-by-designer-brand-outlet.   
89 See Press Release, Australian Competition and Consumer Commission, Court declares operators of Designer Brand Outlet 
website misled consumers (Dec. 15, 2008), https://www.accc.gov.au/media-release/court-declares-operators-of-designer-
brand-outlet-website-misled-consumers and Press Release, Australian Competition and Consumer Commission, Refunds for 
some consumers who bought from Designer Brand Outlet (Apr. 28, 2009), https://www.accc.gov.au/media-release/refunds-
for-some-consumers-who-bought-from-designer-brand-outlet.  
90 

https://www.ftc.gov/news-events/news/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting-2015-data-breach-exposed-36-million
https://www.ftc.gov/news-events/news/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting-2015-data-breach-exposed-36-million
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Assembly, who called the agencies’ work “a model on how to achieve cr

https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles-consumer-fraud-charges-forfeits-586
https://www.ftc.gov/news-events/news/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles-consumer-fraud-charges-forfeits-586
https://www.ftc.gov/enforcement/refunds/western-union-refunds
https://www.ftc.gov/news-events/news/press-releases/2011/05/ftc-charges-online-marketers-scamming-consumers-out-hundreds-millions-dollars-free-trial-offers
https://www.ftc.gov/news-events/news/press-releases/2011/05/ftc-charges-online-marketers-scamming-consumers-out-hundreds-millions-dollars-free-trial-offers
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https://www.ftc.gov/system/files/attachments/international-competition-consumer-protection-cooperation-agreements/alberta_mou.pdf
https://www.ftc.gov/system/files/attachments/international-competition-consumer-protection-cooperation-agreements/alberta_mou.pdf
https://www.ftc.gov/news-events/news/press-releases/2012/02/ftc-halts-deceptive-practices-marketer-who-collected-359-million-using-bogus-free-trial-offers
https://www.ftc.gov/news-events/news/press-releases/2012/02/ftc-halts-deceptive-practices-marketer-who-collected-359-million-using-bogus-free-trial-offers
https://www.ftc.gov/legal-library/browse/cases-proceedings/102-3012-willms-jesse-et-al
https://www.ftc.gov/legal-library/browse/cases-proceedings/102-3012-willms-jesse-et-al
https://ico.org.uk/media/action-weve-taken/2260271/investigation-into-the-use-of-data-analytics-in-political-campaigns-final-20181105.pdf
https://ico.org.uk/media/action-weve-taken/2260271/investigation-into-the-use-of-data-analytics-in-political-campaigns-final-20181105.pdf
https://www.ftc.gov/system/files/documents/public_events/1454018/ftc_hearings_session_11_transcript_day_1_3-25-19_0.pdf
https://www.ftc.gov/system/files/documents/public_events/1454018/ftc_hearings_session_11_transcript_day_1_3-25-19_0.pdf
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First Consumers  

In 2014, in FTC v. First Consumers, LLC, the FTC moved to shut down a multi-million-dollar 
telemarketing fraud that targeted seniors across the U.S.100 The defendants, through a network of U.S. 
and Canadian entities, used a telemarketing boiler room in Canada to cold-call seniors. The defendants, 
impersonating government and bank officials, enticed consumers to disclose their confidential bank 
account information and then used that information to create checks drawn on consumers’ bank 
accounts. Those funds were deposited into accounts in the U.S. and then transferred to accounts 
controlled by the Canadian defendants. The FTC shared information with and received valuable help 
throughout the case from the RCMP, which helped serve process on Canada-based defendants. This 
matter resulted in the ringleader of the fraud being permanently banned from all telemarketing activities 
and a judgment of $10.7 million.101 

As these examples demonstrate, SAFE WEB has been critical to stopping scams and other practices that 

https://www.ftc.gov/news-events/news/press-releases/2014/03/ftc-stops-mass-telemarketing-scam-defrauded-us-seniors-others-out-millions-dollars
https://www.ftc.gov/news-events/news/press-releases/2014/03/ftc-stops-mass-telemarketing-scam-defrauded-us-seniors-others-out-millions-dollars
https://www.ftc.gov/news-events/news/press-releases/2015/03/court-orders-ringleader-scam-targeting-seniors-banned-telemarketing
https://www.ftc.gov/news-events/news/press-releases/2015/03/court-orders-ringleader-scam-targeting-seniors-banned-telemarketing
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schemes, or the sale of health and weight-loss supplements. In other instances, it has issued compulsory 
process to telecommunication companies or VoIP providers in connection with matters involving 
robocalls or other telemarketing matters, including a telemarketing sweepstake scam affecting U.S. 
consumers. The FTC has also issued compulsory process for subscriber information in relation to banks 
or payment processors in connection with money-laundering and multi-level marketing schemes. In each 
of these requests, the FTC carefully weighed the factors outlined in the Act and shared the information 
with the foreign agencies pursuant to the Act’s information sharing provisions. In many instances, the 
FTC’s SAFE WEB assistance to foreign law enforcement agencies has helped those agencies to take 
action against foreign-based fraudsters victimizing U.S. consumers. 

Some examples of how the FTC has used SAFE WEB’s investigative assistance authority to issue 
compulsory process are highlighted below. These examples supplement those the FTC reported to 
Congress in 2009.106 

�x In 2014, the FTC provided SAFE WEB investigative assistance to assist the RCMP in its 
investigation of Banners Brokers, a massive online pyramid scheme based in Canada that 
targeted consumers in the U.S., Canada, and around the world. Ultimately, the Toronto Police 
(working with the RCMP) arrested two of Banners Brokers’ three principals and charged them 
criminally for their participation in the $93 million scheme.107 

�x In September 2018, the FTC used its SAFE WEB authority to issue six CIDs to U.S. entities 
associated with the secondary-ticketing platform viagogo, based in Switzerland. Viagogo U.K. 
(and its Swiss parent) were the subject of an enforcement action brought by the U.K.’s 
Competition and Markets Authority (“CMA”) for violating various consumer laws through its 
advertising and pricing representations.108 The company produced information to the FTC, 
which it shared with the CMA. Before the FTC moved to compel the production of other, 
responsive information, the CMA secured a court order against viagogo by consent in November 
2018, and the FTC withdrew its CIDs.109 

In addition, when the FTC reported to Congress on SAFE WEB in 2009, it had not yet had the 
opportunity to use SAFE WEB to initiate proceedings on behalf of foreign agencies pursuant to 28 
U.S.C. § 1782. That changed in 2014, when the FTC successfully obtained an order for documents and 
oral testimony from Aegis Mobile, LLC (“Aegis”), a U.S. corporation, for use by Canada’s Competition 

 

106 2009 SAFE WEB Report at 12-14.  
107 Kendra Mangione, 
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Bureau (“CCB”).110 The CCB requested the FTC’s assistance in obtaining evidence from Aegis for use 
in its investigation of and enforcement proceeding against various Canadian wireless companies alleged 
to have deceptively advertised certain premium cellular services.  

The FTC used SAFE WEB to obtain an order from a U.S. federal district court on behalf of the CBC.111 
The order permitted the FTC to obtain oral and documentary testimony from Aegis, with the FTC 
ultimately obtaining documents and deposing two corporate representatives, and then sharing such 
information with the CCB. The CCB in turn obtained over $24 million in refunds for victims of these 
deceptive practices.112 Commissioner Matthew Boswell of the CCB, one of the FTC’s most 
longstanding international partners, has said that this assistance was “of tremendous assistance to the 
Bureau in advancing its case.”113  

3. International Cooperation Agreement s 

The FTC’s ability to share information and offer investigation assistance to foreign law enforcement 
agencies through SAFE WEB has also resulted in reciprocal assistance and cooperation from other 
countries. 

To further international cooperation, the FTC enters into international arrangements, agreements, and 
�0�2�8�V�×�Z�L�W�K���F�R�Q�V�X�P�H�U���S�U�R�W�H�F�W�L�R�Q���D�J�H�Q�F�L�H�V���D�U�R�X�Q�G���W�K�H���Z�R�U�O�G�����,�Q���W�K�H�V�H���D�U�U�D�Qgements and agreements, the 
FTC represents that it will endeavor to engage in enforcement cooperation and information sharing. 
These important representations rest on the cooperation the FTC can provide to agencies through the 
Act. Because many foreign law enforcement agencies require such arrangements to assist the FTC, 
SAFE WEB’s cooperation tools have also increased assistance to the FTC, to the benefit of consumers. 
Without SAFE WEB, the assistance the FTC can offer other law enforcement agencies and, as a result, 
the reciprocal assistance that the FTC receives, would be more limited.  

Based on the SAFE WEB powers, the FTC has expanded its international cooperation by entering into 
MOUs with consumer, privacy, and/or telecommunications authorities in Canada, Chile, Colombia, 
Ireland, Mexico, the Netherlands, Nigeria, Peru, the U.K., the APEC cross-border privacy rules system, 
and public authorities that are members of the Unsolicited Communications Enforcement Network 
(UCENet).114 This includes, for example, the FTC’s 2017 MOU on Consumer Fraud Enforcement 

 

110 See In re Application of the FTC for an Order Pursuant to 28 U.S.C. § 1782 to Obtain Information from Aegis Mobille 
LLC on Behalf of the Competition Bureau, Canada, for use by Foreign Judicial Proceedings, 2014 U.S. Dist. LEXIS 106214 
(D. Md. Aug. 4, 2014), available at https://www.ftc.gov/system/files/documents/cases/aegis_2014-08-
04_corrected_decision.pdf.   
111 Id.  
112 See Press Release, Canada, Bell customers to receive up to $11.82 million as part of Competition Bureau agreement (May 
27, 2016), https://www.canada.ca/en/competition-bureau/news/2016/05/bell-customers-to-receive-up-to-11-82-million-as-
part-of-competition-bureau-agreement.html.  
113 Speech, Canada, International cooperation in competition law: views from above the 49th parallel (Mar. 25, 2019), 
https://www.canada.ca/en/competition-bureau/news/2019/03/international-cooperation-in-competition-law-views-from-
above-the-49th-parallel.html.  
114 Some FTC MOUs on the other hand were undertaken before the legislation took effect or are otherwise not based on those 
powers. Copies of the FTC’s international cooperation arrangements are available at FTC, International Cooperation 
Agreements, https://www.ftc.gov/policy/international/international-cooperation-agreements (last accessed Sept. 28, 2023).  
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between the FTC and the RCMP, which expanded and strengthened the agencies’ efforts to share 
information, engage in joint investigations, and combat cross-border fraud. 

4. Internati onal Staff Exchanges 

SAFE WEB also authorizes the FTC to participate in staff exchanges with foreign government agencies. 
SAFE WEB authorizes the FTC to employ on a temporary basis officers or employees of foreign 
government agencies. It also provides that FTC officers or employees may work on a temporary basis 
for appropriate foreign government agencies.115 This provision in the Act applies to both competition 
and consumer protection activities. 

The purpose of these staff exchanges, as the FTC noted in proposing such a provision, is to “improve 
international law enforcement cooperation in cross-
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the FTC’s ability to provide refunds to harmed consumers and prevent bad actors from keeping money 
generated by breaking the law.  

https://public.tableau.com/app/profile/federal.trade.commission/viz/Refunds_15797958402020/RefundsbyCase
https://www.ftc.gov/news-events/news/press-releases/2023/02/ftc-order-bar-zycalbioceuticals-deceptive-health-marketing
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pay equitable monetary relief is critical to the agency’s ability to protect consumers from cross-border 
fraud. 

Conclusion  
Cross-border fraud causes significant harm, with consumer reports alone indicating more than $5.2 
billion in injury since 2015. And while often shifting, cross-border fraud shows no sign of abating. The 
U.S. SAFE WEB Act has equipped the FTC to better tackle cross-border fraud by affirming the FTC’s 
authority to pursue harms that cause reasonably foreseeable injury or involve material conduct in the 
U.S. and allowing the FTC to cooperate with foreign law enforcement. It also supports trillions of 
dollars in cross-border commercial transactions. To preserve the FTC’s ability to continue to protect 
American consumers from cross-border fraud and to help promote the exchange of data necessary for 
cross-border commerce, the FTC encourages Congress to make the U.S. SAFE WEB Act permanent. To 
restore the FTC’s ability to provide refunds to injured consumers, the FTC also urges Congress to 
amend Section 13(b) of the FTC Act. 

 

 

  

 

(“Unfortunately, the Supreme Court decision in AMG Capital Management prevented us from obtaining refunds for 
consumers in this case. The Commission has urged Congress to enact legislation to restore the agency’s ability to obtain 
critical relief for consumers through federal court actions.”); Press Release, FTC, Federal Court Rules in Favor of FTC, 
Halting Illegal Tactics Used to Promote Smoking Cessation, Weight-Loss, and Sexual-Performance Aids (Mar. 25, 2022), 
https://www.ftc.gov/newsevents/news/press-releases/2022/03/federal-court-rules-favor-ftc-halting-illegal-tactics-used-
promote-smokingcessation-weight-loss (“[D]espite the fact that the FTC presented evidence that consumers lost $18.2 
million to the defendants’ deceptive marketing, the court declined to order any compensation because of [the] Supreme 
Court’s ruling in the case of AMG v. FTC, which undercuts the agency’s authority to obtain such consumer redress.”)  

https://www.ftc.gov/newsevents/news/press-releases/2022/03/federal-court-rules-favor-ftc-halting-illegal-tactics-used-promote-smokingcessation-weight-loss
https://www.ftc.gov/newsevents/news/press-releases/2022/03/federal-court-rules-favor-ftc-halting-illegal-tactics-used-promote-smokingcessation-weight-loss
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Appendix A  

Additional Details on Cross -Border and International Fraud Data 

Consumer complaints show that cross-border fraud is multifaceted, with U.S. and other consumers 
encountering fraud in various forms and from a multitude of sources. Between January 1, 2019 and June 
30, 2023 (during which complete Sentinel data is currently available) some of the most common frauds 
that U.S. consumers encountered from foreign businesses related to such diverse issues as online 
shopping (e.g., undisclosed costs, failure to deliver on time, non-delivery, and refusal to honor a 
guarantee), impersonation fraud (e.g., romance, tech support, and business and family and friend 
imposter scams), unsolicited commercial emails (i.e., spam), miscellaneous investment scams (e.g., 
virtual currencies and investment advice and seminars), and computer exploits (e.g., spyware, adware, 
and malware). Of these frauds, two of the most prevalent reported during this period were online 
shopping and romance scams, with online shopping being the top complaint subcategory for each year 
between 2019 and 2022 and the first half of 2023, and romance scams being either the second or third 
top complaint subcateg4 (ca1 ( )]Th-1 (r)-1 1
( )-15 (ea/TT-15 (ear)-1 ( )]c 0 Tw 12.3 0 T415 T)Tj
-0.004 0.26(, w)2 ()4 (.ga (us)-1 ()-6 (r)3 ( e)4 (xpl)-12 )4 (e)4 (, r)3 (e)dg t)-2 (hoe)4 (r)3 ( t)-2 (h)-2 (s)-1 (c)4 (e)4 (l)-2 (l)-2 (a)4 (ne)4 (ous)-1 ( )-10 (i)4 ( spl)-2 (a)4 (i)-2 (nt)-2 ( s)-1 ()-10 ( O)c 0 1.155 
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by U.S. consumers related to online shopping. Complaints by U.S. consumers about businesses in India 
largely involved imposter scams, such as tech support and business imposter scams. And while 
consumers in the U.S. often complain about online shopping frauds originating in the U.K., in 2021 and 
2022 the most common frauds that U.S. consumers reported for companies located in the U.K. related to 
miscellaneous investments, such as investment opportunities in virtual currency and investment advice 
or seminars. Detailed data on the top ten fraud subcategories that U.S. consumers have experienced from 
different countries between 2019 and 2022 is provided in Figure 7.  -
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Figure 8: Fraud Reports Against non- U.S. Companies  

 

Additional details on recent trends concerning contact and payment methods for fraud originating in 
Canada, China, India, Mexico, and the U.K. – the top five country locations reported by consumers in 
the U.S. since January 1, 2019 – is provided in Figures 9 to 14. (In these international trends, China and 
Hong Kong are reported separately; data for Macau is not available.) Among other things, this data 
shows: 

�x Consumers often pay scammers in Canada through wire transfer. 
�x Paying fraudsters in the U.K. and Hong Kong through cryptocurrencies has been common in 

recent years. 
�x Consumers 
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Figure 9: Fraud Reports Against Companies Located in Canada  
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Figure 10 : Fraud Reports Against Companies Located in China  
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Figure 11 : Fraud Reports Against Companies Located in Hong Kong  
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Figure 12 : Fraud Reports Against Companies Located in India  
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Appendix B  

Consumer Sentinel and Tableau Public  

Consumer complaints, including cross-border complaints, are essential to the FTC’s enforcement efforts, 
providing direct information about fraud and other harms that consumers encounter in the marketplace. 
The FTC and its law enforcement partners – through the Consumer Sentinel system – use and share 
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Competition Bureau, which has contributed to Sentinel for over two decades, and the Australian 
Competition and Consumer Commission, which became a data contributor in 2021. Combined, 
contributions from foreign law enforcement agencies, which are supported by SAFE WEB (see 15 
U.S.C. § 57b-2(f) (concerning confidentiality, exemption from public disclosure, and material obtained 
from a foreign source)) accounted for 7% of all fraud complaints in Sentinel in 2021 and 2022. Another 
important source is econsumer.gov, a project started in 2001 by members of ICPEN. Through the 
econsumer.gov website, consumers can file cross-border reports and learn other steps to take to combat 
fraud, now in nine languages. Econsumer.gov receives tens of thousands of complaints each year.  

 

Photo 2 (econsumer.gov homepage showing where consumers can report international scams online.) 

How the FTC Uses Complaints  

The FTC uses consumer complaints to identify questionable business practices and targets and as 
evidentiary support and leads in its enforcement actions. Consumer complaints often describe the 
harmful practices or conduct consumers experience and provide essential investigation details such as 
business locations, websites, URLs, or apps. In addition, when the FTC needs to move quickly to stop an 
ongoing fraud, consumer complaints can provide critical evidence of the unfair or deceptive conduct and 
the extent of consumer harm. And when defendants lack the information necessary to provide consumer 
redress, complaints sometimes help to identify injured consumers.   

The FTC also uses and acts on consumer complaints by sharing them in a secure, confidential manner 
with qualified law enforcement partners through Sentinel, which helps to make law enforcement more 
cooperative and effective. In addition to numerous domestic agencies, several Canadian and Australian 
agencies can access consumer complaints through Sentinel. The FTC has also worked through ICPEN to 

https://econsumer.gov/#crnt
https://econsumer.gov/#crnt
https://econsumer.gov/#crnt
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expand foreign law enforcement access to cross-border complaints, including through econsumer.gov, 
and ICPEN members that have agreed to confidentiality and data security requirements can access 
econsumer.gov complaints through Sentinel. Combined, 44 foreign law enforcement agencies are 
registered Sentinel users.   

Tableau Public  Page 

In addition to providing confidential access to complaints, as described above, and sharing complaints 
through SAFE WEB, the FTC also analyzes consumer complaints to identify and make public aggregate 
trend data. For example, consumer complaints housed in Sentinel can be analyzed by various attributes, 
including 100 fraud and other subcategories (such as online shopping and imposter scams), as well as 
business location, consumers location, complaint source, contact and payment methods, and more.  

For over two decades, the FTC has publicly reported on aggregate complaint trends through its 
Consumer Sentinel Network Reports (see https://www.ftc.gov/enforcement/consumer-sentinel-
network/reports) and Annual Reports (see https://www.ftc.gov/policy/reports/ftc-annual-reports). In 
2018, as part of its ongoing efforts to improve on its ability to analyze, report on, and share aggregate 
public information about consumer 

https://econsumer.gov/#crnt
https://public.tableau.com/app/profit>><</S/URI/URI(https://public.taSblic.tab .8057RI/UR46412 0 R2
https://econsumer.gov/#crnt
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Figure 15 : Fraud Reports Against Top 50 non -U.S. Company 
Locations  
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https://www.ftc.gov/news-events/news/press-releases/2022/02/ftc-sends-full-refunds-consumers-who-bought-deceptively-marketed-fish-oil-supplement
https://www.ftc.gov/legal-library/browse/cases-proceedings/1923209-cafepress-matter
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https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-cafepress-data-breach-cover
https://www.ftc.gov/system/files/ftc_gov/pdf/192%203209%20-%20CafePress%20combined%20package%20without%20signatures.pdf
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https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/news-events/press-releases/2021/01/developer-popular-womens-fertility-tracking-app-settles-ftc
https://www.ftc.gov/system/files/documents/cases/192_3133_flo_health_decision_and_order.pdf
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https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3126-ascension-data-analytics-llc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3126-ascension-data-analytics-llc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3126-ascension-data-analytics-llc-matter
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/system/files/documents/cases/1923126c4758ascensionorder.pdf
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https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3129-miniclip-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3129-miniclip-matter
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/system/files/documents/cases/1923129c4722minicliporder.pdf
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https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
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