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FTC Enforcement Actions with Public Cross-Border Components



The Federal Trade Commission (“FTC” or “Commission”) submits this report to update Congress on
implementation of the U.S. SAFE WEB Act of 2006, as required by the 2020 law thateskiemd\ct

until September 30, 2027As directed by Congress, this report describes the FTC’s use of and
experience with the Act, including the number of ciossler complaints received, the foreign agencies
with which the FTC has cooperated, foreign FTC litigation, and legislative recommendations based on
that experience. This report supplements the FTC’s 2009 report to Congress on the FTC's first three
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With SAFE WEB, the FTCdss pursued and stopped harmful conduct in the U.S. and successfully
defended against challenges to its jurisdictional authority over foreign companies targeting American

consumers. The FTC has also worked with numerous foreign enforcers to stelpocdasmjury and
frauds. For example, SAFE WEB enabled the FTC to:
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numerous foreign countries. These data transfers in turn support trillions of dollarssharder
commercial transactiorrs.

Given the magnitude of the cressrder issues and the important role that SAFE WEB plays in the
FTC's response, we recommend permanent reauthorization of the Act. Allowing SAFE WEB to lapse
would deprive the FTC ofs most important tool to fight croé®rder fraud and put at risk the FTC'’s
crossborder enforcement efforts.

5> SeeWhite House, Fact Sheet: United States and European Commission AnnouneAtiBnatis Data Privacy Framework
(Mar. 25, 2022), https://www.whitehouse.gov/briefirmpm/statementseleases/2022/03/25/fasheetunited statesand
europearcommissiorannouncdransatlanticdataprivacy-framework!/
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Introduction

Crossborder fraud remains a serious and persistent problem in the United States. Since 1999, the FTC
has received over 1.3 million reportsf crossborder fraud from U.S. consumers.

The U.S. SAFE WEB Act serves as a vital tool in the FTC’s arsenal to fightlmoodsr fraud and
protect consumers from unfair and deceptive acts and practices. SAFE WEB expressly affirms the
FTC’s authority to pursue foreign conduct that causes reasonably foreseeable injury to American
consumers, or that involves material conduct here in the United S&#&<E WEB also promotes
global partnerships and enforcement cooperation with foreign counterparts. The Act provides a
framework to engage in crobsrder assistance, including information shafiagd investigative
suppot.® Further, the Act encourages broader citassier cooperation with law enforcement agencies
around the world through agreements, memoranda of understanding (“MOausf)staff exchangés.
The record of activities since our last report to Congress in'2886ws that SAFE WEB has met
Congress’s objective to provide more effective ctomsler consumer protection enforcement.

The FTC has been tracking and combatting ebasder fraud for nearly three decades. During that time
the nature and origins of crebsrder fraud have evolved, and crissder fraud continues to cause
significant harm to consumers. In 1996, the earliest year for which the FTC habantessfraud data,
less than 1% of fraud reported to the FTC was ebbosder’? Nearly 30 years later, in 2022, the most
recent full year for which the FTC has complaint data, over 11% of all fraud reported to the FTC was
crossborder, with consumers reporting fraud originating in 225 countf#sce 2006, the year

Congress passed the U.S.FFAWEB Act, U.S. consumers alone have reported over 1.14 million
instances of crossorder fraud and more tha#4.4 billion in financial losses

The important tools Congress provided to the FTC through SAFE WEB have enabled the FTC to better
protect consumers from crebsrder fraud. In the 16 years since Congress passed SAFE WEB, the FTC
has used the Act’s powers to assist or share information with foreign law enforcement in over 300
instancesThe FTC has also brought at least 145 enforcement actidna wibssorder element.

6 Section 3 of the SAFE WEB Act codified at Section 5(a) of the FTC Act, 15 U.S.C. 845(a)(4)(A) (providing that “unfair
and deceptive acts and practices” includes those that “(i) caase likely to cause reasonably foreseeable injury within the
United States; or (ii) involve material conduct occurring within the United States.”)

7 Sections 4(a) and 6(a) of the SAFE WEB Act codified at Sections 6(f) and 21(b)(6) of the FTC Act,(L5468) and
57b2(b)(6).

8 Section 4(b) of the SAFE WEB Act codified at Section 6(j) of the FTC Act, 15 U.86Tj) §

9 FTC MOUs and other cooperation arrangements, including international agreements, are available at FTC, Legal Library:
Cooperation Ageements,
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These enforcement actions have been supported, either directly or indirectly, by SAFE WEB'’s
promotion of cros$order engagement with foreign partners.
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Section lllof the report provides the FTC's legislative recommendation. The FTC again urges Congress
to make SAFE WEB permanent by removing the sunset provision currently set to expire on September
30, 2027, thereby preserving the Commission’s jurisdiction over foreign commerce and its ability to
effectively cooperate with foreign law enforcement. As shown in this report, the U.S. SAFE WEB Act

and its tools have be (nd i)-2 (t)-2225 FTC.s lu42be (nd d-1 (j)-2 (ur)13 (i)-2)-2 (t)-122 (ve)4 (E)1 (B)-3 ( |
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https://www.ftc.gov/system/files/documents/reports/international-consumer-complaints-cy-2014/cy-2014_international.pdf

complaints filed in 2021 and 2022, respectivEljn addition, in 2021 and 2022, roughly one in fivie

the fraud reports that reported both a consumer and a business location were cro$8 Toedarmber

of crossborder fraud complaints the FTC received each year since 2009, plus partial year data for 2023,
appears in Figure 1°

Figure 1: Cross Border Complaint Count

Crossborder fraud results in significant financial harm to consumers. Since 2006, U.S. consumers have
reported over $4.4 billion dollarén losses to cross border fratftiThis includes $2.49 billiosince

17 Between January 1, 2009, and June 30, 2023, the FTC received 22,368)d80mplaints. In 2021 and 2022, the FTC
received2,923,241and
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January 1, 2013 In adlition, when reporting about cross-border fraud, most U.S. consumers (between
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The U.S. SAFE WEB Act and the FTC’s Fight Against Cross-Border Fraud

combined accountefor more than 55% of crodmrder fraud reported by U.S. consumers during this
period.

Figure 3: Top 10 Countries for Cross- Border Fraud as Reported by
U.S. Consumers

\

As detailed in Appendix Arecent croskorder fraud reports also show that crbesder problems are
multifaceted, with the issues that U.S. consumers are most likely to encounter varying by the foreign
country involved. In addition, international fraud rep#ftshow that consumers are contacted by and
transfer funds to scammers outside of the U.S. in a number of different ways, with the frequency of
payment methods also varying by country.

For example, U.S. consumers have reported that two of the most prevalent problems between January 1,
2019, and June 30, 2023, were those related to online shopping (e.g., undisclosed costs, failure to delivel

30 A fraud complaint izonsidered to be international when the consumer country or the company country is repmted as
theU.S, regardless of angther information.
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Such data highlights that creberder fraud is nuanced and constantly evolvirig/hile the FTC does
not act on individual complaints, the complaint data collectively has been critical to identifying
problems to address and supports the development of critical evidence in many cases.

ll. Responding to the Scourge of Cross -Border
Fraud

The FTC has responded forcefully to the problem of ebosder fraud and has worked on a range of
issues affecting consumersthe increasingly global consumer marketplace.

A. Early FTC Responses to Cross -Border Fraud

Having observed key developments in technology and global trade and recognizing the possibilities for
consumer harm, the FTC began taking early and concrete stepgstathe 1990s to protect

consumers from crodsorder fraud. Thus in 1992, the FTC helped to found what is now known as the
International Consumer Protection and Enforcement Network (“ICPEMN"hetwork of consumer
authorities from various countries dedicated to strengthening cooperation on consumer protection
enforcement? The FTC also began building cooperative partnerships with its Canadian counterparts.
These efforts resulted in the United States entering into an agreement with Canada on deceptive
marketing practices — the FTC’s first foreign agreement addressing carmuaneetion®® The FTC also
participated in a joint U.SCanada working group that prepared a 1997 report on-boydger

telemarketing fraud, which recommended that regional task forces be established to maximize
cooperation on crodsorder fraud, and that governments and agencies examine their laws with an eye
toward expanding shared access to chassler information systent§.Consistent with that report, the
FTC began building relationships with Canadian federal and provincial authorities througtakegi

33 Seealsq e.g, Office of theUnited Nations High Commissionéar Human RightsOnline Scam Operations and
Trafficking in Forced Criminality in Southeast Asia: Recommendations for a Human Rights Response (2023),
https://bangkok.ohchr.org/wpentent/uploads/2023/08/ONLINECAM-OPERATIONS2582023.pd{discussing online
scam operations and their link to human trafficking in Southeast Asia).

34 Information on ICPEN, including its memiseiis available aitCPEN, About, https://icpen.org/whave-are(last accessed
Sept. 28, 2023).

35 Agreement Between the Government of the United States of America and the GoverinGwrada Regarding the
Application of their Competition and Deceptivealketing Practices Laws (Aug. 3, 199printed a# TradeReg. Rep.
(CCH) 1 13,503available ahttps://www.ftc.gov/system/files/attachments/internatiar@hpetitiorconsumeiprotection
cooperatioragreements/agree_canada.pdf

36 Report of the CanadaJnited States Working Group on Telemarketing Fréutighs://www.justice.gc.ca/enghmr/other
autre/tf/index.htm(last accessed Sept. 28, 2023 galsoPress Release, U.S. Department of Justice, U.S. and
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partnerships and task forces, such as the Toronto Strategic PartHeastiproject COLT® In 1997,

the FTC also launched Consumer Sentinel — the fisatienal (U.S. and Canada), midtate

consumer fraud database to track consumer complaints in multiple jurisdi€tlor2001, the FTC then

joined with other consumer authorities to laneconsumer.gov — an ICPEN project now available in

nine languages — where consumers could report international scams online and learn about other steps tc
combat fraud.

By the early 2000s, these and other FTC efforts had yielded important enforcement results. By 2001,
when the FTC testified before the U.S. Senate, Committee on Governmental Affairs, Subcommittee on
Investigations on crodsorder fraud, the FTC had already brought multiple ebagder actions,

including against sweepstake, advafeeloan, and foreign lottery telemarketing scams emanating from
Canadd? This included the FTC's first action against a foreign telemarketing operation for violating the
Telemarketng Sales Rule (16 C.F.R. Part 3#bAnd, by the mid2000s, the FTC had extended its
participation in Canada regional partnerships and reached various other agreements and MOUs
concerning consumer protection, including with agencies in Australia, Ireland, Mexico, and®Spain.
Sentinel had also expanded to sterensumer.gov complaint data with other foreign enforcement
agencies?

Despite these initiatives, barriers to crbesder enforcement remained, and the FTC identified

challenges that needed to be addressed for the agency to keep pace with this growing and evolving
problem. Key among these challenges was improving information sharing and increasing the FTC’s
cooperatio with foreign counterparts, further developing Consumer Sentinel, and exploring how the
existing legal frameworks for sharing information might be modified to facilitate cooperation in cross

3" The Taonto Strategic Partnership was formed in February 2000 by the Toronto Police Service, the Ontario Ministry of
Consumer and Commercial Relations\ the Ministry of Public and Business Service Delivery), the Competition Bureau
of Canada, the U.S. Postakpection Service, and the FT&2eFTC, Accomplishments of the Toronto Strategic

Partnerships 20002007 (Jan. 2008https://www.ftc.gov/reports/repoaecomplishmenttorontostrategiepartnership
betweenrunited statescanada2000-2007.

38 The Centre of Operations Linked to Telemarketing Fraud (“Project COAdg)hunched in 1998 toombat
telemarketingrelated crime. Members include the FTC, Royal Canadian Mounted Police, Sureté du Québec, Service de
Police de la Ville de Montréal, Canada Border Services Agency;dhepetition Bureau of Canada, Canada Post, U.S.

H
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border cases. Thus in 2005 the FTC submitted a report to Cenigagproposed amendments to the
FTC Act (15 U.S.C. 88 41, et s¢4*

In December 2006, to provide more timely and effective international consumer protection, Congress
passed the U.S. SAFE WEB A€Through the Act, Congress provided the FTC with enhanced law
enforcement tools, including in the areas of (1) information sharing, (2) investigative assistance, (3)
jurisdictional authority, (4) confidentiality, and (5) enforcement relationships. As detailed in this report,

these tools have allowed the FTC t
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renewing the Act, set to expire in December 2638ongress renewed the Act in 2012 for an additional
seven years?
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companies for operating hundreds of fake government assistance webEiteslefendants included a

call center in Costa Rica (which handled calls with U.S. consumers) and a web development office in
Uruguay (which created content targeting consumers). The Court found, based in part on consumer
complaints, that the FTC was likely to prevail on the merits of its cases and issued a preliminary
injunction that, among other things, stopped the defendants from misrepresenting thoeis $ohfier

winning at trial, the FTC made $102 million in refunds available to consumers who were harmed by the
scheme?®

Next-Gen, Inc.

Through the use of SAFE WEB and consumer complaints, the FTC has also been able to seek effective
relief for consumes in the U.S. and abroad simultaneously. In February 2018, in FTC vGHexinc.,

the FTC and the State of Missouri charged two men and their sweepstakes operation with scamming tens
of millions of dollars from consumers throughout the U.S. and othertdes, including Canada, the

U.K., France, and Germari{ The FTC and Missouri alleged that the defendants, operating from the

U.S. under dozens of different names, sent tens of millions of personalized mailers falsely indicating that
the recipient haevon or was likely to win a substantial cash prize in exchange for a fee ranging from $9

to $139.99, resulting in losses of more than $110 million. Consumer complaints showed the extent to
which the defendants had deceived consumers in various countryemfer The FTC settled with the
defendants, permanently banning them from the prize promotion busimesssent nearly $25 million

to consumers who were defrauded by the schéM¢hile most redress went to consumers in the U.S.

and Canada, who received checks totaling $19,180,753, the FTC — in cooperation with several foreign
counterparts — also sent debit cards totaling $631,322 to consumers in the U.K., and letters to consumers
in more than 50 other countries explaining how they could claim their payments via PayPal, which

totaled $4,696,242.

87 FTCv. On Point Global LLCNo. 19¢v-25046(S.D. Fla. Dec. 9, 2019). SaksoPress Release, FTC, Court Stops
Sprawling Scheme That Operated Hundreds of Websites That Deceived Consumers About Government Services
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The U.S. SAFE WEB Act and the FTC’s Fight Against Cross-Border Fraud

Fashion Nova, Inc.
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CafePress

The ability to bring such actions is also the cornerstone of our role in enforcing the substantive
provisions of international data transfer programs enabling trillions of dollars inlmodsr commerce,

such as the European Union (“EWU)S. Data Privacy Framework (the successor to the Privacy Shield
and Safe Harbor prograniéand the AsiePacific Economic Cooperation (“APEC”) CreBsrder

Privacy Rules Systerff.In these programs, U.S. companies can voluntarily make commitments on the
treatment of data in order to enable its transfer from various foreign countries; those commitments then
become enforceable as a matter of U.S. law under the FTC Act, as amended by SAFE WEB. One
example ofsuch a case is CafePress
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1. Sharing of Confidential and Compelled Information with Foreign
Agencies

SAFE WEB authorizes the FTC to share information with foreign law enforcement ag&ncies.
Importantly, SAFE WEB permits the FTC to share certain confidential and compelled information in its
consumer protection investigations, upon certification by the foreign agency that the material will be
maintained in confidence and used only to investigate or engage in enforcement proceedings related to
“possible violations of . . . foreign laws prohibiting fraudulent or deceptive commercial practice, or other
practices substantially similar to practices prohibited by any law administered by the Comnifssion.”

This standard permits the FTC to share with criminal as well as civil authorities, so long as the practices
in question are “substantially similar.” Prior to Congress passing the Act, the FTC could onlyhshare t
information with U.S. enforcers. FTC procedures for handling requests from foreign law enforcement
agencies are implemented in Commission Rule 4.%1(j).

The FTC has responded to 175 SAFE WEB information sharing requests from 43 law enforcement
agences in 20 different countries list of the agencies with which the FTC has sharedpudotic

information pursuant to the Act since 2012 is set forth in Figure 4. This has included sharing compelled
and confidential information related to foreign matteslving, for example, robocalls, text message
spam, false advertising, data breaches, and sweepstake scams. Without SAFE WEB, sharing key
enforcement information with these important partners would have been barred under the FTC Act.

Figure 4: SAFE WEB Inform ation Sharing Agencies

Name of Agency Country
AustralianCompetition and Consumer Commission Australia
Australian Communications and Media Authority Australia
Office of the Australian Information Commissioner Australia
Federal Ministry for Social Affairs, Health Care, and Consumer Austria
Protection

BG Dire
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Such information sharing activities with foreign law enforcement agencies have supported the FTC’s
enforcement efforts in many cases, including the following:

Designer Brand Outlet

Actions taken by the Australian Competition and Consumer Commission (“ACCC”) against Designer
Brand Outlet, with assistance from the FTC and the U.K.’s OFT, is an early example of how sharing
information benefits consumer protection enforcement. Leading up to August 2008, consumers from
around the world had complained that www.designerbrandoutlet.com, which purported to sell genuine,
designeitlabel goods, had not delivered ordered goods, had delivered counterfeit goods, anedhad fail
to provide refunds after consumers returned camforming goods. The FTC, having identified a series

of complaints in econsumer.gov, notified the ACCC and, with the 8§ ®FT, assisted the ACCC in
investigating the scam. In late August 2008, having been contacted by the ACCC about the complaints,
the Australian domain registrar NetRegistry Pty Ltd quickly disabled the domain name. In early
September 2008, the ACCC filed proceedings against www.designerbrandoutlet.com and related
individuals operating from China for false and misleading representations, obtainingaeex

injunction freezing their assets and suspending their operdfidmsAustralian court found in favor of

the ACCC in December 2008 and ordered compensation hearings (to provide redress to individual
consumers$®

Ashley Madison

In 2016, the operators of the Torortased AshleyMadison.com dating site agreed to settle FTC
charges that they deceived consumers and failed to protect 36 million users’ account and profile
information in relation to a massive July 2015 data breach of their nethe website had users

from over 46 countries. The FTC relied on key provisions of the SAFE WEB Act to share information
with the Office of the Privacy Commissioner of Canada (“OPC”) and the Office of the Australian
Information Commissioner (“OAIC”), which reached their own settlements with the company and also
contributed ® the FTC’s investigation. In 2017, the three agencies received an award fordbgir

border investigation of the data breach from the Chair of what is now known as the Global Privacy

88 SeePressRelease, Austrin Competition and Consumer Commissiddgsigner Brand Outletvebsite suspendd@ept.

9, 2008), https://www.accc.gov.au/medéease/designdirandoutletwebsitesuspendedndPress Release, Australian
Competition and Consumer Commission, Were you misled by Designer Brand Ciasiet?19, 2008)
https://www.accc.gov.au/medialease/wergrou-misledby-designeibrandeutlet.

89 SeePress Release, Australian Competition and Consumer CommiGsiort,declares operators of Designer Brand Outlet
website misled consumef®ec. 15, 2008), https://www.accc.gov.au/medikease/courtieclaresoperatorsof-designer
brandoutletwebsitemisledconsumerandPress Release, Australian Competition and Consumer CommiRsifamds for
some consumers who bought from Designer Brand Qug®st 28, 2009), https://www.accc.gov.au/mediease/refunds

for-someconsumersvho-boughtfrom-designetbrandeutlet.
90
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Assembly, who called the agencies’ work “a model on how to achieve cr

FEDERAL TRADE COMMISSION « FTC.GOV

21


https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles-consumer-fraud-charges-forfeits-586
https://www.ftc.gov/news-events/news/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles-consumer-fraud-charges-forfeits-586
https://www.ftc.gov/enforcement/refunds/western-union-refunds
https://www.ftc.gov/news-events/news/press-releases/2011/05/ftc-charges-online-marketers-scamming-consumers-out-hundreds-millions-dollars-free-trial-offers
https://www.ftc.gov/news-events/news/press-releases/2011/05/ftc-charges-online-marketers-scamming-consumers-out-hundreds-millions-dollars-free-trial-offers

The U.S. SAFE WEB Act and the FTC’s Fight Against Cross-Border Fraud



https://www.ftc.gov/system/files/attachments/international-competition-consumer-protection-cooperation-agreements/alberta_mou.pdf
https://www.ftc.gov/system/files/attachments/international-competition-consumer-protection-cooperation-agreements/alberta_mou.pdf
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https://www.ftc.gov/legal-library/browse/cases-proceedings/102-3012-willms-jesse-et-al
https://ico.org.uk/media/action-weve-taken/2260271/investigation-into-the-use-of-data-analytics-in-political-campaigns-final-20181105.pdf
https://ico.org.uk/media/action-weve-taken/2260271/investigation-into-the-use-of-data-analytics-in-political-campaigns-final-20181105.pdf
https://www.ftc.gov/system/files/documents/public_events/1454018/ftc_hearings_session_11_transcript_day_1_3-25-19_0.pdf
https://www.ftc.gov/system/files/documents/public_events/1454018/ftc_hearings_session_11_transcript_day_1_3-25-19_0.pdf

First Consumers

In 2014, in FTC v. First Consumers, LLthe FTC moved to shut down a muttillion-dollar

telemarketing fraud that targeted seniors across thé®®T®e defendants, through a network of U.S.

and Canadian entities, used a telemarketing boiler room in Canada taba@eniors. The defendants,
impersonating government and bank officials, enticed consumers to disclose their confidential bank
account iformation and then used that information to create checks drawn on consumers’ bank
accounts. Those funds were deposited into accounts in the U.S. and then transferred to accounts
controlled by the Canadian defendants. The FTC shared information withcancecevaluable help
throughout the case from the RCMP, which helped serve process on ®asadalefendants. This

matter resulted in the ringleader of the fraud being permanently banned from all telemarketing activities
and a judgment of $10.7 millioW?

As these examples demonstrate, SAFE WEB has been critical to stopping scams and other practices that
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schemes, or the sabf health and weigHbss supplements. In other instances, it has issued compulsory
process to telecommunication companies or VoIP providers in connection with matters involving
robocalls or other telemarketing matters, including a telemarketing swieepstan affecting U.S.
consumers. The FTC has also issued compulsory process for subscriber information in relation to banks
or payment processors in connection with molaeydering and muHlievel marketing schemes. In each

of these requests, the FTC efailly weighed the factors outlined in the Act and shared the information

with the foreign agencies pursuant to the Act’s information sharing provisions. In many instances, the
FTC's SAFE WEB assistance to foreign law enforcement agencies has helped those agencies to take
action against foreighased fraudsters victimizing U.S. consumers.

Some examples of how the FTC has used SAFE WEB'’s investigative assistance authority to issue
compulsory process are highlighted below. These examples supplement those the FTC reported to
Congress in 200¥°

x In 2014, the FTC provided SAFE WEB investigative assistance to assist the RCMP in its
investigation of Banners Brokers, a massive online pyramid scheme based in Canada that
targeted consumers in the U.S., Canada, and around the world. Ultimately, the Toronto Police
(working with the RCMP) arrested two of Banners Brokers’ three principals and charged them
criminally for their participation in the $93 million scherfé.

X In September 2018, the FTC used its SAFE WEB aityhiorissue six CIDs to U.S. entities
associated with the seconddigketing platform viagogo, based in Switzerland. Viagogo U.K.
(and its Swiss parent) were the subject of an enforcement action brought by the U.K.’s
Competition and Markets Authority (‘\@A”) for violating various consumer laws through its
advertising and pricing representatidf$The company produced information to the FTC,
which it shared with the CMA. Before the FTC moved to compel the production of other,
responsive information, theMA secured a court order against viagogo by consent in November
2018, and the FTC withdrew its CIB%.

In addition, when the FTC reported to Congress on SAFE WEB in 2009, it had not yet had the
opportunity to use SAFE WEB to initiate proceedings on behalf of foreign agencies pursuant to 28
U.S.C. § 1782. That changed in 2014, when the FTC successfully obtained an order for documents and
oral testimony from Aegis Mobile, LLC (“Aegis”), a U.S. corporation, for use by Canada’s Competition

1062009 SAFE WEB Report at 1P4.
107 KendraMangione,
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Bureau (“CCB”)1*° The CCB requested the FTC’s assistance in obtaining evidence from Aegis for use
in its investigation of and enforcement proceeding against various Canadian wireless companies alleged
to have deceptively advertised certain premium cellular services.

The FTC sed SAFE WEB to obtain an order from a U.S. federal district court on behalf of th&'€BC.
The order permitted the FTC to obtain oral and documentary testimony from Aegis, with the FTC
ultimately obtaining documents and deposing two corporate representatives, and then sharing such
information with the CCB. The CCB in turn obtained over $24 million in refunds for victims of these
deceptive practice$? Commissioner Matthew Boswell of the CCB, one of the FTC’s most
longstanding international partners, hasl$hat this assistance was “of tremendous assistance to the
Bureau in advancing its cas€?

3. International Cooperation Agreement s

The FTC’s ability to share information and offer investigation assistance to foreign law enforcement
agencies through SAFE ViEhas also resulted in reciprocal assistance and cooperation from other
countries.

To further international cooperation, the FTC enters into international arrangements, agreements, and
028VxZLWK FRQVXPHU SURWHFWLRQ DJH @imetiisvand Bgre¥reGiswihE H Z R
FTC represents that it will endeavor to engage in enforcement cooperation and information sharing.
These important representations rest on the cooperation the FTC can provide to agencies through the
Act. Because many foreign laenforcement agencies require such arrangements to assist the FTC,

SAFE WEB'’s cooperation tools have also increased assistance to the FTC, to the benefit of consumers.
Without SAFE WEB, the assistance the FTC can offer other law enforcement agencies and, as a result,
the reciprocal assistance that the FTC receives, would be more limited.

Based on the SAFE WEB powethe FTC has expanded its international cooperation by entering into
MOUSs with consumer, privacy, and/or telecommunications authorities in Canada,&idmbia,

Ireland, Mexico the Netherlands, Nigeria, Peru, the U #e APEC crosborder privacy rules system
and public authorities that are members of the Unsolicited Communications Enforcement Network
(UCENet)!** This includes, for example, the FTC’s 2017 MOU on Consumer Fraud Enforcement

110 Seeln re Application of the FTC for an Order Pursuant to 28 U.S.C. § 1782 to Obtain Information from Aegis Mobille
LLC on Behalf of the Competition Bureau, Canada, for use by Foreign Judicial Proce@dihgd).S. Dist. LEXIS 106214
(D. Md. Aug. 4, 2014)available at https://www.ftc.gov/system/files/documents/cases/aeqis08014
04_corrected_decision.pdf

111 Id.

112 SeePress Release, Cana8a|l customers to receive up to $11.82 million as part of Competition Bureau agteéfag
27, 2016), https://www.canada.ca/en/competitiomeau/news/2016/05/bailstomergo-receiveup-to-11-82-million-as
partof-competitionbureavagreement.html

113 35peechCanadalnternational coperation in competition law: views from above the 49th par@al. 25, 2019),
https://www.canadaa/en/competitiofbureau/news/2019/03/internatioreoperationn-competitionlaw-views-from-
abovethe-49th-parallel.html.

114Some FTC MOUs on the other hand were undertaken before the legislation took effecthermris®inot based on those
powers. Copies of the FTC'’s international cooperation arrangements are available at FTC, International Cooperation
Agreementshttps://www.ftc.gov/policy/international/internationaboperatioragreementflast accessed Sept. 28, 2023).
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between the FTC and the RCMP, which expanded and strengthened the agencies’ efforts to share
information, engage in joint investigations, and combat doosder fraud.

4. Internati onal Staff Exchanges

SAFE WEB also authorizes the FTC to participate in staff exchanges with foreign government agencies.
SAFE WEB authorizes the FTC to employ on a temporary basis officers or employees of foreign
government agencies. It also provides tBEC officers or employees may work on a temporary basis

for appropriate foreign government agenci€sThis provision in the Act applies to both competition

and consumer protection activities.

The purpose of these staff exchanges, as the FTC noted in proposing such a provision, is to “improve
international law enforcement cooperation in cross
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the FTC’s ability to provide refunds to harmed consumers and prevent bad actors from keeping money
generated by breaking the law.
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https://public.tableau.com/app/profile/federal.trade.commission/viz/Refunds_15797958402020/RefundsbyCase
https://www.ftc.gov/news-events/news/press-releases/2023/02/ftc-order-bar-zycalbioceuticals-deceptive-health-marketing

pay @uitable monetary relief is critical to the agency’s ability to protect consumoenscrossborder
fraud

Conclusion

Crossborder fraud causes significant hamvith consumer reports alone indicating more than $5.2
billion in injury since 2015. And while ofteshifting, crossborder fraud shows no sign of abating. The
U.S. SAFE WEB Act has equipped the FTC to better tackle-trasker fraud by affirming the FTC’s
authority to pursue harms that cause reasonably foreseeable injury or involve materidlioatheéuc

U.S. and allowing the FTC to cooperate with foreign law enforcement. It also supficns of

dollars in crosborder commercial transacti®nro preserve the FTC’s ability to continue to protect
American consumers from crebsrder fraud antb help promote the exchange of data necessary for
crossborder commerce, the FTC encourages Congress to make the U.S. SAFE WEB Act pefiroanent.
restorethe FTC'’s ability to provide refunds to injured consum#rs FTC also urges Congress to
amendSection 13(b) of the FTC Act

(“Unfortunately, the Supreme Court decision in AMG Capital Managepremented us from obtaining refunds for

consumers in this case. The Commission has urged Congress to enact legislation to restore the agency’s ability to obtain
critical relief for consumers through federal court actions.”); Press Release, FTC, Federal Court Rules in Favor of FTC,
Halting lllegal Tactics Used to Promote Smoking Cessation, Weighd, and SexudPerformance Aids (Mar. 25, 2022),
https://www.ftc.gov/newsevents/news/preskeases/2022/03/fedd-courtrulesfavor-fic-halting-illegal-tacticsused
promotesmokingcessatiomeightloss(“[D]espite the fact that the FTC presented evidence that consumers lost $18.2
million to the defendants’ deceptive marketirttgg tourt declined to order any compensation because of [the] Supreme
Court’s ruling in the case &MG v. FTG which undercuts the agency’s authority to obtain such consumer r8dress
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Appendix A

Additional Details on Cross -Border and International Fraud Data

Consumer complaints show that crdsder fraud is multifaceted, with U.S. and other consumers
encountering fraud in various forms and from a multitude of souBstw/een January 1, 2019 ahdhe

30, 2023 during which complete Sentinel data is currently available) some of the most common frauds
that U.S. consumers encountered from foreign businesses related to such diverse issues as online
shopping (e.g., undisclosed costs, failure to deliver on timegdalivery, and refusal to honor a

guarantee), impersonation fraud (e.g., romance, tech support, and business and family and friend
imposter scams),nsolicited commercial emails €., spam), miscellaneous investment scams (e.g.,

virtual currencies and investment advice and semirard)computer exploits (e.g., spyware, adware,

and malware). Of these frauds, two of the most prevalent reported during this period were online
shoppingand romance scamswith online shopping being the top complaint subcategory for yeah
between 2019 and 2022 and the first half of 2023, and romance scams being either the second or third
top complaint subcateg4 (cal ()]Th-1 (r)-1 1 ()-15 (ea/TT-15 (ear)-1 ()]c 0 Tw 12.3 0 T415 T)Tj -0.004 0.:
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by U.S. consumers related to online shopping. Comgldly U.S. consumers about businesses in India
largely involved imposter scams, such as tech support and business imposter scams. And while
consumers in the U.S. often complain about online shopping frauds originating in the U.K., in 2021 and
2022 the mascommon frauds that U.S. consumers reported for companies located in the U.K. related to
miscellaneous investments, such as investment opportunities in virtual currency and investment advice
or seminars. Detailed data on the top ten fraud subcategatdd.8 consumers have experienced from
different countries between 2019 and 2022 is provided in Figure 7.
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Figure 8: Fraud Reports Against non- U.S. Companies

Additional details on recent trends concerning contact and payment methods for fraud originating in
Canada, China, India, Mexico, and the U.K. — the top five country locations reported by consumers in
the U.S. since January 1, 2019 — is provided in Figures 9 tanlthegse international trends, China and

Hong Kong are reporteskparately; data for Macau is not available.) Among other things, this data
shows:

x Consumers often pay scammers in Canada through wire transfer.

x Paying fraudsters in the U.K. and Hong Kong through cryptocurrencies has been common in
recent years.

X Consumers
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Figure 9: Fraud Reports Against Companies Located in Canada
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Figure 10 : Fraud Reports Against Companies Located in China
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Figure 11 : Fraud Reports Against Companies Located in Hong Kong
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Figure 12 : Fraud Reports Against Companies Located in India
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Appendix B

Consumer Sentinel and Tableau Public
Consumer complaints, including crassrder complaints, are essential to the FTC’s enforcement efforts,

providing direct information about fraud and other harms that consumers encounter in the marketplace.
The FTC and its law enforcement partners — through the Consumer Sentinel syssenand share
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Competition Bureau, which has contributed to 8ahtfor over two decadeand the Australian

Competition and Consumé&@ommission, which became a data contributor in 2021. Combined,
contributions from foreign law enforcement agencies, which are supported by SAFES&#B (

U.S.C. 8§ 5712(f) (concerning confidentiality, exemption from public disclosure, and materiaheltai

from a foreign source)) accounted for 7% of all fraud complaints in Sentinel in 2021 and 2022. Another
important source is econsumer.gov, a project started in 2001 by members of ICPEN. Through the
econsumer.gov website, consumers can file doosder reports and learn other steps to take to combat
fraud, now in nindanguages. Econsumer.gov receives tens of thousdmadsnplaints each year.

Lo COSImer=———

= —
L

e

INT MNDC eTCDE TN TAWE RICIAIC A RN MLATA

Photo 2 éconsumer.gov homepage showing where conswraeireport international scams online

How the FTC Uses Complaints

The FTC uses consumer complaints to identify questionable business practices and targets and as
evidentiary support and leads in its enforcement actions. Consumer complaints often describe the
harmful practices or conduct consumers experience and provide essential investigation details such as
business locations, websites, URLSs, or apps. In addition, when the FTC needs to move quickly to stop an
ongoing fraud, consumer complaints can provide critical evidence of the unfair or deceptive conduct and
the extent of consumer harm. And when defendants lack the information necessary to provide consumer
redress, complaints sometimes help to identify injured consumers.

The FTC also uses and acts on consumer complaints by sharing them in a secure, confidential manner
with qualified law enforcement partners through Sentinel, which helps to make law enforcement more
cooperative and effective. In addition to numerous domestic agencies, several Canadian and Australian
agencies can accessisamer complaints through Sentinel. The FTC has also worked through ICPEN to
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expand foreign law enforcement access to ebasder complaints, including through econsumer.gov,
and ICPEN members that have agreed to confidentiality and data security requirements can access
econsumer.gov complaints through Sentinel. Combined, 44 foreign law enforcement agencies are
registered Sentinel users.

Tableau Public Page

In addition to providing confidential access to complaints, as described above, and sharing complaints
through SAFE WEB, the FTC also analyzes consumer complaints to identify and make public aggregate
trend data. For example, consumer complaints housed in Sentinel can be analyzed by various attributes,
including 100 fraud and other subcategories (such as online shopping and imposter scams), as well as
business location, consumers location, complaint source, contact and payment methods, and more.

For over wo decades, the FTC has publicly reported on aggregate complaint trends through its
Consumer Sentinel Network Reporseé¢_https://www.ftc.gov/enforcement/consursentinel
network/reportsand Annual Reportsée https://www.ftc.gov/policy/reportsemnualreportg. In

2018, as parnf its ongoing efforts to improve on its ability to analyze, report on, and share aggregate
public information about consumer
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The U.S. SAFE WEB Act and the FTC’s Fight Against Cross-Border Fraud

Figure 15 : Fraud Reports Against Top 50 non -U.S. Company

Locations
T e -\==I. R (data as of March 31, 2023)
= - : = i ©
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https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/news-events/news/press-releases/2020/12/mortgage-analytics-company-settles-ftc-allegations-it-failed-ensure-vendor-was-adequately-protecting
https://www.ftc.gov/system/files/documents/cases/1923126c4758ascensionorder.pdf
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https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3129-miniclip-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3129-miniclip-matter
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/news-events/press-releases/2020/05/swiss-digital-game-developer-settles-ftc-allegations-it-falsely
https://www.ftc.gov/system/files/documents/cases/1923129c4722minicliporder.pdf
https://www.ftc.gov/www.ftc.gov/www.ftc.gov/www.ftc.gv/www.ftc.gov/www.ftin   48tc.g 4624046 t>>.960 R/BS<</S/S/Type/B.960 R/B.6242310r[0 0stop 34643.naype/ 0 spam73]/Se643.pris9 1oldRect[47hoodia-hu97.-gS/Tth7hormone-ppe/ps://www.ft71]/StructParent 1734/Subtype/Link/Type/Annot>><</S/URI/URI(httw.ftc.grelease32w.f6nw-llc-also-dba-ams7ftc.gov/www.ftc.gv/www.ftc.gov/www.ftin   48tc.g 4624046 t>>.960 R/BS<</S/S/Type/B.960 R/B.6242310r[0 0stop 34643.naype/ 0 spam73]/Se643.pris9 1oldRect[47hoodia-hu97.-gS/Tth7hormone-ppe/ps://www.ft75]/StructParent 1734/Subtype/Link/Type/Annot>><</S/URI/URI(httw2w.f6nrelease338.566w-llc-also-dba-ams3ftc.gov/www.ftc.gv/www.ftc.gov/www.ftin   48tc.g 4624046 t>>.960 R/BS<</S/S/Type/B.960 R/B.6242310r[0 0stop 34643.naype/ 0 spam73]/Se643.pris9 1oldRect[47hoodia-hu97.-gS/Tth7hormone-ppe/ps://www.ft77]/StructParent 1734/Subtype/Link/Type/Annot>><</S/URI/URI(httw38.566release352.36rowse/cases-proceed6ftc.gov/www.ftc.gv/www.ftc.gov/www.ftin   48tc.g 4624046 t>>.960 R/BS<</S/S/Type/B.960 R/B.6242310r[0 0stop 34643.naype/ 0 spam73]/Se643.pris9 1oldRect[47hoodia-hu97.-gS/Tth7hormone-ppe/ps://www.ft79]/StructParent 1734/Subtype/Link/Type/Annot>><</S/URI/URI(httw52.36rrelease366.164owse/cases-proceed9ftc.gov/www.ftc.gv/www.ftc.gov/www.ftin   48tc.g 4624046 t>>.960 R/BS<</S/S/Type/B.960 R/B.6242310r[0 0stop 34643.naype/ 0 spam73]/Se643.pris9 1oldRect[47hoodia-hu97.-gS/Tth7hormone-ppe/ps://www.ft8ent 1725/Subtype/Link/Type/Annot>><</S/URI/URI(https://www.ft489.305ment-serv503.104owse/cases-procee19ftc.gov/www.ftc.gv/www.ftc
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3031-fashion-nova-inc
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova
https://www.ftc.gov/news-events/news/press-releases/2021/03/ftc-sends-more-65-million-consumers-harmed-fashion-nova



https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3089-steven-j-bransfield
https://www.ftc.gov/news-events/news/press-releases/2018/06/ftc-action-halts-mobe-massive-internet-business-coaching-scheme
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
https://www.ftc.gov/news-events/press-releases/2020/03/affiliate-marketers-pay-more-4-million-settle-charges-they
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https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3175-x200032-online-trading-academy
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3175-x200032-online-trading-academy
https://www.ftc.gov/news-events/press-releases/2020/02/ftc-sues-online-trading-academy-running-investment-training
https://www.ftc.gov/news-events/press-releases/2020/02/ftc-sues-online-trading-academy-running-investment-training
https://www.ftc.gov/news-events/press-releases/2020/02/ftc-sues-online-trading-academy-running-investment-training
https://www.ftc.gov/news-events/press-releases/2020/02/ftc-sues-online-trading-academy-running-investment-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/news-events/news/press-releases/2021/08/federal-trade-commission-sending-refunds-more-31000-consumers-allegedly-defrauded-online-training
https://www.ftc.gov/legal-library/browse/cases-proceedings/x0100166-james-d-noland-jr-success-health
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https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3189-ntt-global-data-centers-americas-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3189-ntt-global-data-centers-americas-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3189-ntt-global-data-centers-americas-inc-matter
https://www.ftc.gov/news-events/press-releases/2019/11/ftc-charges-nevada-company-falsely-claiming-participation-eu-us
https://www.ftc.gov/news-events/press-releases/2019/11/ftc-charges-nevada-company-falsely-claiming-participation-eu-us
https://www.ftc.gov/news-events/press-releases/2019/11/ftc-charges-nevada-company-falsely-claiming-participation-eu-us
https://www.ftc.gov/news-events/press-releases/2019/11/ftc-charges-nevada-company-falsely-claiming-participation-eu-us
https://www.ftc.gov/system/files/documents/cases/1823189d09386ragingwireorder2.pdf

*ou| ‘aore|d)JoMN
d0qQ Jo IBneN |y Ul 2¢

‘uoneziuebio Bumes
-psepuess 1o Aiorenbal
J|8s Aue 10 juawuianoh

a1 Ag paJosuods
wreiboid AlInoas elep,
1o Aoeaud Jayio Aue pue
loMawel) paIys Aoeald
ay1 ul uonedionred

1o yum aoueldwod



https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3188-dcr-workforce-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3188-dcr-workforce-inc-matter
https://www.ftc.gov/news-events/news/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed-participation-eu-us-privacy-shield
https://www.ftc.gov/news-events/news/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed-participation-eu-us-privacy-shield
https://www.ftc.gov/news-events/news/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed-participation-eu-us-privacy-shield
https://www.ftc.gov/news-events/news/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed-participation-eu-us-privacy-shield
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3193-truefaceai-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3193-truefaceai-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3193-truefaceai-matter
https://www.ftc.gov/news-events/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2019/09/five-companies-settle-ftc-allegations-they-falsely-claimed



https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3194-lotadata-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3194-lotadata-inc-matter
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https://www.ftc.gov/system/files/documents/cases/182_3106_koganI Wo.n8nts62_3106_kogan>p
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https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3020-madera-merchant-services-llc
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3020-madera-merchant-services-llc
https://www.ftc.gov/news-events/news/press-releases/2018/02/ftc-charges-ameritech-brandon-frere-deceiving-consumers
https://www.ftc.gov/news-events/news/press-releases/2018/02/ftc-charges-ameritech-brandon-frere-deceiving-consumers
https://www.ftc.gov/news-events/news/press-releases/2018/11/ftc-halts-deceptive-student-debt-relief-scheme-bilked-consumers-out-millions
https://www.ftc.gov/news-events/news/press-releases/2018/11/ftc-halts-deceptive-student-debt-relief-scheme-bilked-consumers-out-millions
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3033-educare-centre-services-inc
https://www.ftc.gov/legal-library/browse/cases-proceedings/192-3033-educare-centre-services-inc
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
https://www.ftc.gov/news-events/news/press-releases/2020/06/rogue-payment-processor-helped-perpetuate-multiple-scams-banned-payment-processing-business-under
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https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
https://www.ftc.gov/news-events/press-releases/2019/06/ftc-takes-action-against-companies-falsely-claiming-compliance-eu
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https://www.ftc.gov/legal-library/browse/cases-proceedings/18 4 3116 481c./5as-proceedioce5
https://www.ftc.gov/news-events/press-releases/2018/09/ftc-reaches-settlements-four-companies-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2018/09/ftc-reaches-settlements-four-companies-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2018/09/ftc-reaches-settlements-four-companies-falsely-claimed



https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
https://www.ftc.gov/news-events/news/press-releases/2019/12/court-orders-operators-deceptive-rental-listing-websites-pay-6-million-permanently-bans-them
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https://www.ftc.gov/news-events/press-releases/2018/07/california-company-settles-ftc-charges-related-privacy-shield
https://www.ftc.gov/news-events/press-releases/2018/07/california-company-settles-ftc-charges-related-privacy-shield
https://www.ftc.gov/news-events/press-releases/2018/07/california-company-settles-ftc-charges-related-privacy-shield



https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3108-triangle-media-corporation
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3108-triangle-media-corporation
https://www.ftc.gov/news-events/news/press-releases/2019/05/online-marketers-barred-deceptive-free-trial-offers-unauthorized-billing
https://www.ftc.gov/news-events/news/press-releases/2019/05/online-marketers-barred-deceptive-free-trial-offers-unauthorized-billing
https://www.ftc.gov/news-events/news/press-releases/2019/05/online-marketers-barred-deceptive-free-trial-offers-unauthorized-billing
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/news-events/news/press-releases/2020/06/ftc-sending-refund-checks-totaling-more-87-million-consumers-defrauded-deceptively-marketed-online
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3011-x180033-9140-9201-quebec-inc-premium-business-pages-inc
https://www.ftc.gov/legal-library/browse/cases-proceedings/182-3011-x180033-9140-9201-quebec-inc-premium-business-pages-inc
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https://www.ftc.gov/news-events/news/press-releases/2021/02/ftc-sends-nearly-47-million-victims-digital-altitude-business-coach0 Rrital-alti2h0184423 0 R/B39</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/Rect[617.25 202.377 7Struct 7.9046]/S9.97tParent 1125/Subty65/Link/Type/Annot>><</S/URI/URI(https://www.ftc.gov/news-events/news/press-releases/2021/02/ftc-sends-nearly-47-million-victims-digital-altitude-business-coach0 Rrital-alti2h0184423 0 R/B41</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/Rect[617.25 202.377 7S9.97t 7.9046]/43.808Parent 1125/Subty68/Link/Type/Annot>><</S/URI/URI(https://www.ftc.gov/news-events/news/press-releases/2021/02/ftc-sends-nearly-47-million-victims-digital-altitude-business-coach0 Rrital-alti2h0184423 0 R/B43</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/Rect[617.25 202.377 743.808 7.9046]/57ructParent 1074/Subt1pe/Link/Type/Annot>><</S/URI/URI(https://www.ftc.gov/legal-lints/news/press-releases/2021/02/ftc-sends-nearly-47-million-victims-digital-altitude-business-coach0 Rrital-alti2h0184423 0 R/B45</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/Rect[617.25 202.377 757ruct 7.9046]/71ructParent 1080/Subt181/Link/Type/Annot>><</S/URI/URI(https://www.ftc.gov/legal-lints/news/press-releases/2021/02/ftc-sends-nearly-47-million-victims-digital-altitude-business-coach0 Rrital-alti2h0184423 0 R 6458 0 R62 0 R/Pg0311 0 R/S/P>><</K[63 64 65P 160 61436 0 R/P5 311 0 R/Type/OBJR>><</Obj 4440 0 R/P5 311 0 R/Type/OBJR>><</Obj 4438 0 R/P48311 0 R/Type/OBJR>>]/P 4434 0 R/P46311 0 R/S/Link>><</A 4437 0 R/B49</S/S/Type/Border/W 0>>/Border[0 0 0]/H/I/Rect[473.2 503.104 22.397t 515.107]/43.808Parent 1125/Subty86/Link/Type/Annot>><</S/URI/URI(https://www.ftc.gov/news-events/press-releases/2018/01/ftc-nends-neoreleases/2018/01/ftc-nends-neoreleases/2gt44iio.2urt-107]/316 0 0 RS/Type/Border/W 0>>/Border[0 0 0]/51I/Rect[473.2 503.104 22.397t 515.107]/43.808Parent 1125/Subty8/Link/T/P 440c7.9043orel2 4406 20- 4437 0 R/BS<</S/S/Ty4bj 4/H/I/Re/UR-sends-nearly34 43990 RR-sends-nearly34 43990hwLink/Ty0I/URI(ht  07ni5 202.7e843990hwLink/Ty0I/URI(ht  07ni5 202.e7T2/Border[0 0 0]/H/I/Rect[473.2 503.104I(ht  07ni5 202.e7T2/Border[0 0 0]/H/I/Re440 0 R/P5 311 0 R/Type/OBJR4orele7 0 R/BS<92t2 0RI(ht  07ni5 202.7e843990hy-4i.6r6 0 R/ 07nPg031spc-l2LinneorRI(https://www.ftc.gov/legal-lints/news/press-releases/202t://3.3sends-n9v-T2/Border[0 0 0]/H/I/Re440 09]s/new4a13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]121Subt1pe/Link/Type/llcParent 11264 R/Pg 316 0 R/Type/OBJR>><</Obj 4394 0 R/Pg 316 0 R/Type/OBJR>7<</S/URI/URI(releases/2018/01/ftc-n219//3.3sends-n9v-T2/Border[0 0 0]/H/I/Re440 09]s/new4a13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]12ua13 0]121Subt1pe/Link/Type/llcParentct[97.3 489.305 216.25 52URI/UR26990hwLink/Ty0I/URI(ht  07n760 48/Subtype2Link/Type/Annot>><</S/67T2/Border[0 0 0]/H/I/Rec 115-busineK115-148/Subtype1://www.ftc.gov/le5der[0 0 0]/H1-proceedings/162-54ngs/16254032-vtech-el1902]/StructParent543r[0 0 0]/H1-proceedings/16nt535r[0 0 0]/H1-proceedings/16nt517r[0 0 0]/H1-proceedings/16nt513r[0 0 0]/H1-proceedings/162-5[0 0 0nt51232-vtech-el1902]/StructParent516 0 R/ch-el1902]/StructParent5I(https:h-el1902]/StructParent13 4[0 0 0]/H1-proceedings/162-4 4453  5/S54R4orel7bty8/Link/T/P 440c7.90
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https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3052-emp-media-inc-myexcom
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3052-emp-media-inc-myexcom
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3052-emp-media-inc-myexcom
https://www.ftc.gov/news-events/press-releases/2018/01/ftc-nevada-seek-halt-revenge-porn-site
https://www.ftc.gov/news-events/press-releases/2018/01/ftc-nevada-seek-halt-revenge-porn-site
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3032-vtech-electronics-limited
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3032-vtech-electronics-limited
https://www.priv.gc.ca/en/opc-news/news-and-announcements/2018/nr-c_180108/
https://www.priv.gc.ca/en/opc-news/news-and-announcements/2018/nr-c_180108/
https://www.ftc.gov/news-events/news/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated-childrens-privacy-law-ftc-act
https://www.ftc.gov/news-events/news/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated-childrens-privacy-law-ftc-act
https://www.ftc.gov/news-events/news/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated-childrens-privacy-law-ftc-act
https://www.ftc.gov/news-events/news/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated-childrens-privacy-law-ftc-act
https://www.ftc.gov/news-events/news/press-releases/2018/01/electronic-toy-maker-vtech-settles-ftc-allegations-it-violated-childrens-privacy-law-ftc-act
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https://www.ftc.gov/legal-library/browse/cases-proceedings/142-3170-x180013-ronnie-montano
https://www.ftc.gov/news-events/press-releases/2017/12/ftc-alleges-get-rich-quick-scheme-bilked-consumers-out-millions
https://www.ftc.gov/news-events/press-releases/2017/12/ftc-alleges-get-rich-quick-scheme-bilked-consumers-out-millions
https://www.ftc.gov/news-events/press-releases/2017/12/ftc-alleges-get-rich-quick-scheme-bilked-consumers-out-millions
https://www.ftc.gov/news-events/press-releases/2017/12/ftc-alleges-get-rich-quick-scheme-bilked-consumers-out-millions
https://www.ftc.gov/news-events/news/press-releases/2019/03/ftc-mail-refund-checks-victims-get-rich-quick-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/03/ftc-mail-refund-checks-victims-get-rich-quick-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/03/ftc-mail-refund-checks-victims-get-rich-quick-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/03/ftc-mail-refund-checks-victims-get-rich-quick-scheme
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3050-x180003-a1-janitorial-supply-corp
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3050-x180003-a1-janitorial-supply-corp
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/press-releases/2017/11/ftc-charges-office-supply-scheme-bilking-millions-dollars-small
https://www.ftc.gov/news-events/news/press-releases/2019/12/ftc-returns-more-26-million-small-businesses-targeted-office-supply-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/12/ftc-returns-more-26-million-small-businesses-targeted-office-supply-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/12/ftc-returns-more-26-million-small-businesses-targeted-office-supply-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/12/ftc-returns-more-26-million-small-businesses-targeted-office-supply-scheme
https://www.ftc.gov/news-events/news/press-releases/2019/12/ftc-returns-more-26-million-small-businesses-targeted-office-supply-scheme
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https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3173-decusoft-llc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3173-decusoft-llc-matter
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3171-tru-communication-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3171-tru-communication-inc-matter
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3172-md7-llc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3172-md7-llc-matter
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/news-events/press-releases/2017/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3195-x170050-bob-robinson-llc
https://www.ftc.gov/news-events/press-releases/2017/08/ftc-obtains-temporary-restraining-order-halting-work-home-scheme
https://www.ftc.gov/news-events/press-releases/2017/08/ftc-obtains-temporary-restraining-order-halting-work-home-scheme
https://www.ftc.gov/news-events/press-releases/2017/08/ftc-obtains-temporary-restraining-order-halting-work-home-scheme
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https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3250-sentinel-labs-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3250-sentinel-labs-inc-matter
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3248-vir2us-inc-matter
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3248-vir2us-inc-matter
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/news-events/news/press-releases/2017/02/three-companies-settle-ftc-charges-they-deceived-consumers-about-participation-international-privacy
https://www.ftc.gov/legal-library/browse/cases-proceedings/152-3245-x170019-phlg-enterprises-llc
https://www.ftc.gov/legal-library/browse/cases-proceedings/152-3245-x170019-phlg-enterprises-llc
https://www.ftc.gov/news-events/news/press-releases/2017/02/ftc-settlement-puts-stop-money-mule-who-profited-india-based-irs-other-scams
https://www.ftc.gov/news-events/news/press-releases/2017/02/ftc-settlement-puts-stop-money-mule-who-profited-india-based-irs-other-scams
https://www.ftc.gov/news-events/news/press-releases/2017/02/ftc-settlement-puts-stop-money-mule-who-profited-india-based-irs-other-scams
https://www.ftc.gov/news-events/news/press-releases/2017/02/ftc-settlement-puts-stop-money-mule-who-profited-india-based-irs-other-scams

'97lj0d

[euonep ysiueds
pue a3dljod pPajuno "uol|iw 986$
uelpeue) [eAoy ‘anusd o yuswbpnl Arelsuow
pneidiuy uelpeue)d e o) paaibe juepualaq

‘92INIBS 921]0d 01U0IO |

ay) wody Buipnjoul ‘pnely
Joneiadood feuoneulaiul  aliMm panage pue paple
ueolyiubispue pue welboid Bullspune| (,T0Z ‘6T "uer
‘SWNOIA "S'N Sk [[dM St Asuowiue aAN0aYe ueed ‘d’IN) DDD0TT00
2u0IreUISIUI YUM ‘peOIgeIieIUreW 0} pajre) Aj| njjjim -\3/T:T 'ON “0D

3S S)asSe PaAjoAUl aseD ey 0] pabaje uepuaa IoIluN UIBISOM A D14 €9


https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
https://www.ftc.gov/news-events/press-releases/2017/01/western-union-admits-anti-money-laundering-violations-settles
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https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/press-releases/2016/12/operators-ashleymadisoncom-settle-ftc-state-charges-resulting
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/news-events/news/press-releases/2017/09/ftc-earns-prestigious-international-award-ashleymadisoncom-data-breach-investigation
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3095-x170001-global-access-technical-support-0
https://www.ftc.gov/legal-library/browse/cases-proceedings/162-3095-x170001-global-access-technical-support-0
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/press-releases/2016/10/ftc-charges-tech-support-companies-using-deceptive-pop-ads-scare
https://www.ftc.gov/news-events/news/press-releases/2019/08/ftc-sending-refunds-victims-tech-support-scam
https://www.ftc.gov/news-events/news/press-releases/2019/08/ftc-sending-refunds-victims-tech-support-scam
https://www.ftc.gov/news-events/news/press-releases/2019/08/ftc-sending-refunds-victims-tech-support-scam
https://www.ftc.gov/news-events/news/press-releases/2019/08/ftc-sending-refunds-victims-tech-support-scam
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https://www.ftc.gov/legal-library/browse/cases-proceedings/1623226-x160053-terry-somenzi-individually-officer-international-advisory-services-inc-et-al
https://www.ftc.gov/news-events/press-releases/2016/09/ftc-charges-fake-prize-scheme-operators-fraud
https://www.ftc.gov/news-events/press-releases/2016/09/ftc-charges-fake-prize-scheme-operators-fraud
https://www.ftc.gov/news-events/press-releases/2016/09/ftc-charges-fake-prize-scheme-operators-fraud
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