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WASHINGTON,D.C. 20580

Office of Commissioner
Andrew N. Ferguson

Concurring and Dissenting Statement of Commissioner Andrew N. Ferguson
In re Gravy Analytics, Inc. & In re Mobilewalla, Inc.
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December 3, 2024

Today the Commission approves complasgsinst,and proposed consent orders with,

> Gravy and
Mobilewalla do not collect the data from consunfefhose data are collected from applications
that consumers usen their smartphones, and Gravy and Mobilewalla purchase or otherwise
acquire those data after they are colle¢t&tavy and Mobilewalla then sell those data to private
firms for advertising, analytics, and other purposasswell as teéhe government

| concur entirely in two of the counts the Commission brings against both firms, and one



directly to him,



The violation of a private contraatoneis not enough to establish a violation of Section
5.21 Butthese agreements protegtmore tharjust Mobilewalla’s contractual counterpartidgey
also protected large numbersaminsumergrom the risk of having theiprivatedataaggregated,
linked to their identityand soldwvithout their consentas Mobilewalla didMobilewalla’s breach
of its contractual obligations therefore exposedsumerso the same substantiask of injury as
collection of their data without consent, was not reasonably avoidable by consumers (as this
conduct was far removed from their knowledge and control), andhatasutweighed by any
countervailing benefits to consumeltis therefore in the public interest to hold Mobilewalla
liable for thisconductunder Section 5, as it would be even if no contract governed Mobiesval
obligations regarding the unconsented collection and retention of these precise locatfén data

Il
| dissent from the Commission’s counts against both firms accusing themifaofly

categorizing consumers based on sensitive characteraidsf selling trosecategorizations to
third parties?® The FTC Act prohibits the collection and subsequent sale of precise location data



observe the rites; from



private and sensitivé® And if we dida full accounting of characteristitsat someone, somewhere
might consider sensitive, no usebategorizations would remain.what we are worried about is
that the generation and salithese categorizatiomgll be a substitute fothe sale oftheuser data
from which they are derivethe correct approach is to treat conclusions derived fisendata as
no different than the underlying datin either caseadequateconsent is requiredor their
collection, use, and sale.

Finally, I havedoubts about the viability & final charge levied against Mobilewalta
indefinitely retaining consumer location informatiéhlt is a truism that data stored indefinitely
is at a greater risk of compromise than data stored for a short period.dtitm®thing in Section
5 forms the basis of standards for data retenfidve difficulty is illustrated perfectly by the
proposed order we approve today. Rather than impose any particular retention sahredubdy i
requires that Mobilewalla:

... document, adhere to, and make publiajilable... a retention schedule ... setting
forth: (1) the purpose guurposes for which each type of Covered Information is collected
or used; (2) the specifiousiness needs for retaining each type of Covered Information;
and (3) an established timefrafioe deletion of each type of Covered Information limited
to the time reasonably necessaryuidill the purpose for which the Covered Information
was collected, and in no instance providing the indefinite retetion of any Covered
Information... 3!

Giventhat Mobilewalla is in the business of selling user information, and that the marginal cost of
data storage is lovthe “specific business need” can be nothing more than the possisience

in the future of some buyerilling to pay more than the lowost of storage to acquire the ddta.

see no reason why Mobilewalla could not set a retention periothoy decadebased on this
reasoningln fact, while tweyearold location data is intuitively less valuable than-gearold
location data, it is quite plausible thaenty- or thirty-yearold location data is more valuable than
location data that is only a few years ,oltb it may allow advertisers to tap into nostalgic
sentiments.
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choices and tradeoffs. It did not do so when it adopted the general prohibitions of Section 5 nearly
nine decades ago. And it has not adopted comprehensive privacy legislation since then. We must
respect that choice.

Until Congress acts, we should vigorously protect Americans’ privacy by enforcing the
laws Congress has actually passed. But we must not stray from the bounds of the law. If we do,
we will sowuncertainty among legitimate businesgastentialy disrupt the ongoing negotiations
in Congress on privacy legislation, and risk damaging Idssese Commission in court.
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