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Such stat em ent s  triggere d legal scrut i ny bec aus e t hei r bre adt h indi cat ed tha t Twit t er may have 

discl os ed  consum ers ’ p er sonal inform at i on—s uch as direct messag es , prot e ct ed Twe et s, or inform at i on 
reveal i ng  real names o r t elephone numbers associ at ed with a part i cul ar Tw it t er handl e—i n viol at i on of the 
FTC’s orde r and unde rm i ni ng user privacy . Co mpl iance s taf f, ther efor e,  sought inform at i on from Tw it t er 
about this devel opm ent. Seeki ng inform at i on fro m a company as pa rt of an order compl i an ce inves t i gat i on 
is a rout i ne part of the FTC’s work.  

 
Here, for ex am pl e,  the Order prohi bi t s Twit t er  fro m misrepres ent i ng its privacy and se curi t y 

measures fo r prev ent i ng unaut hori zed acc es s to inform at i on from or about i ndi vi dual consum ers, an d the 
Order furt her p rohi bi t s Twit t er from misrepr es ent i ng the extent to which it makes such  inform at i on 
acc es s i bl e to any third pa rt i es. 5 The Order  also req ui re s that Twit t er hav e a comprehens i ve p rivacy and 
inform at i on securi t y prog ram with safegu ards that incl ude, at a mini m um, data ac ces s poli ci es and co nt rol s 
for: (a) all databas es stori ng consum er inform at i on; (b) all networks, syst em s, and soft war e that provi de 
acc es s to Twit t er users ’ account s; and (c) all netw orks, syst em s, and soft w are cont ai ni ng inform at i on that 
enabl es or faci l i t at es acc es s to Twit t er’s internal n etwork and syst em s. 6  

 
On their fa ce, the indi vi d ual s ’ publ i c stat em ent s  seem ed  to cont r adi ct what Twit t er had previ ous l y 

told FTC compl i ance staf f  about its acc es s poli ci es  and cont rol s. Com pliance s taff  
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