
 
  

 
 

  
 

 
  

 
 

 
 

 
 

  
 

 
  

 
 
 

  
 

 
  

 
 

 
 

 
  

 
  

 

 
   

 
 

 

 
 
 
 
 
 
 
 

 
 

 

 

Case 1:23-cv-00900 Document 1 Filed 04/03/23 Page 1 of 35 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

UNITED STATES OF AMERICA, 
United States Department of Justice 
Consumer Protection Branch 
450 5th St. NW, Suite 6400 
Washington, DC 20001 

Plaintiff, 

v. 

NEXWAY SASU, a corporation, 1 Avenue du 
General de Gaulle 92074 Paris, La Defense, France; 

NEXWAY GROUP AG , a corporation, 
Gerbergässlein 48 4051 Basel, Switzerland; 

ASKNET SOLUTIONS AG , a corporation, 
(formerly ASKNET AG and NEXWAY AG) 
Vincenz-Prießnitz-Straße 3 76131 Karlsruhe, 
Germany; 

NEXWAY, INC. , a corporation, 235 West Lake 
Center, Number 30, Daly City, CA 94105; 

ASKNET, INC. , a corporation, 4804 Mission 
Street, Suite 208 San Francisco, CA 94112; 

VICTOR IEZUITOV, also d/b/ a VICTOR 
LEZUITOV, individually and as an officer of 
NEXWAY SAS, NEXWAY GROUP AG, 
ASKNET AG, and NEXWAY AG; and 

CASEY POTENZONE, individually and as an 
officer of NEXWAY SAS, NEXWAY GROUP 
AG, ASKNET AG, and NEXWAY AG, 

Defendants. 

Case No. 1:23-cv-900 

COMPLAINT FOR PERMANENT 
INJUNCTION, MONETARY 
RELIEF, CIVIL PENALTIES AND 
OTHER RELIEF 
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Plaintiff, the United States of America (Plaintiff), acting upon notification and 

authorization to the Attorney General by the Federal Trade Commission (“FTC”), for its 

Complaint alleges: 

1. Plaintiff brings this action under Sections 5(m)(1)(A), 13(b) and 19 of the Federal 

Trade Commission Act (“FTC Act”), 15 U.S.C. §§ 45(m)(1)(A), 53(b), 57b, and the 

Telemarketing Sales Rule, 16 C.F.R. Part 310.4 (“TSR”), to obtain a permanent injunction, civil 

penalties, and other relief for violations of the FTC Act and the TSR committed by the Defendants, 

Nexway SASU, Nexway Group AG, asknet Solutions AG, Nexway, Inc., asknet, Inc., Victor 

Iezuitov, and Casey Potenzone. 

SUMMARY OF CASE 

2. The Defendants are at the center of a technical support scam. Defendants worked 

with telemarketers who made misrepresentations to consumers about the performance and security 

of their computers in connection with the sale of bogus technical support services. Defendants 

violated the law either by assisting and facilitating those illegal sales and laundering the credit 

card charges through their own merchant accounts, or by engaging in the enterprise as the ultimate 

sellers liable for the transactions. The Defendants injured consumers in this District, throughout 

the United States and elsewhere in the world. 

JURISDICTION AND VENUE 

3. This Court has subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331, 1337(a), 

and 1345. 

4. Venue is proper in this District under 28 U.S.C. § 1391(b)(2), (b)(3), (c)(2), (c)(3), 

and (d), and 15 U.S.C. § 53(b). 
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PLAINTIFF 

5. Plaintiff is the United States of America, acting upon notification and authorization 

to the Attorney General by the Federal Trade Commission, pursuant to Section 16(a)(1) of the 

FTC Act, 15 U.S.C. § 56(a)(1). The FTC is an independent agency of the United States 

Government created by the FTC Act. The FTC enforces Section 5(a) of the FTC Act, 15 U.S.C. 

§ 45(a), which prohibits unfair or deceptive acts or practices in or affecting commerce. The FTC 

also enforces the Telemarketing Sales Rule, which prohibits unlawful acts or practices in 

connection with telemarketing. 16 C.F.R. Part 310. 

DEFENDANTS 

6. Defendant Nexway SASU is a French corporation with its principal place of 

business at 1 Avenue du General de Gaulle 92074 Paris, La Defense, France. Nexway SAS 

became part of Nexway Group AG in 2018. Nexway SASU in connection with the matters alleged 

herein, transacts or has transacted business in this District and throughout the United States. 

7. Defendant Nexway Group AG 
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used to process credit card charges with Global Collect Services, USA, a United States corporation 

also doing business as Ingenico. 

12. At times material to this Complaint, acting alone or in concert with others, he has 

formulated, directed, controlled, had the authority to control, or participated in the acts and 

practices of Nexway AG, Nexway SAS, Nexway, Inc., asknet, Inc. set forth in this Complaint. In 

connection with the matters alleged herein, he transacts or has transacted business in this District 

and throughout the United States. 

13. Defendant Casey Potenzone was the Chief Strategic Officer of Nexway AG, 

Nexway SAS and Nexway Inc. from on or about October 2017 to December 2020. He is a United 

States citizen and resides in Holland. He was also the Senior Vice President of Sales and 

Marketing for Nexway AG, Nexway SASU and Nexway, Inc. from June 2016 to October 2017, 

and the United States Director of Sales for Nexway AG, Nexway SAS, and Nexway Inc. from 

October 2014 to May 2016. He was a member of the Executive Board and Leadership Committee 

of Nexway AG and Nexway SASU from on or about July 2019 to December 30, 2020. He was 

the Secretary of asknet, Inc. from September 13, 2019 to September 4, 2020 and was identified as 

the President of asknet, Inc., in a February 2020 loan agreement between asknet, Inc., and Nexway 

AG. Defendant Potenzone controlled and operated companies that did business in the United 

States, assisted and facilitated telemarketers who targeted consumers in the United States, engaged 

in credit card laundering in the United States, or claimed to be the merchant and took liability for 

telemarketing sales involving false statements about the performance and security of a computer 

to consumers in the United States. He also personally did business in the United States as the 

Secretary and President of a United States corporation, asknet, Inc. At all times material to this 

Complaint, acting alone or in concert with others, he has formulated, directed, controlled, had the 
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23. Nexway claims to use a Merchant of Record (“MoR”) business model. Under 

Nexway’s MoR model, consumers or customers, after being subjected to deceptive pop ups and 

misrepresentations by the Tech Live Connect telemarketers, enter their credit card numbers into 

an online payment page that is supported by Nexway and includes the Premium Techie Support 

(the dba for Tech Live Connect) and Nexway name in order to pay for the bogus tech support 

services. Consumers receive emails from premiumtechiesupport-en.@nexway.com confirming 

the purchase. The charges on consumers’ credit card statements include the name Nexway. 

Nexway admits that it is liable for the sales conducted when it undertakes to process transactions 

under the MorR business model. Nexway is a business that collects money from consumers under 

the Nexway name. 

The Tech Live Connect Pop Up Scam 

24. In numerous instances, Tech Live Connect used deceptive pop ups to ensnare 

consumers between August 2016 and February 2020. 

8 
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submitted into the credit card systems for payment, and distributing the funds to telemarketers as 

shown in the complaint graphic below: 

Consumer (I) receives a Telemarketer at call center Nexway uses its merchant 
deceptive pop up on his or her deceptively pitches tech suppo1t account to cause an acquirer to 
computer directing the se1vices submit charges into the credit 
consumer to call a number and charges consumers. card system, collects money 
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US v. Michael Brian Cotter, et al., Case No. 1:20-CV-24216-RNS (Complaint filed 10/15/20, 
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the price at which each product is offered for sale; and that as “the seller and merchant of record, 

Nexway is responsible for setting the returns and cancellations policy applicable to the Products 

sold by Nexway.” Moreover, Appendix 1 to the TLC Digital Partnership Agreement, includes a 

workflow diagram which shows what appears to be a telemarketer remotely accessing and 
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does business as Global Collect Services BV and Global Collect. The acquiring bank for these 

transactions was WorldPay. Ingenico was WorldPay’s agent. 

42. Nexway processed Tech Live Connect charges through their processing accounts 
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48. Potenzone participated in the laundering scheme. For example, in March 2017, 

Potenzone asked TLC to increase the number of sales it processed through Nexway so he could 

meet a sales target. TLC responded by sending more sales to Nexway to be processed during the 

last ten days of March 2017. 

Defendants Knew or Consciously Avoided Knowing about Tech Live Connect and Other 
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containing obvious “red flags” about Nexway’s tech support clients. For example, while he was 

on the Board of a company that had an ownership interest in Nexway, Iezuitov: 

a. Received and responded to a June 4, 2019 email discussing one tech support 

client’s use of prepaid cards to create bogus $3 micro transactions as a method to lower its 

chargeback rate to an acceptable level; 

b. Received a June 5, 2019 email stating that Nexway’s actions could be seen 

by the police as “assistance to fraud;” and 

c. Received a June 24, 2019 email titled: “Plainte client au sujet de Vacillate” 

(Customer complaint about Vacillate), stating that Nexway was shielding PTS clients from the 

judiciary. 

53. Nexway, Iezuitov and Potenzone also all knew that Nexway AG or Nexway SASU 

used its own merchant account to cause a payment processor or financial institution to submit 

charges into the credit card system that arose from transactions between consumers and companies 

offering telemarketed tech support services, including Tech Live Connect, to collect payment for 

those charges from consumers’ bank accounts, and to transmit those funds, after deducting fees, 

back to such companies. 

54. Nexway received many indications that Tech Live Connect and other foreign tech 

support call center clients of Nexway were engaged in unlawful practices, including the following: 

(1) numerous consumer complaints, including complaints that Nexway received directly from 

consumers by mail and phone, and complaints forwarded to Nexway by the Better Business 

Bureau (“BBB”) and state attorneys general; (2) police reports and inquiries; (3); a complaint from 

another Nexway client, which is a software company specializing in virus detection, about Tech 

Live Connect making misrepresentations to consumers; (4) a newspaper article that detailed Tech 

16 
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a. For example, in a complaint received by Nexway that was filed with the 

BBB on June 1, 2017, the consumer stated, “[I] was on line running my computer when a message 

flashed across the screen that my computer was infected with a virus.” 

b. In addition, in a complaint received by Nexway that was filed with the BBB 

on March 
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call centre cheated foreign computer owners,” which was posted on the internet. It detailed 

TLC’s/Premium Techie Supports’ use of deceptive pop ups and deceptive telemarketing practices, 

including telemarketers misrepresenting their affiliation with Apple. 

62. Potenzone and Nexway were aware of the Hindustan Times article by no later than 

April 11, 2017. Specifically, Brian Cotter admitted to Potenzone that the Tech Live Connect 

telemarketer had made a misrepresentation and that the telemarketer had not been fired. 

63. 

https://www.ftc.gov/news
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71. In reality, Nexway was providing processing services to a number of telemarketers. 

The transactions were not computer store sales or retail sales. They involved telemarketing and 

card not present transactions, not credit cards on file, as Nexway indicated in its remediation plan. 

Moreover, Tech Live Connect’s chargebacks were a primary reason for Nexway’s inclusion in the 

https://release:https://www.ftc.gov/news-events/press
https://www.bbb.org/globalassets/article-library/tech-scam
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urged consumers to immediately call a toll-free number for help. When consumers called the 

number, they were connected to telemarketers based in India. The telemarketers claimed they 

needed remote access to consumers’ computers in order to diagnose the problem. Once given 

access, the telemarketers showed consumers innocuous screens and directories on the computers, 

deceiving consumers into believing that these were evidence of problems that required immediate 

repair. 

75. The BBB received so many complaints about Nexway that it started an 

investigation of the company and sent a letter to Nexway seeking more information about its 

business model. The February 2018 letter included the following statement and requests: 
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March 2018 and January 2020, Nexway also received letters from Attorneys General in the states 

of Ohio, Michigan, W
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87. On April 3, 2019, the asknet Vice President for eCommerce Solutions sent an email 

to a representative of Tech Live Connect stating: 

I have to inform you that we have to stop selling your service to german (sic) 
endcustomer because of too many police complaints. We had a very intensive 
conversation with the german (sic) police and they mad (sic) it very clear that 
there is a high risk for us if we continue handling your service to german (sic) 
endcustomers. 

The Tech Live Connect representative called the asknet Vice President for eCommerce Solutions 

and reported in an April 4, 2019 email that the asknet VP told him that Defendants had: 

[B]een in regular touch with the local German cops on complaints received on 
tech support sales done on their platform and have been averting any major action 
on them (by using good contacts with the coos (sic)) such as a house search on 
their office premises ( 4 times they have managed to avoid), but it finally reached 
a stage where it was unavoidable and their cop liaison told them that anymore 
complaints, house search on their premises in inevitable. Thus, their CEO decided 
to STOP German tech support processing for all remaining active accounts with 
immediate effect. (emphasis in original). 

88. Nexway knew that some of its tech support telemarketing clients were using 

prepaid cards and micro transactions to lower artificially their chargeback rate. For example, on 

June 3, 2019, Potenzone received an email from Nexway agent Nicholas Forcier confirming that 

a tech support telemarketer was using prepaid cards to lower chargeback levels. Potenzone shared 

this email with Iezuitov on June 4, 2019, and in July 2019, Nexway staff confirmed that the 

telemarketer was using prepaid cards to add “micro transactions at about $3 on our checkouts.” 

89. Nexway knew that: (1) the German police were investigating asknet and Nexway, 

(2) both companies had already attracted the attention of credit card associations because of high 

chargebacks, and (3) both companies had appeared in BBB complaints. For example, a June 5, 

2019 email from a Management Board member of asknet AG states the following: 

Both companies already attracted the attention of PSPs [payment service 
providers] and credit card organizations, have 
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27.05.19 with german (sic) police. Asknet was informed of suspicions for 15! 
(sic) of asknets (sic) clients to be involved in fraudulent activities. In most 

https://27.05.19
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b. The tech support companies had a “Bad risk rating at PSPs [payment 

service providers],” with WorldPay telling them “openly when discussing new conditions, want 

to introduce much higher monthly minimum, showed bad fraud rates for both companies,” and 

noted that PSPs were telling them [Nexway] that there were “[t]oo few ,,good (sic)” transactions 

to compensate the ,,bad (sic) ones;” and 

c. Adyen requested that Nexway stop submitting Discover charges due to high 

fraud and chargeback figures. 

92. Nexway intentionally shielded the telemarketers engaged in deceptive practices 

from law enforcement. For example, a June 24, 2019 email from in-house counsel states the 

following: 

I’m well aware of the financial situation we are facing… PTS [Premium Tech 
Support Clients] are well aware that we are trying to shield them from the 
judiciary…we will be more doomed shutting down PTS today… 

Iezuitov and Potenzone received this email. 

93. The minutes of a July 11, 2019 leadership meeting at Nexway, which included 

Iezuitov and Potenzone, show that Nexway was strongly dependent on its Premium Tech Support 

clients, 
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95. Nexway did not adopt any of Professor Nikiforakis’ recom(
( )T ( )-343d4 (y )d)]TJ
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Count I 
Section 5 Unfairness Count 

103. In numerous instances, Defendants have submitted credit card charges through 

Nexway’s merchant account for an entity that made false statements to consumers. 

104. Defendants’ actions cause or are likely to cause substantial injury to consumers 

that consumers cannot reasonably avoid themselves and that is not outweighed by countervailing 

benefits to consumers or competition. 

105. Therefore, Defendants’ acts or practices as set forth in Paragraph 103 constitute 

unfair acts or practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45(a), (n). 

Count II 
Misrepresentations to Consumers 

(Pled in the Alternative) 

106. Defendants submitted the credit card charges related to Tech Live Connect and 

others sale of tech support services through merchant accounts in Defendants’ name, identifying 

themselves to payment processors, acquiring banks, consumers, or their telemarketers, as the seller 

and merchant of record and taking “full ownership” of the charges processed through Defendants’ 

merchant accounts. Defendants also entered into agreements with Tech Live Connect and other 

entities, and admit to being the seller. 

107. In numerous instances in connection with the offering for sale of tech support 

services, Defendants have represented, directly or indirectly through Tech Live Connect and other 

telemarketers, expressly or by implication, that, among other things, they have identified 

significant performance or security problems on consumers’ computers, including that consumers’ 

computers are infected with a virus; and that the telemarketer was associated with legitimate 

companies, such as Microsoft. 

30 
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108. In truth and in fact, in numerous instances in which Defendants, directly or 

indirectly, have made the representations set forth in paragraph 107, they have not detected 

significant performance, security problems, or viruses on consumers’ computers and were not 

associated with legitimate companies, such as Microsoft. 

109. Therefore, Defendants’ acts or practices as set forth in paragraphs 106 through 108 

constitute deceptive practices in violation of Section 5 of the FTC Act, 15 U.S.C. § 45(a). 

VIOLATIONS OF THE TELEMARKETING SALES RULE 
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Count III 
Assisting and Facilitating 

119. In numerous instances, Defendants provided substantial assistance and support to 

one or more sellers or telemarketers, whom they knew, or consciously avoided knowing, were 

violating § 310.3(a)(4) of the TSR. 

120. Therefore, Defendants’ acts or practices as set forth in Paragraph 119 violate the 

TSR, 16 C.F.R. § 310.3(b). 

Count IV 
Credit Card Laundering 

121. In numerous instances, Defendants presented to or deposited into, or caused 

another to present to or deposit into, the credit card system for payment, a credit card sales draft 

generated by a telemarketing transaction that is not the result of a telemarketing credit card 

transaction between the cardholder and the merchant. 

122. Therefore, Defendants’ acts or practices as set forth in Paragraph 121 violate the 

TSR, 16 C.F.R. § 310.3(c)(1). 

Count V 
Misrepresentations to Consumers 

(Pled in the Alternative) 

123. Defendants were Sellers who made or caused to be made false or misleading 

statements about the performance or security of a computer to induce a person to pay for technical 

support services. 

124. Therefore, Defendants’ acts or practices as set forth in Paragraph 123 violate the 

TSR, 16 C.F.R § 310.3(a)(4). 

CONSUMER INJURY 

125. Consumers have suffered tens of millions of dollars of injury, and will  continue to 

suffer, substantial injury as a result of Defendants’ violations of the FTC Act and the 

33 
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Telemarketing Sales Rule. In addition, Defendants have been unjustly enriched as a result of their 

unlawful acts or practices. Absent injunctive relief by this Court, Defendants are likely to continue 

to injure consumers, reap unjust enrichment, and harm the public interest. 

CIVIL PENALTIES 

126. The Defendants’ violations of the TSR were committed with the knowledge 

required by Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. § 45(m)(1)(A). 

127. Section 5(m)(1)(A) of the FTC Act, 15 U.S.C. § 45(m)(1)(A), as modified by 

Section 4 of the Federal Civil Penalties Inflation Adjustment Act of 1990, 28 U.S.C. § 2641, as 

amended, and as implemented by 16 C.F.R. §1.98(d), authorizes this Court to award monetary 

civil penalties of up to $46,517 for each violation of the TSR. See 16 C.F.R. §1.98(d); 87 Fed. 

Reg. 1070 (Jan. 10, 2022). 

PRAYER FOR RELIEF 

Wherefore, Plaintiff requests that the Court: 

A. Enter a permanent injunction to prevent future violations of the FTC Act and the 

Telemarketing Sales Rule by Defendants; 

B. Award civil penalties; 

C. Award other monetary relief and other relief within the Court’s power to grant; and\ 

D. Award any additional relief as the Court may determine to be just and proper. 
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