
 
 

   

 

 

 

 

   

   

     

  

 

   

     

    

  

  

 

 

      

  

    

 
  

[Billing Code: 6750-01-P] 

FEDERAL TRADE COMMISSION 

16 CFR Part 314 

RIN 3084-AB35 

Standards for Safeguarding Customer Information 

AGENCY: Federal Trade Commission. 

ACTION: Final rule. 

SUMMARY: The Federal Trade Commission (“FTC” or “Commission”) is issuing a 

final rule (“Final Rule”) to amend the Standards for Safeguarding Customer Information 

(“Safeguards Rule” or “Rule”) to require financial institutions to report to the 

Commission any notification event where unencrypted customer information involving 

500 or more consumers is acquired without authorization. 

DATES: 





 
 

 

  

  

   

   

   

  

 

   

  

 

  

   

    

 

     

 
      
     
    
   

    
 

  
  

     
   

  

comments received following the workshop, the Commission issued final amendments to 

the Safeguards Rule on December 9, 2021.7F 

8 

In the NPRM, the Commission explained that its proposed amendments to the 

Safeguards Rule were based primarily 

7F



 
 

    

  

   

    

     

  

    

    

    

 

     

 

   

    

  

  

   

 

   

 
  
   
     
           

 
 

involving encrypted information should be included in the requirement, and (5) whether 

the requirement should allow law enforcement agencies to prevent or delay notification if 

notification would affect law-enforcement investigations.11F 

12 

The final rule, which the Commission published in the Federal Register on 

December 9, 2021, did not include a reporting requirement.12F 

13 However, on the same 

date, the Commission published a Supplemental Notice of Proposed Rulemaking 

(“SNPRM”) in the Federal Register, which proposed further amending the Safeguards 

Rule to require financial institutions to report to the Commission certain security events 

as soon as possible, and no later than 30 days after discovery of the event.1 3F 

14 Specifically, 

the Commission proposed to require financial institutions to notify the Commission 

electronically 



https://www.ftc.gov


 
 

 

  

   

 

 

      

  

 

      

  

     

 

    

  

  

  

 
    

  
   

 
   

  
   
   
 

  
 

 
      

  

as an indication that companies’ data security practices are inadequate and stated that 

requiring companies to provide notice to the Commission would enable the Commission 

to more easily enforce the Rule.17F 

18 The Clearing House argued that the requirement is 

appropriate because it would place financial institutions covered by the Rule in the same 

position as banks, which are required to report data breaches to their prudential 

regulators.18F 

19 The El
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because the burden on individual financial institutions is minimal, as the Final Rule does 

not require an extensive report and, in many instances, financial institutions will already 

be preparing notices to consumers and state agencies. 

Some commenters argued that the notification requirement would not improve 

financial institutions’ data security.26F 

27 Other commenters disagreed with this assertion, 

arguing that the notification requirement would further incentivize financial institutions 

to protect customer information.



 
 

  

  

  

 

 

  

    

  

 

  

   

 

  

 
   

  
    

 
 

   
    

  
    

    
  

    
   

 
   

 
    

 
 

 
 



 
 

   

   

      

    

   

    

   

   

    

     

    

 

    

  

 

   

  

 

 

   

 
   
   
    

  
  

the result of a failure to comply with the Safeguards Rule.32F 

33 NADA suggested that the 

reporting requirement should only “apply after a series of security events,” because only 

multiple events can be “suggestive of compliance failures,” while any single breach 

“certainly . . . is not.”33F 

34 While the Commission acknowledges that not every notification 

event is necessarily the result of a failure to comply with the Safeguards Rule, it disagrees 

that a single breach cannot be “suggestive of compliance failures.”34F 

35 Indeed, the fact that 

an institution has not experienced a breach does not necessarily mean that the institution 

is in compliance with the Rule’s requirements. The Commission believes that taking 

action to correct a potential Safeguards Rule violation before additional security events 

can harm consumers is appropriate and desirable. The American Financial Services 

Association (“AFSA”) contended that “the FTC should clarify what factors in a report 

could lead to enforcement concerns,” arguing that otherwise “institutions may seek to 

minimize all risks associated with a report.”35F 

36 The Commission does not believe that 

providing a guide to when a report could possibly lead to enforcement is either possible 

or desirable because the reports are unlikely to contain all of the information that the 

Commission would need to determine that law enforcement is appropriate or necessary. 

https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3203-equifax-inc


 
 

 

  

    

   

  

 

    

   

   

   

   

 

  

 

 

  

  

 
        

   
       
     

 
  

   

Rule and will result in an enforcement action or even investigation.  Rather, the reporting 

requirement will provide the Commission with valuable information about security 

threats to financial institutions and assist in the determination of whether any individual 

event should be investigated further. This will improve the Commission’s ability to 



 
 

   

  

 

  

     

   

     

   

    

      

 

 

   

  

 

  

 

 

   



 
 

   

  

    

  

   

  

 

   

     

   

    

  

   

    

    

 

   

     

 

  

 
   

 
      

(“BPI”) argued that the notification process should not begin when a financial institution 

becomes aware of an event, but instead begin when the financial institution “determines” 

a security event has occurred.  SIFMA and BPI suggested that “determination” takes 

place sometime after “discovery  



 
 

 

      

    

 

 

   

  

   

    

  

   

   

      

 

    

    

  

 
   

 
  
    

    
 
    
   
  

harm to consumers has occurred or is likely to occur, rather than when “misuse” has 

occurred or is reasonably likely.42F 

43 Some commenters argued that a trigger that requires 

consumer harm would be more in accord with state notification laws.43F 

44 Similarly, 

several commenters argued that the notification requirement should exclude security 

events that involve only encrypted 



 
 

 

 

     

  

  

    

 

    

 

   

  

   

  

 

 

 

    

 
    

 
   

  
   

  
     

   

authorization.  At the same time, the ambiguity could have been used as an opportunity to 

circumvent the reporting requirement.  Specifically, because the proposed rule required 

the financial institution to assess the likelihood of misuse, it would have allowed financial 

institutions to underestimate the likelihood of misuse, and, thereby, the need to report the 

security event. 

Accordingly, the Final Rule requires notification where customer information has 

been acquired, rather than when misuse is considered likely.  Specifically, the 

Commission is adding a new § 314.2(m) that defines the term “[n]otification event” to 

mean the acquisition of unencrypted customer information without the authorization of 

the individual to which the information pertains. Section 314.2(m) also provides that 

unauthorized access of information will be presumed to result in unauthorized acquisition 

unless the financial institution can show that there has not been, or could not reasonably 

have been, unauthorized acquisition of such information. This rebuttable presumption is 

consistent with the Health Breach Notification Rule. See 



 
 

  

 

 

  

    

  

  

  

 

    

  

  

 

     

    

     

 

   

   

   

 
  
      

    
  

“intended to address the difficulty of determining whether access to data (i.e., the 

opportunity to view the data) did or did not lead to acquisition (i.e., the actual viewing or 

reading of the data).” 49F 

50 

The Commission also agrees that notification should not be required when harm 

to consumers is rendered extremely unlikely because the customer information is 

encrypted.  Accordingly, the Final Rule does not require notification if the customer 

information acquired is encrypted, so long as the encryption key was not accessed by an 

unauthorized person.  See § 314.2(m).  By requiring notice relating to unauthorized 

acquisition only of unencrypted customer information, this change brings the Rule into 

accord with the majority of state breach notification laws. If customer information was 

encrypted but the encryption key was also accessed without authorization, then the 

customer information will be considered to be unencrypted. Someone who has both the 

encrypted information and the encryption key can easily decrypt the information.50F 

51 

In summary, the Final Rule requires notification in the event that the financial 

institution discovers that unencrypted customer information has been acquired without 

authorization.  See § 314.2(m). Unlike under the proposed rule, notification is not 

conditioned on the assessment of likelihood of misuse. The Commission believes that 

determining whether acquisition has occurred simplifies the requirement and will enable 

financial institutions to more speedily determine whether a notification event has 

occurred. In addition, the Commission believes that this change will reduce the number 

of notifications by excluding events where encrypted information was acquired, while 

50 Id. 
51 See, e.g., Ala. Code 8-38-2(6)(b)(2); Alaska Stat. 45.48.090(7); Colo. Rev. Stat. 6-1-716 (2)(a.4); 815 Ill. 
Comp. Stat. 530/5 (“Personal Information” definition); NY Gen. BuGa.3 pc13.7 (m)0. (nf)1.6 (4.229 0 Td66 0B)E129 0 Td 14.22. 6 0 -0.001 T--0.006 Tw 1.168 0 Td
[()33 (3)-6 (8)-2 ()a)1)9.5 Tc 0.006 Tc -0.066 0 14.229 13d
[(-)59 ( NY )1T8 (v)-7.1xta



 
 

     

   

 

   

 

   

    

 

   

     

    

 

     



 
 

  

    

  

    

 

    

 

   

 

     

     

    

      

    

    

 
     
    
     

   
  

  
   

 
   

In the SNPRM, the Commission asked whether, rather than having a stand-alone 

reporting requirement, the Rule should require reporting only when another state or 

federal statute, rule, or regulation requires a financial institution to provide notice of a 

security event or similar event to a governmental entity.  Some commenters supported 

this suggestion, arguing that such a requirement would reduce duplicative notice and 

consumer confusion.55F 

56 Other commenters opposed it, arguing that because of the varied 

nature of state notification laws, this would produce inconsistent reporting to the 

Commission.56F 

57 The Commission agrees that a stand-alone requirement will help ensure 

that the Commission receives consistent information regarding security events. 

Determination of Scope of Security Event 

After a financial institution becomes aware of a security event, the proposed rule 

would have required it to determine whether at least 1,000 consumers have been affected 

or reasonably may be affected and, if so, to notify the Commission. 

A number of commenters expressed views pertaining to the minimum threshold 

for the number of affected customers. Some commenters agreed that notification of 

security events should not be required if the number of consumers that could be affected 

fell below the proposed threshold (1,000 consumers).57F 

58 The Clearing House, however, 

56 CTIA (Comment 20) at 9-10; NADA (Comment 21) at 7. 
57 Clearing House (Comment 11) at 9; ACE (Comment 18) at 7; EPIC (Comment 19) at 6-7. 
58 CDIA (Comment 13) (suggesting a requirement of notification when a security event affects at least 
1,000 consumers and may cause substantial harm); American Escrow Association (Comment 16) at 2 
(supporting 1,000 consumer requirement while suggesting other changes to the notice requirement); ACE 
(Comment 17) at 2 (stating that requiring notice when 1,000 consumers are affected would be appropriate, 
if notices were required only when there was a risk of substantial harm); EPIC (Comment 19) at 4 
(suggesting that notice be required whenever an event involves the information of at least 1,000 consumers 
regardless of the likelihood of misuse). 
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suggested that notification should be required in all cases, regardless of the number of 

consumers potentially affected.58F 

59 

AFSA suggested that there should be a higher threshold of affected consumers 

before notice is required.59F 

60 AFSA argued that the thousand consumer threshold was too 

low because of “the large number of financial institutions with many more customers.”60F 

61 

The Commission disagrees that the fact that some financial institutions hold the 

information of millions of consumers suggests that a higher threshold is appropriate.  The 

Clearing House, conversely, argues that the Rule should require that the Commission 

receive notice whenever any consumer is affected, because otherwise consumers whose 

information was involved in smaller breaches would have no notice of the breach and 

would be “without the benefit of important notices” if financial institutions were not 



 
 

 

  

    

   

    

      

    

  

  

   

    

   

    

 

   

 

 

 
  
    

 
   

 
   

   

Commission’s own Health Breach Notification Rule, and the HIPAA Breach Notification 

Rule,62F 

63 also require notification of breaches involving 500 or more people.  The 

Commission concludes that a lower threshold than in the proposed rule is appropriate. 

Accordingly, the Commission is adopting a minimum threshold of 500 consumers, rather 

than the minimum threshold of 1,000 consumers that was in proposed § 314.4(j). The 

Commission believes that a security event that involves the acquisition of unencrypted 

customer information involving at least 500 consumers is significant enough to warrant 

notification of the Commission, regardless of the size of the financial institution. 

Time to Report 

The proposed Rule would have required Commission notification within 30 days 

from discovery of the notification event.  Some commenters that addressed this deadline 

agreed that this would provide financial institutions sufficient time to make the required 

determinations and to notify the Commission.63F 

64 Other commenters argued that financial 

institutions should be given significantly less time to notify the Commission.64F 

65 Other 

commenters argued that financial institutions should be given more time to notify the 

Commission.65F 

66 The Commission believes that a 30-day deadline properly balances the 

need for prompt notification with the need to allow financial institutions to investigate a 

security event, determine whether the information was acquired without authorization 

and how many consumers were affected, and learn enough about the event to make the 

63 



 
 

  

  

 

   

 

    

 

      

 

 

  

  

   

   

   

   

 
      

 
  
   

     
   

 
  

  
    

    
   

    

notification to the Commission meaningful.  Accordingly, finalized § 314.2(j)(1) retains 

the 30-day deadline from the SNPRM. 

Some commenters argued that financial institutions should be permitted to delay 

or withhold notification of a security event to the Commission at the request of a law-



 
 

     

     

   

     

   

 

    

  

 

 

      

   



 
 

    

      

 

  

   

    

       

    

     

   

 

  

  

    

       

   

   

 
   

    
  

   
   

  
    

   
      
 
   
   
  

The proposed Rule required that a notice be made electronically on a form on the 

FTC’s website,6 9F 

70 and that such notice must include the following information:  (1) the 

name and contact information of the reporting financial institution; (2) a description of 

the types of information that were involved in the notification event; (3) if the 

information is possible to determine, the date or date range of the notification event; and 

(4) a general description of the notification event. 

Several commenters supported these elements as an appropriate level of deta<</MCId 
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remedied by the time the notice is made public.77F 

78 NADA argued that the description of 

the event in particular should not be made public, suggesting that the description 

provided no benefit to consumers and would not improve data security.78F 

79 The 

Commission disagrees that making the reports public will increase risk to financial 

institutions’ data security.  As discussed above, most financial institutions are already 

subject to state breach notification laws, many of which require notification to a state 

agency that then makes the notification public.  In addition, the general nature of the 

information required to be included in the report is unlikely to provide potential attackers 

any advantage in comprising the financial institution’s security. 

Other commenters argued that publication of the notices could create undue 

media coverage and that the information would be too general to assist consumers in 

making informed decisions.79F 

80 Similarly, CDIA argued that because state law requires 

direct consumer notification to those affected by the breach, making the information 

public to all consumers would cause “consumer confusion and angst about whether the 

consumer’s information has been compromised.”80F 

81 CTIA also argued that financial 

institutions that have suffered a security event should not be subject to the punishment of 

“name and shame.”8 1F 

82 SIFMA and BPI suggested that making the reports public would 

limit the information financial institutions are willing to share in the reports in order to 

avoid public revelation of the details of the breach.82F 

83 

78 SIFMA/BPI (Comment 15) at 7; ACE (Comment 18) at 5-7; CTIA (Comment 20) at 15-16; NADA 
(Comment 21) at 6. 
79 NADA (Comment 21) at 6. 
80 AFSA (Comment 12) at 2-3; NADA (Comment 21) at 5. 
81 CDIA (Comment 13) at 7; see also SIFMA/BPI (Comment 15) at 6 (suggesting that publication of the 
reports could cause confusion for consumers and investors); ACE (Comment 18) at 5-7. 
82 CTIA (Comment 20) at 16. 
83 SIFMA/BPI (Comment 15) at 6. 
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As discussed above, the Commission acknowledges that not all security events at 

financial institutions are the result of a failure to comply with the Safeguards Rule.  

Nevertheless, the Commission believes that providing more information to consumers 

about these events will both benefit consumers and incentivize companies to better 

protect that information.  The Commission is not persuaded that attention given to 

breaches is “undue” or otherwise inappropriate, as suggested by some commenters. 

Apart from providing actionable information for individuals who are directly affected, 

reporting provides a broader value to the general public to consider proactive measures, 

such as implementing a credit freeze, prioritizing methods to secure their own data, and 

determining where to do business. The Commission does not believe that a confidential 

reporting system is needed in order to incentivize more comprehensive reporting by 

financial institutions. The general level of detail required to be reported under § 

314.4(j)(1) will not compromise a financial institution’s security posture going forward— 

the report requires only the most general information, and cannot provide a meaningful 

roadmap for attackers. Accordingly, the Commission intends to enter notification event 

reports into a publicly available database. 

The SNPRM also asked for comment on whether the Commission should require 

financial institutions that suffer a security event to directly notify affected consumers, as 

well as the Commission. Some commenters were in favor of requiring consumer 

notification, at least when notification of the Commission was required.83F 

84 Most 

commenters who addressed the issue, however, opposed such a requirement, pointing to 

the existing regime of state consumer notification laws and arguing that a separate FTC 

84 Clearing House (Comment 11) at 8-9; EPIC (Comment 19); see also Anonymous (Comment 14) (stating 
that if there is a data breach, consumers “need to know what happened to their information.” 

26 



 
 

   

 

     

    

 

      

 

    

   

     

  

       

     

      

     

   

  

  

 

   

 
       

    

 



 
 

 

  

  

   

   

    

 

     

 

     

 

  

   

     

    

  

 

    

 
  
  

      
    

  
   

 
 

or sponsor the collection of information, nor may it impose an information collection 

requirement, unless it displays a currently valid OMB control number. 

The amendment requiring financial institutions to report certain security events to 

the Commission discussed above constitutes a “collection of information” for purposes of 

the PRA.85F 

86 As required by the PRA, the FTC submitted the proposed information 

collection requirement to OMB for its review at the time of the publication of the 

SNPRM.  OMB directed the Commission to resubmit the requirement at the time the 

Final Rule is published. Accordingly, FTC staff has estimated the information collection 

burden for this requirement as set forth below. 

The amendment will affect only those financial institutions that suffer a security 

event in which unencrypted customer information affecting at least 500 consumers is 

acquired without authorization. Although the SNPRM proposed a 1,000-consumer cut-

off for notification, the Commission believes that the reducing the reporting threshold by 

500 consumers will likely make only a small difference in the number of breaches 

reported.8 6F 

87 Assuming that reducing the reporting threshold by 500 individuals will lead 

an additional 5% of financial institutions to report—a generous estimate—FTC staff 

estimates that the reporting requirement will affect approximately 115 financial 

institutions each year.87F 

88 FTC staff anticipates that the burden associated with the 

86 44 U.S.C. 3502(3)(A)(i). 
87 According to the Identity Theft Resource Center, 108 entities in the “Banking/Credit/Financial” category 
suffered data breaches in 2019, which affected more than 100 million consumers.  2019 End-of-Year Data 
Breach Report, Identity Theft Resource Center at 2, available at https://www.idtheftcenter.org/wp-
content/uploads/2020/01/01.28.2020_ITRC_2019-End-of-Year-Data-Breach-Report_FINAL_Highres-
Appendix.pdf. On average, each breach would have involved more than 930,000 consumers, far over both 
the 500 and the 1,000 consumer thresholds. 
88 According to the Identity Theft Resource Center, 108 entities in the “Banking/Credit/Financial” category 
suffered data breaches in 2019. 2019 End-of-Year Data Breach Report



 
 

   

 

     

  

 

  

    

  

   

  

 

   

  

  

 

   

   

   

 
   

  
   

  
    

   
      

reporting requirement will consist of the time necessary to compile the requested 

information and report it via the electronic form located on the Commission’s website.  

FTC staff estimates that this will require approximately five hours for affected financial 

institutions, for a total annual burden of approximately 575 hours (115 responses × 5 

hours).  

The Commission does not believe that the reporting requirement would impose 

any new investigative costs on financial institutions. The information about notification 

events required by the reporting requirement is information the Commission believes 

financial institutions would acquire in the normal course of responding to a notification 

event.  In addition, in many cases, the information requested by the reporting requirement 

is similar to information entities are required to disclose under various states’ data breach 

notification laws.88F 

89 As a result, FTC staff estimates that the additional costs imposed by 

the reporting requirement will be limited to the administrative costs of compiling the 

requested information and reporting it to the Commission on an electronic form located 

on the Commission’s website.  

FTC staff derives the associated labor cost by calculating the hourly wages 

necessary to prepare the required reports. FTC staff anticipates that required information 

will be compiled by information security analysts in the course of assessing and 

responding to a notification event, resulting in 3 hours of labor at a mean hourly wage of 

Year-Data-Breach-Report_FINAL_Highres-Appendix.pdf. Although this number may exclude some 
entities that are covered by the Safeguards Rule but are not contained in the “Banking/Credit/Financial” 
category, not every security event will trigger the reporting obligations (e.g., breaches affecting less than 
500 people).  Therefore, Commission staff estimated in the SNPRM that 110 institutions would have 
reportable events. Because of the change in the reporting threshold the Commission expects an additional 5 
entities to have reporting obligations. 
89 See, e.g., Cal. Civil Code 1798.82; Tex. Bus. & 



 
 

     

 

     

 

  

 

  

  

 

 

   

 

 

  

 

 

 

 
   

   
  

     
 

   
  

   

$57.63 (3 hours × $57.63 = $172.89).89F 

90 FTC staff also anticipates that affected financial 

institutions may use attorneys to formulate and submit the required report, resulting in 2 

hours of labor at a mean hourly wage of $78.74 (2 hours × $78.74 = $157.48).90F 

91 

Accordingly, FTC staff estimates the approximate labor cost to be $330 per report 

(rounded to the nearest dollar).  This yields a total annual cost burden of $37,950 (115 

annual responses × $330).  

The Commission is providing an online reporting form on the Commission’s 

website to facilitate reporting of qualifying notification events.  As a result, the 

Commission does not anticipate that covered financial institutions will incur any new 

capital or non-labor costs in complying with the reporting requirement. 

Pursuant to Section 3506(c)(2)(A) of the PRA, the FTC invited comments on: (1) 

whether the disclosure requirements are necessary, including whether the information 

will be practically useful; (2) the accuracy of our burden estimates, including whether the 

methodology and assumptions used are valid; (3) ways to enhance the quality, utility, and 

clarity of the information to be collected; and (4) ways to minimize the burden of 

providing the required information to the Commission. Although the Commission 

received several comments that argued that the required notifications would be 

burdensome for businesses, none addressed the accuracy of the Commission’s burden 

90 This figure is derived from the mean hourly wage for Information security analysts.  See “Occupational 
Employment and Wages–May 2022,” Bureau of Labor Statistics, U.S. Department of Labor (April 5, 
2023), Table 1 (“National employment and wage data from the Occupational Employment Statistics surveyc -0.00d8 0 (a)4 (c)4 84.3 (ntSny/P3hc)4.2 (upa)4.2 (t)6.9 (i),sM.tey, 



 
 

   

    

 

  

  

   

   

    

   

  

  

 

    

     

     

  

   

 
       

 
    

 
  
  

estimate.91F 

92 Other commenters argued that the reporting requirement would create little 

burden.92F 

93 For the reasons discussed above, the Commission agrees with these 

commenters and does not believe that reporting requirement will create a significant 

burden for businesses. 

VIII. Regulatory Flexibility Act 

The Regulatory Flexibility Act (“RFA”) 93F 

94 requires that the Commission provide 

an Initial Regulatory Flexibility Analysis (“ IRFA”) with a proposed rule, and a Final 

Regulatory Flexibility Analysis (“FRFA”) with the final rule, unless the Commission 

certifies that the Rule will not have a significant economic impact on a substantial 

number of small entities.94F 

95 As discussed in the IRFA, the Commission does not believe 

that this amendment to the Safeguards Rule has the threshold impact on small entities.  

The reporting requirement will apply to financial institutions that, in most cases, already 

have an obligation to disclose similar information under certain 



 
 

    

   

   

   

 

  

   

    

   

  

  

   

 

   

   

   

      

     

 
       

 
    

 
     

  
  

Commission nonetheless has determined that publishing a FRFA is appropriate to ensure 

that the impact of the rule is fully addressed. Therefore, the Commission has prepared 

the following analysis: 

1. Need for and Objectives of the Final Rule 



https://www.verizon.com/business/resources/reports/dbir
https://www.sba.gov/document/support--table-size-standards


 
 

  

   

  

 

 

    

  

 

   

 

   

  

    

 

  

  

  

 

  

   

 

    

estimate the number of small entities covered by the Rule from such data. Projecting 

from entities’ past experiences of actual breaches, however, as discussed in the section 

discussing the PRA, FTC staff estimates that the Rule’s reporting requirement would 

affect approximately 115 entities per year in the future. Accordingly, even if every 

financial institution required to report in a given year were a small entity, the reporting 

requirement would affect only approximately 115 such entities. Regardless, as discussed 

above, these amendments will not add any significant additional burdens on any covered 

small businesses. 

4. Projected Reporting, Recordkeeping, and Other Compliance 

Requirements 

The notification 



 
 

  

      

 

  

  

  

  

 

 

 

   
 
  

     

 

 
 

    

 

   

   

  

   

that affected financial institutions provide the Commission with information necessary to 

assist it in its regulatory and enforcement efforts. The rule minimizes burden on all 



 
 

  

         

      

    

   

  

    

 

         

      



 
 

    

  

 

 

 

 

 

 

  

  

    

  

  

     

   

 

  

 

 

    

  

be made electronically on a form to be located on the FTC’s website, 

https://www.ftc.gov. The notice shall include the following: 

(i) the name and contact information of the reporting financial 

institution; 

(ii) a description of the types of information that were involved in 

the notification event; 

(iii) if the information is possible to determine, the date or date 

range of the notification event; 

(iv) the number of consumers affected or potentially affected by 

the notification event; 

(v) a general description of the notification event; and 

(vi) whether any law enforcement official has provided you with a 

written determination that notifying the public of the breach would impede a criminal 

investigation or cause damage to national security, and a means for the Federal Trade 

Commission to contact the law enforcement official. A law enforcement official may 

request an initial delay of up to 30 days following the date when notice was provided to 

the Federal Trade Commission.  The delay may be extended for an additional period of 

up to 60 days if the law enforcement official seeks such an extension in writing.  

Additional delay may be permitted only if the Commission staff determines that public 

disclosure of a security event continues to impede a criminal investigation or cause 

damage to national security. 

(2) Notification event treated as discovered.  A notification event shall be 

treated as discovered as of the first day on which such event is known to you.  You shall 
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