United States of America
FEDERAL TRADE COMMISSION
East Central Region

1111SuperiorAvenue, Suite200 JonMiller Steiger
ClevelandOhio44114 Director
(216)2638455

August 23, 2022

CEASE AND DESIST DEMAND

VIA EMAIL TO:
aamar@familycommunication.it
noc@familycommunication.it

Family Communication Inc.
c/o Fahid Mustafa, CEO
3040 Hone Avenue

Bronx, NY 10469

We have determined that Family Comnuation Inc. is apparently routing and
transmitting illegal robocall traffi directly or indirectly, foentities involved in the following

campaigns:
X Amazon imposter — authorized order
X Amazon imposter — suspicious charge
X Authorized order
x Government imposter — Soci@ecurity Administration
x Law enforcement or legal action notice

More specifically, our investigation revealeattramily Communication n apparently routed
and transmitted illegal robocalls, as set forth in Attachment A.

The Federal Trade Commission (FTC) wodtosely with USTelecom’s Industry
Traceback Group (ITG), which is the registemduistry consortium selected pursuant to the
TRACED Act to conduct tracebacksBetween January 18, 2021, and July 19, 2022, ITG
investigated 30 prerecorded voioessage calls that law enfement, voice service providers
using honeypots (i.e., unassigneantners held by providers to et illegal robocalls), and
customers of YouMail had flagged as illegal roalts made without consent of the called party.
ITG conducted tracebacks and determined Baaily Communicatn Inc. routed and
transmitted the calls. ITG previously notdigou of these callsnd provided you access to

1 SeePallone-Thune Telephone Robocall Abuse Crimifraflorcement and Derrence Act, Pub.
L. No. 116-105, 133 Stat. 3274, Sec. 13(d) (2019) (TRACED Act).
2 Seel6 C.F.R. § 310.4(b)(1)(v).






assisting and facilitatinglaims against technology compasntbat knowingly provided software
and servers used by illegal robocallers, eb@ugh these technology comjmsdid not contract
directly with the illegal robocallersSee FTC v. James B. Christiari@ase No. 8:18-cv-00936
(C.D. Cal. May 31, 2018).

We also bring to your attention that th€C has sued VolP service providers for
allegedly violating the TSR. IRTC v. Educarethe FTC alleged that defendant Globex
Telecom, Inc. assisted and figtaited telemarketers it knewy consciously avoided knowing,
were violating the TSR’s prohibitions @alls delivering prerecorded messag8se FTC v.
Educare Centre Services, Inblg. 3:19-cv-00196-KC (W.D. Tex. Dec. 3, 20£9)n September,
2020, Globex Telecom and its asstes agreed to pay $2.1 millitmsettle the FTC lawsuit,
and Globex Telecom’s former CEO and Presiaead banned from telemarketing to the U.S.
and was subject to a permanent court ofd8milarly, inFTC v. AlcazaNetworks, Ing.the
FTC alleged that Alcazar Networks, Inc. andaisnder and sole ownerssted and facilitated
telemarketers responsible for tesfanillions of illegd telemarketing callsncluding robocalls
and spoofed calls that disgkd “911” as the caller IDSee FTC v. Alcazar Networks Inc., et al.
No. 6:20-cv-2200 (M.D. Fla. Dec. 3, 2020)As part of their settlement with the FTC in January
2021, the defendants agreed to em@nent injunction that prohiisi similar misconduct in the
future and requires them to sereand monitor their customees well as imposing a monetary
penalty®

The FTC has business educational materiasdan assist you icomplying with the
TSR. Seehttps://www.ftc.gov/tips-advice/business-temguidance/complying-telemarketing-
sales-rule

In addition to FTC regulations and the FT@®ions against providers of VoIP services,
you should also be aware that theited States Department of Justice (DOJ), state attorneys
general, and other agencies have brought citiba€ against VolP compass and their owners.

In two cases, DOJ alleged that the defendarete committing and copsing to commit wire
fraud by knowingly transmittingobocalls that impersonated federal government agetcies.
August 2020, a federal district court entered a jp@ent court order barring the defendants from
conveying telephone calls into the U.S. telephone syStestate cases have had similar
impacts!?

6 A copy of the FTC’s Amended Complaint is attachedtachmentC.

’ Seehttps://www.ftc.gov/news-events/press-resi8020/09/globex-tetom-associates-will-
pay-21-million-séling-ftcs-first

8 A copy of the FTC’s Complaint sttached as Attachment D.

9 Seehttps://www.ftc.gov/news-events/press-rele#2@20/12/ftc-takes-dion-against-second-
voip-service-provider

10 Seehttps://www.justice.gov/opa/pr/gartment-justiceifes-actions-stop-telecom-carriers-
who-facilitated-hundreds-millions

1 Seehttps://www.justice.gov/opa/prhslirict-court-enters-permant-injunction-shutting-down-
telecom-carriers-who-facilitated

12 For example, the Vermont and Michigan Atteys General have brought successful actions
against VoIP providers whaoute scam robocall traffiGee
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Within three business days, please send a mess&j€tattorney Fil Maria de Banate
via electronic mail at fdebare@ftc.gov, certifying that Familgommunication Inc. has ceased
engaging in thactivities described aboveahmay subject it to liality under the TSR or the
FTC Act. Please direct aniyquiries regarding ik letter to Mr. de Banate by email or by
telephone at 216.263.3413.

Sincerely,

AT v
Py /4777 o T4

]
Jon Miller St€igef
Director

Enclosures:

Attachment A (Chartf illegal robocalls)
AttachmenB (TSR)

AttachmentC (EducareAmended Complaint)
Attachment D(Alcazar Complaint)

https://ago.vermont.gov/blog/2021/@8/attorney-general-donovan-announces-settlement-with-
scam-robocall-carrier/

https://www.michigan.gov/documents/ag/Assurance_of Voluntary Compliance_-
All_Access_Telecom FINAL 9-11-20 702047 _7.patid,
https://www.michigan.gov/ag/0,4534,7-359--536108--s,00.html
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ATTACHMENT A



Dat(_e Pf ITG Date of Call | Caller ID | Robocall Campaign Identifier Link to Robocall Recording Pgtent_ial

Notification Violation

7/19/2022 | 7/17/2022 | 4408995598 |  Amazon-AuthorizeOrder https:”p‘j:ﬁ;;ﬁi&?;‘;gg?pi/p“b'ic §3ig_f(';'g')(v)
7/18/2022 | 7/17/2022 |8282978154|  Amazon-AuthorizeOrder https://p(’/gzggha;eetr’ft‘ggség;g;gpi/p“b'ic §3iglf(';'§')(v)
7/11/2022 | 7/10/2022 | 6036651250 |  Amazon-AuthorizeOrder https:”p‘j:ﬁ;;a;‘ztr’]"’t‘g/';z‘fzg;gpi/p“b'ic §3ig_f(';'g')(v)
6/22/2022 | 6/17/2022 | 3176028654 | Amazon-SuspiciousCharge-P1 https:”polgzggha;eea{’t‘ggséjggpi/p“b'ic §3iglf(';'§')(v)
6/14/2022 | 6/8/2022 |5099939268 | Amazon-SuspiciousCharge h“ps://p"/:;;m‘ﬁat‘g/'gé;ggpi/p“b'ic §3ig_f(';'g')(v)
5/23/2022 | 5/21/2022 | 8066856829 L egal-Consequences https://p(’/gzggha;eea{’t‘ggséggipi/p“b'ic §3iglf(';'§')(v)
5/23/2022 | 5/20/2022 | 9176225592 Legal-Consequences https:”p"/:ti;ﬁrf]ztr’ft‘g/'gég;‘gjpi/p“b'ic §3ig_f(';'g')(v)
5/23/2022 | 5/20/2022 | 8433198922 L egal-Consequences https://p(’/gzggha;eea{’t‘ggség%ipi/p“b'ic §3iglf(';'§')(v)
5/23/2022 | 5/20/12022 | 9155615476 Legal-Consequences https:”p‘j:ﬁ;ﬁ;‘i?}at‘g/'gég;gzlgpi/p“b'ic §3ig_f(';'g')(v)
5/20/2022 | 5/17/2022 | 7632606180 Authorized-Order https://p(’/gzggha;eea{’t‘ggsé%gégpi/p“b'ic §3iglf(';'§')(v)
5/19/2022 | 5/17/2022 | 7134746344 LegalDept-Action-P1 h“ps://p"/:ti;';]a;‘ztr’ft‘sgég%;‘p" LIS §3ig_f(';'g')(v)
5/19/2022 | 5/16/2022 | 8288638057 |  Amazon-AuthorizeOrder https://p(’/gzggha;eea{’t‘ggsé‘;;gégpi/p“b'ic §3iglf(';'§')(v)
5/19/2022 | 5/16/2022 | 6015588997 |  Amazon-AuthorizeOrder https:”p‘j:ﬁ;ﬁ;‘i&?glgsé‘;;gﬁ‘pi/p“b'ic §3ig_f(';'g')(v)
5/19/2022 | 5/16/2022 |7346060301|  Amazon-AuthorizeOrder https://p(’/gzggha;eea{’t‘ggsé‘;;g;gpi/p“b'ic §3iglf(';'§')(v)
5/12/2022 | 5/7/2022 | 9176723540 | Amazon-SuspiciousCharge-P1 https:”p‘j:ﬁ;;arzzzat‘g/'géggipi/p“b'ic §3ig_f(';'g')(v)

Page 1 of 2




5/12/2022

5/12/2022

4/8/2022

1/12/2022

12/9/2021

12/8/2021

11/13/2021

11/13/2021

11/8/2021

11/6/2021

11/5/2021

11/5/2021

11/5/2021

11/4/2021

11/4/2021

5/7/2022

5/7/2022

4/7/2022

1/10/2022

12/7/2021

12/6/2021

11/11/2021

11/10/2021

11/3/2021

11/3/2021

11/3/2021

11/3/2021

11/2/2021

11/3/2021

11/3/2021

8596241622

8437778709

5033123233

5105888068

9179307243

6626260391

5138721787

8596947396

2703410948

3128126138

3022834973

8599884884

8023773186

6065071531

6017613051

Amazon-SuspiciousCharge-P1
Amazon-SuspiciousCharge-P1
Amazon-SuspiciousCharge-P1
SSA-KindlyPressOne
SSA-KindlyPressOne
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder
Amazon-AuthorizeOrder

Amazon-AuthorizeOrder

https://portal.tracebacks.org/api/public
/attachments/838931
https://portal.tracebacks.org/api/public
/attachments/838919
https://portal.tracebacks.org/api/public
/attachments/800146
https://portal.tracebacks.org/api/public
/attachments/630197
https://portal.tracebacks.org/api/public
/attachments/584752
https://portal.tracebacks.org/api/public
/attachments/582920
https://portal.tracebacks.org/api/public
/attachments/557684
https://portal.tracebacks.org/api/public
/attachments/557662
https://portal.tracebacks.org/api/public
/attachments/549488
https://portal.tracebacks.org/api/public
/attachments/549499
https://portal.tracebacks.org/api/public
/attachments/549502
https://portal.tracebacks.org/api/public
/attachments/549490
https://portal.tracebacks.org/api/public
/attachments/549476
https://portal.tracebacks.org/api/public
/attachments/549491
https://portal.tracebacks.org/api/public
/attachments/549483
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