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Programmatic Advances in the Bureau of Consumer Protection  
June 2021-January 2025 

 
Limiting Commercial Surveillance  

�x Enforcement Milestones  
o First decision recognizing invasion of privacy as a cognizable UDAP injury 
o First brightline limits  on sharing health data, including against a fertility app 
o First brightline limits  on sharing location data  
o First order banning an automaker from sharing driver data 
o First brightline limits on sharing browsing data  
o First enforcement action �j�2�î�ô�X�Ù�F�ô�Í�+�e���Ù���X�ô�Í�è���Ù�b�:�e���±�è�Í�e���:�2�Ù�‡�j�+�ô  
o First action requiring destruction of DNA samples  
o First supplier assessment requirements for data brokers 
o First bans on �U�X�:�±�+���2�� consumers based on sensitive data  
o First action challenging real-time bidding practices  
o First data minimization requirements 
o Permanent industry ban against a stalkerware developer 



2 
 

o Final ���i�„�„���Ù�‡�j�+�ô limiting targeted advertising and banning inde�±�2���e�ô�Ù
retention 

o Policy Statement on Educational Technology 
o Amicus in Jones v. Google opposing COPPA preemption  
o Amicus in Shanahan v. IXL opposing forced arbitration 

�x �®�:�X�'�\���:�U�\�Ù�Í�2�î�Ù�‡�ô�U�:�X�e�\ 
o A Look Behind the Screens: Examining the Data Practices of Social Media 

and Video Streaming Services  
o Protecting Kids from Stealth Advertising in Digital Media 
o The Attention Economy: Monopolizing Kids’ Time Online 

Adapting FTC Tools to Address AI 

�x Enforcement Milestones 
o First ban on discriminatory AI facial recognition  
o First ban on review generation app  
o First bans on unsubstantiated AI �ô�¯���è�Í�è�… claims  
o First ban on unsubstantiated AI safety claims  
o First ban on ���2�î�ô�±�2���e�ô�Ù�X�ô�e�ô�2�e���:�2 to train AI  
o First ban on unsubstantiated accessibility claims  
o First AI sweep  

�x 

https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-finalizes-changes-childrens-privacy-rule-limiting-companies-ability-monetize-kids-data
https://www.ftc.gov/news-events/news/press-releases/2022/05/ftc-crack-down-companies-illegally-surveil-children-learning-online
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-files-brief-jones-v-google-support-appeals-court-ruling-coppa-does-not-preempt-plaintiffs-state
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-files-amicus-brief-saying-coppa-cant-force-parents-arbitration
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-staff-report-finds-large-social-media-video-streaming-companies-have-engaged-vast-surveillance
https://www.ftc.gov/news-events/news/press-releases/2023/09/ftc-staff-paper-details-potential-harms-kids-blurred-advertising-recommends-marketers-steer-clear
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-virtual-workshop-attention-economy-monopolizing-kids-time-online
https://www.ftc.gov/news-events/news/press-releases/2023/12/rite-aid-banned-using-ai-facial-recognition-after-ftc-says-retailer-deployed-technology-without
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-approves-final-order-against-rytr-seller-ai-testimonial-review-service-providing-subscribers
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-takes-action-against-evolv-technologies-deceiving-users-about-its-ai-powered-security-screening
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-order-requires-online-marketer-pay-1-million-deceptive-claims-its-ai-product-could-make-websites
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-order-will-ban-ngl-labs-its-founders-offering-anonymous-messaging-apps-kids-under-18-halt
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-doj-charge-amazon-violating-childrens-privacy-law-keeping-kids-alexa-voice-recordings-forever
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-order-requires-online-marketer-pay-1-million-deceptive-claims-its-ai-product-could-make-websites
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-announces-crackdown-deceptive-ai-claims-schemes
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-announces-impersonation-rule-goes-effect-today
https://www.ftc.gov/news-events/news/press-releases/2024/08/federal-trade-commission-announces-final-rule-banning-fake-reviews-testimonials
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-implements-new-protections-businesses-against-telemarketing-fraud-affirms-protections-against-ai
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-announces-winners-voice-cloning-challenge
https://www.ftc.gov/consumer-alerts/2023/05/luring-test-ai-and-engineering-consumer-trust
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o �>�Í�'�ô�Ù�‡�ô�}���ô�•s �‡�j�+�ô 
o �(�Í�X�2���2���\�Ù�‡�j�+�ô Proposal 
o ���j�\���2�ô�\�\�Ù�i�U�U�:�X�e�j�2���e�…�Ù�‡�j�+�ô Proposal 
o Final �“�ô�+�ô�1�Í�X�'�ô�e���2���Ù�‹�Í�+�ô�\�Ù�‡�j�+�ô covering small businesses 
o Final �“�ô�+�ô�1�Í�X�'�ô�e���2���Ù�‹�Í�+�ô�\�Ù�‡�j�+�ô covering tech support scams 
o Voice Cloning Challenge 
o Stop Senior Scams Act Workshop 
o 6(b) study on social media fraud 

�x �®�:�X�'�\���:�U�\�Ù�Í�2�î�Ù�‡�ô�U�:�X�e�\ 
o Data Spotlight: Social Media – A Gold Mine for Scammers 
o Protecting Older Americans 

Ending Subscription Traps  

�x Enforcement Milestones 
o Largest-�ô�}�ô�X�Ù�‡�i�‹�����Ùjudgment  
o First action requiring hold time limits  
o Major actions against Amazon, Adobe, Dave, and Care.com  

�x �‡�j�+�ô�1�Í�'���2���Ù�Í�2�î�Ù�„�:�+���è�…�Ù�I�2���e���Í�e���}�ô�\ 
o Click-to-���Í�2�è�ô�+�Ù�‡�j�+�ô 
o State advocacy  

Combatting Junk Fees 

�x Enforcement Milestones 
o $100 million judgment 

https://www.ftc.gov/news-events/news/press-releases/2022/11/ftc-explores-changes-possible-expansion-its-business-opportunity-rule
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-implements-new-protections-businesses-against-telemarketing-fraud-affirms-protections-against-ai#:%7E:text=Both%20the%20final%20rulemaking%20and,to%20allocate%20responsibility%20for%20recordkeeping.
https://www.ftc.gov/news-events/news/press-releases/2024/11/ftc-takes-aim-top-fraud-driving-losses-among-older-americans
https://www.ftc.gov/news-events/news/press-releases/2024/04/ftc-announces-winners-voice-cloning-challenge
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-convenes-advisory-group-fight-scams-against-older-adults
https://www.ftc.gov/news-events/news/press-releases/2024/12/federal-trade-commission-announces-bipartisan-rule-banning-junk-ticket-hotel-fees
https://www.ftc.gov/news-events/news/press-releases/2023/12/ftc-announces-cars-rule-fight-scams-vehicle-shopping
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-ensure-franchisees-complaints-are-heard-protect-against-illegal-fees
https://www.ftc.gov/news-events/news/press-releases/2023/02/ftc-cfpb-seek-public-comment-how-background-screening-may-shut-renters-out-housing
https://www.ftc.gov/business-guidance/blog/2024/06/how-ftc-showing-its-commitment-protecting-renters-rights
https://www.ftc.gov/legal-library/browse/advocacy-filings/sam-levine-letter-governor-polis-co-regarding-junk-fees
https://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-sends-more-1-million-consumers-harmed-rhinelander-autos-unlawful-junk-fees-discriminatory
https://www.ftc.gov/news-events/news/press-releases/2023/11/ftc-returns-additional-857000-consumers-harmed-napleton-autos-junk-fees-discriminatory-practices
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-acts-stop-real-estate-online-commerce-coaching-scheme-ganadores-targeting-spanish-speaking
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-acts-stop-real-estate-online-commerce-coaching-scheme-ganadores-targeting-spanish-speaking
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-sends-more-26-million-consumers-harmed-floatmes-deceptive-discriminatory-lending-practices


https://www.ftc.gov/news-events/news/press-releases/2023/10/ftc-wisconsin-take-action-against-rhinelander-auto-center-illegally-discriminating-against-american
https://www.ftc.gov/news-events/news/press-releases/2024/01/ftc-acts-stop-floatmes-deceptive-free-money-promises-discriminatory-cash-advance-practices-baseless
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-order-requires-online-marketer-pay-1-million-deceptive-claims-its-ai-product-could-make-websites
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-acts-stop-debt-relief-scheme-targeting-spanish-speaking-student-loan-borrowers
https://www.ftc.gov/news-events/news/press-releases/2024/01/ftc-action-leads-ban-ganadores-real-estate-income-scam-its-owner-managers
https://www.ftc.gov/news-events/news/press-releases/2023/11/ftc-adds-support-consumers-multiple-languages-fraud-id-theft-reporting-offers-multi-lingual#:%7E:text=These%20new%20language%20access%20enhancements,latest%20FTC%20news%20and%20alerts.
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-files-amicus-brief-cfpb-action-opposing-efforts-weaken-equal-credit-opportunity-act
https://www.ftc.gov/news-events/news/press-releases/2022/06/ftc-report-warns-about-using-artificial-intelligence-combat-online-problems
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-staff-report-finds-large-social-media-video-streaming-companies-have-engaged-vast-surveillance
https://www.ftc.gov/news-events/news/press-releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-over-ftc-allegations
https://www.ftc.gov/news-events/news/press-releases/2023/09/ftc-acts-stop-online-business-coaching-scheme-lurn-deceiving-consumers-about-money-making-potential
https://www.ftc.gov/news-events/news/press-releases/2023/01/ftc-suit-requires-investment-advice-company-wealthpress-pay-17-million-deceiving-consumers
https://www.ftc.gov/news-events/news/press-releases/2023/12/ftc-acts-against-operators-income-scheme-sales-mentor-charged-consumers-millions-bogus-telemarketing
https://www.ftc.gov/news-events/news/press-releases/2022/11/ftc-takes-action-stop-dk-automation-kevin-david-hulse-pitching-phony-amazon-crypto-moneymaking
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-files-amended-complaint-charging-walmart-facilitated-scams-through-its-money-transfer-services
https://www.ftc.gov/news-events/news/press-releases/2022/04/ftc-uses-penalty-offense-authority-seek-largest-ever-civil-penalty-bogus-bamboo-marketing-kohls
https://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-takes-action-stop-lyft-deceiving-drivers-misleading-earnings-claims
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-attorney-general-take-action-against-grubhub-harming-diners-workers-small-businesses
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-takes-action-against-carecom-deceiving-caregivers-about-wages-availability-jobs-its-site
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-against-gig-work-company-arise-virtual-solutions-deceiving-consumers-about-pay
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-new-york-attorney-general-take-action-against-handy-technologies-deceiving-workers-about
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-finalizes-order-hr-block-requiring-them-pay-7-million-overhaul-advertising-customer-service
https://www.ftc.gov/news-events/news/press-releases/2024/01/ftc-issues-opinion-finding-turbotax-maker-intuit-inc-engaged-deceptive-practices
https://www.ftc.gov/news-events/news/press-releases/2022/05/ftc-hits-r360-its-owner-38-million-civil-penalty-judgment-preying-people-seeking-treatment-addiction
https://www.ftc.gov/news-events/news/press-releases/2023/03/ftc-sues-medical-clinic-its-owner-false-or-unsubstantiated-claims-its-treatment-could-cure-addiction
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-acts-stop-owner-marketers-smoke-away-deceptively-claiming-products-enable-users-quit-smoking
https://www.ftc.gov/news-events/news/press-releases/2024/04/alcohol-addiction-treatment-firm-will-be-banned-disclosing-health-data-advertising-settle-ftc
https://www.ftc.gov/news-events/news/press-releases/2023/07/ftc-takes-action-against-makers-sobrenix-supplement-deceptively-claimed-reduce-alcohol-cravings
https://www.ftc.gov/news-events/news/press-releases/2024/04/proposed-ftc-order-will-prohibit-telehealth-firm-cerebral-using-or-disclosing-sensitive-data
https://www.ftc.gov/news-events/news/press-releases/2024/12/statement-ftcs-win-lawsuit-against-makers-dietary-supplement-prevagen
https://www.ftc.gov/news-events/news/press-releases/2023/01/ftc-finalizes-order-requiring-credit-karma-pay-3-million-halt-deceptive-pre-approved-claims
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-publishers-clearing-house-misleading-consumers-about-sweepstakes-entries
https://www.ftc.gov/news-events/news/press-releases/2023/01/ftc-finalizes-order-requiring-credit-karma-pay-3-million-halt-deceptive-pre-approved-claims
https://www.ftc.gov/news-events/news/press-releases/2023/11/ftc-action-leads-18-million-refunds-brigit-consumers-harmed-deceptive-promises-about-cash-advances
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-actions-against-companies-making-deceptive-pandemic-loan-promises-lead-record-59-million-damages
https://www.ftc.gov/news-events/news/press-releases/2023/08/ftc-charges-experian-spamming-consumers-who-signed-company-accounts-marketing-emails-they-couldnt
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-takes-action-against-publishers-clearing-house-misleading-consumers-about-sweepstakes-entries
https://www.ftc.gov/news-events/news/press-releases/2023/05/federal-court-finds-james-d-jay-nolases-nolases-nolas-ons-alea4 -succ023/health-voz-travejame/.8leases/2/news-events/news/press-releases/2023/05/federal-court-finds-jamesr/Lin</K[250<<1 5
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-action-leads-permanent-bans-scammers-behind-sprawling-credit-repair-pyramid-scheme
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-attorney-general-take-action-against-grubhub-harming-diners-workers-small-businesses
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-takes-action-against-carecom-deceiving-caregivers-about-wages-availability-jobs-its-site
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-against-gig-work-company-arise-virtual-solutions-deceiving-consumers-about-pay
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-attorney-general-take-action-against-grubhub-harming-diners-workers-small-businesses


https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-proposes-rul
https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-proposes-rule-changes-new-rule-deter-deceptive-earnings-claims-multilevel-marketers-money-making
https://www.ftc.gov/news-events/news/press-releases/2024/09/ftc-staff-issue-report-multi-level-marketing-income-disclosures
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-take-action-against-leader-automotive-group-overcharging-deceiving-consumers-through
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-state-arizona-take-action-against-coulter-motor-company-deceptive-pricing-discriminatory
https://www.ftc.gov/news-events/news/press-releases/2022/04/ftc-takes-action-against-multistate-auto-dealer-napleton-sneaking-illegal-junk-fees-bills
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-state-arizona-take-action-against-coulter-motor-company-deceptive-pricing-discriminatory
https://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-sends-more-1-million-consumers-harmed-rhinelander-autos-unlawful-junk-fees-discriminatory
https://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-sends-more-1-million-consumers-harmed-rhinelander-autos-unlawful-junk-fees-discriminatory
https://www.ftc.gov/news-events/news/press-releases/2024/07/carshield-nationwide-seller-vehicle-service-contracts-pay-10-million-resolve-federal-trade
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-against-online-used-car-dealer-vroom-deceiving-customers-failing-deliver-time
https://www.ftc.gov/news-events/news/press-releases/2023/12/ftc-announces-cars-rule-fight-scams-vehicle-shopping
https://www.ftc.gov/news-events/news/press-releases/2023/10/ftc-case-leads-permanent-ban-against-merchant-cash-advance-owner-deceiving-small-businesses-seizing
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-actions-against-companies-making-deceptive-pandemic-loan-promises-lead-record-59-million-damages
https://www.ftc.gov/news-events/news/press-releases/2024/04/williams-sonoma-will-pay-record-317-million-civil-penalty-violating-ftc-made-usa-order
https://www.ftc.gov/news-events/news/press-releases/2024/01/ftc-action-leads-2-million-penalty-against-kubota-false-made-usa-claims
https://www.ftc.gov/news-events/news/press-releases/2022/02/ftc-sues-burger-franchise-company-targets-veteraP 2.BJR>>]/Lang(EN-7<</Kfale/Lig7<<a</K[29</K-grosumerocuK[173 R 236]/L1 1 340US)/P 502 0 R/Pg 10 0 R/S1LBody>><</K[144<</Obj 335 0 R/3ype/OBJR>3]/Lang(EN-US)/P 317 0 R/Pg 10 0 R/3/Link>><</A 320 0 R/BS<</S/S/T40e/Border/W 0>>/Border[0 0 0]/H/I/Rect[233.895 676.055 3977305]/rent 20R>>].89]/S95.9516/Subtype/Link/T07e/Annot>><</S/URI/URI(https://www.ftc.gov/news-events/news/press-releases/2022/04/federal-trade-commanceng-cicabusin<</K[292 ><</Ktomotive-ith34 ic-7<wl-bces-rel2.BJtagliale/Ligly-labeK[161g-ceign R 236]/L114 0 RUS)/P 402 0 R/Pg 10 0 R/S0LBody>><</K[144<</Obj 335 0 R/3ype/OBJR>4]/Lang(EN-US)/P 321 0 R/Pg 10 0 R/4/Link>><</A 324 0 R/BS<<
https://www.ftc.gov/news-events/news/press-releases/2024/10/ftc-takes-action-against-qargo-coffee-franchise-rule-violations
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-take-action-against-leader-automotive-group-overcharging-deceiving-consumers-through
https://www.ftc.gov/news-events/news/press-releases/2022/07/ftc-takes-action-stop-payment-processor-first-american-trapping-small-businesses-surprise-exit-fees
https://www.ftc.gov/news-events/news/press-releases/2022/04/federal-trade-commission-finalizes-order-against-dun-bradstreet-deceiving-businesses-failing-update
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-illinois-attorney-general-take-action-against-grubhub-harming-diners-workers-small-businesses
https://www.ftc.gov/news-events/news/press-releases/2022/10/ftc-approves-final-orders-right-repair-cases-against-harley-davidson-mwe-investments-weber
https://www.ftc.gov/news-events/news/press-releases/2024/03/ftc-implements-new-protections-businesses-against-telemarketing-fraud-affirms-protections-against-ai#:%7E:text=Both%20the%20final%20rulemaking%20and,to%20allocate%20responsibility%20for%20recordkeeping.
https://www.ftc.gov/news-events/news/press-releases/2021/07/ftc-issues-rule-deter-rampant-made-usa-fraud
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-ensure-franchisees-complaints-are-heard-protect-against-illegal-fees
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-takes-action-ensure-franchisees-complaints-are-heard-protect-against-illegal-fees
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o Holding Franchisors Accountable for Illegal Practices

https://www.ftc.gov/business-guidance/blog/2022/08/holding-franchisors-accountable-illegal-practices
https://www.ftc.gov/news-events/features/franchise-guidance
https://www.ftc.gov/news-events/news/press-releases/2023/03/ftc-launches-inquiry-small-business-credit-reports
https://www.ftc.gov/news-events/news/press-releases/2024/11/smart-products-surveyed-fail-provide-consumers-information-how-long-companies-will-provide-software
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o First FTC action �X�ô�W�j���X���2���Ù�I�2�è�:�1�ô�Ù�‹���Í�X�ô�Ù�����X�ô�ô�1�ô�2�e�\�Ù�e�:�Ù���2�è�+�j�î�ô�Ù�F�:�+�î�ô�X�Ù�‡�j�+�ô�Ù
Notices  

o First action �X�ô�W�j���X���2���Ù�±�2�e�ô�è�� 


