
 

 

 

    

 

 

  

   

   

 

   

   

    

   

   

    

     

  

    

   

  

 

  

 

   

[Billing Code:  6750-01-P] 

FEDERAL TRADE COMMISSION 

16 CFR Part 310 

RIN 3084– AB19 

Telemarketing Sales Rule 

AGENCY: Federal Trade Commission. 

ACTION: Notice of proposed rulemaking. 

SUMMARY:  The Federal Trade Commission (“FTC” or “Commission”) proposes to amend the 

Telemarketing Sales Rule (“Rule”) to extend its coverage to inbound telemarketing calls by 

consumers to technical support services – i.e., calls that consumers make in response to an 

advertisement through any medium or to a direct mail solicitation.  The proposed amendment is 

necessary in light of the widespread deception and consumer injury caused by tech support 

scams. The amendment woul

https://www.regulations.gov/
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transactions and prohibit material misrepresentations and false or misleading statements in B2B 

telemarketing calls. 

II. Overview of the Telemarketing Sales Rule 

Congress enacted the Telemarketing and Consumer Fraud and Abuse Prevention Act 

(“Telemarketing Act” or “Act”) in 1994 to curb deceptive and abusive telemarketing practices 

and provide anti-fraud and privacy protections for consumers receiving telephone solicitations to 

purchase goods or services.3F 

4 The Telemarketing Act directed the Commission to adopt a rule 

prohibiting deceptive or abusive telemarketing practices, including prohibiting telemarketers 

from undertaking a pattern of unsolicited calls that reasonable consumers would consider 

coercive or abusive of their privacy, restricting the time of day telemarketers may make 

unsolicited calls to consumers, and requiring telemarketers to promptly and clearly disclose that 

the purpose of the call is to sell goods or services.4F 

5 The Act also directed the Commission to 

address in its rule other acts or practices that it found to be deceptive or abusive, including acts 

https://requirements.5F
https://services.4F
https://services.3F




 

 
 

     

    

  

 

 

   

  



 

 
 

    

   

  

   

  

   

   

    

   

   

  

    

  

   

 

 
       



 

 
 

  

    

     

      

  

  

    

    

   

    

  

  

      

    

  

    

 

  

    

      

 
                   

        

           

        

end of a trial period, and it cautioned that “leaving these safeguards up to individual companies 

will create a patchwork of different policies.”24F 

25 

At the same time the Commission has been considering amendments to the Rule, it has 

also been considering a broader rule that would address negative option sales regardless of the 

method through which the sale is made.  On October 2, 2019 the Commission issued an Advance 

Notice of Proposed Rulemaking regarding the need for a “Rule Concerning the Use of 

Prenotification Negative Option Plans,”25F 

26 and on April 24, 2023, the Commission issued a 

Notice of Proposed Rulemaking (“Negative Option NPRM”).26F 

27 The Negative Option NPRM 

would apply to sales calls made by telephone.  It proposes a rule that would, among other things: 

require a clear and conspicuous disclosure of the negative option feature and its conditions; 

require sellers to obtain consumers’ express informed consent to the negative option transaction; 

and require sellers to provide a simple mechanism to cancel the negative option that is at least as 

easy as the method used to initiate the transactions. Because the proposed Negative Option Rule 

addresses the commenters’ suggestions including the preference for a rule that would apply to all 

transactions, instead of potentially creating different regulatory regimes depending on the sales 

channel, the Commission will not amend the TSR to address negative option transactions at this 

time. 

B. Business to Business 

The Commission received fifteen comments addressing the ANPR’s question of whether 

the Commission should modify the TSR’s B2B provision beyond the proposal in the June NPRM 

25 EPIC 33-17 at 8. EPIC also proposed that the Rule specify the timing, manner of delivery, and content of the 
notice and also set standards for cancelation. 

26 See Advance Notice of Proposed Rulemaking, 84 FR 52393 (Oct. 2, 2019). 

27 88 FR 24716 (Apr. 24, 2023). 



 

 
 

      

  

  

    

   

 

      

   

  

      

   

    

  

     

   

   

    



 

 
 

   

        

   

  

 

    

   

   

    

  

 

    

    

    

   

    

 

      

 
  

 
     

     

    

        



 

 
 

   



 

 

    

   

     

 

  

   

  

  

  

 

  

    

 

    

 
                  

                
                     

    

   
 

     

          
       

      
 

             

https://www.ftc.gov/reports/protecting-older-consumers-2021-2022


https://blog.the-ebook-reader.com/2016/02/22/dont-get-scammed-by-fake-amazon-kindle-and-fire-tablet-support
https://www.wcpo.com/money/consumer/dont-waste-your-money/woman-loses-1-500-to-fake-apple
https://www.ftc.gov/system/files/documents/cases/141119icecmpt.pdf
https://www.ftc.gov/system/files/documents/cases/151113click4supportcmpt.pdf
https://www.ftc.gov/system/files/documents/public_statements/826561/151021techsupporttestimony.pdf
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B. Law Enforcement and Other Responses 

The Commission has responded to tech support scams through consumer education and 

law enforcement actions. For consumer education, the Commission has issued guidance to 

consumers including “How to Spot, Avoid, and Report Tech Support Scams,”60F 

61 and “Keep tech 

support strangers out of your computer.”61F 

62 The Commission has also responded to particular 

tech support campaigns with consumer education such as “Fake Calls from Apple and Amazon 

Support: What you need to know,”62F 

63 “No gift cards for tech support scammers,”63F 

64 and “FTC 

asking for access to your computer?  It’s a scam.”64F 

65 Other government agencies and consumer 

organizations have also issued guidance on tech support scams.65F 

66 

In addition to consumer education, the Commission and other state and federal law 

enforcement partners have brought a multitude of actions against tech support scams. For 

example, on May 12, 2017, the Commission announced “Operation Tech Trap” which consisted 

of 29 law enforcement actions brought by the Commission and other law enforcement agencies 

61 “How to Spot, Avoid, and Report Tech Support Scams” (Sept. 6, 2022), available at 
https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams (last visited June 23, 2023). 

62 “Keep tech support strangers out of your computer” (Mar. 7, 2019), available at 
https://consumer.ftc.gov/consumer-alerts/2019/03/keep-tech-support-strangers-out-your-computer (last visited June 
23, 2023). 

63 “Fake Calls from Apple and Amazon Support: What you need to know” (Dec. 3, 2020), available at 
https://consumer.ftc.gov/consumer-alerts/2020/12/fake-calls-apple-and-amazon-support-what-you-need-know (last 
visited June 23, 2023). 

64 “No gift cards for tech support scammers” (June 6, 2018), available at https://consumer.ftc.gov/consumer-
alerts/2018/06/no-gift-cards-tech-support-scammers (last visited June 23, 2023). 

65 “FTC asking for access to your computer? It’s a scam” (Apr. 6, 2018), available at 

https://www.aarp.org/home
https://consumer.ftc.gov/consumer-alerts/2018/04/ftc-asking-access-your-computer-its-scam
https://consumer.ftc.gov/consumer
https://consumer.ftc.gov/consumer-alerts/2020/12/fake-calls-apple-and-amazon-support-what-you-need-know
https://consumer.ftc.gov/consumer-alerts/2019/03/keep-tech-support-strangers-out-your-computer
https://consumer.ftc.gov/articles/how-spot-avoid-and-report-tech-support-scams


 

 

  

 

 

   

   

  

  

  

     

   

      

 
              

     
     

              
  

       

                
         

       
           
        

        
         

          
       

             
    

            
    

 

             
      

 

  



 

 
 

       

 

   

     

   

         

 

     

 

     

   

    

   

 
                   

              
                 

            

              
     

   

             
               

          
           
           

               
                   

             

extent they were telephone calls initiated by a consumer in response to an advertisement.70F 

71 

Similarly in FTC v. Vylah Tec LLC, the Commission used the FTC Act to seek monetary relief 

from a tech support operation that lured consumers by placing deceptive pop up messages 

warning consumers that their computers had been infected with viruses.71F 

72 The calls at issue in 



 

 
 

    

   

    

    

   

  

  

    

 

 

   

   

   

   

     

 

     

   

   

 
           

       

                   
              

  
       

C. Discussion of the Proposed Rule 

The proposed rule would define “technical support service” and amend the exemptions 

for calls in response to advertisements and calls in response to direct mail solicitations, to add 

technical support services to the categories of calls excluded from the exemptions. 

1. Definition of Technical Support Service. 

The proposed rule defines technical support services as “any plan, program, software or 

service that is marketed to repair, maintain, or improve the performance or security of any device 

on which code can be downloaded, installed, run, or otherwise used, such as a computer, 

smartphone, tablet, or smart home product.”  This definition is broad enough to encompass a 

wide range of electronic devices. 

A broad definition is necessary because, in the Commission’s experience, tech support 

scams have shown an ability to evolve with changes in consumer behavior and technology.  The 

Commission’s first actions against tech support scams involved telemarketers making outbound 

calls to consumers in which the telemarketer claimed to be a Microsoft technician who had 

identified a virus on the consumer’s computer.74F 

75 As consumers learned that Microsoft does not 

call consumers to warn them about viruses on their computers, tech support scams began relying 

on intrusive popup messages that claimed the computers had been infected with viruses.75F 

76 As 

web browsers began blocking popup messages, tech support scammers have taken other means 

to reach consumers



 

 
 



 

 
 

    

    

    

   

    

  

       

      

  

    

      

  

  

      

   

 

 
                 

          
          

 
     

         

                
            

         

scams rarely involve physical repair of electronic devices.80F 

81 The Rule currently exempts calls in 

which payment is not required until 





 

 
 

   

     

  

    

    

     

    

     

      

   

     

 

  

 

 

 

  

 
    

   

   
 

Two features of the proposed amendment would minimize the burden on legitimate tech 

support businesses.  



 

 

 

   

      

   

 

  

       

   

   

   

   

    

  

    

   

   

    

  

  

   

  

The Commission seeks comments on all aspects of the proposed regulation.  The 

Commission also seeks comments on the estimated burden that compliance with the proposed 

regulations will impose on sellers and telemarketers. In their replies, commenters should provide 

any available evidence and data that supports their position, such as empirical data on the costs 

of complying with the proposed amendment.  

You can file a comment online or on paper.  For the Commission to consider your 

comment, we must receive it on or before [INSERT DATE 60 



 

 

  

 

 

     

 

 

    

  

  

  

  

 

   

 

  

 

  

  

 

   

  

  

  

include any sensitive personal information, such as your or anyone else’s Social Security 

number; date of birth; driver’s license number or other state identification number, or foreign 

country equivalent; passport number; financial account number; or credit or debit card number.  

You are also solely responsible for making sure that your comment does not include any 

sensitive health information, such as medical records or other individually identifiable health 

information.  In addition, your comment should not include any “trade secret or any commercial 

or financial information which . . . is privileged or confidential.” 15 U.S.C. 46(f); see FTC Rule 

4.10(a)(2), 16 CFR 4.10(a)(2).  In particular, your comment should not include competitively 

sensitive information such as costs, sales statistics, inventories, formulas, patterns, devices, 

manufacturing processes, or customer names. 

Comments containing material for which confidential treatment is requested must be filed 

in paper form, must be clearly labeled “Confidential,” and must comply with FTC Rule 4.9(c), 

16 CFR 4.9(c).  In particular, the written request for confidential treatment that accompanies the 

comment must include the factual and legal basis for the request and must identify the specific 

portions of the comment to be withheld from the public record.  See FTC Rule 4.9(c), 16 CFR 

4.9(c).  Your comment will be kept confidential only if the General Counsel grants your request 



 

 

  

 

   

 

  

  

  

   

  

   

       

  

 

    

    

   

         

   

    

   

   

   

consider and use in this proceeding as appropriate.  The Commission will consider all timely and 

responsive public comments that it receives on or before [INSERT DATE 60 DAYS AFTER 

DATE OF PUBLICATION IN THE FEDERAL REGISTER].  For information on the 

Commission’s privacy policy, including routine uses permitted by the Privacy Act, see 

https://www.ftc.gov/site-information/privacy-policy. 

In addition to the issues raised above, the Commission solicits public comment on the list 

of questions below regarding the costs and benefits of the proposed amendment.  The 

Commission requests that comments provide the factual data upon which they are based.  These 

questions are designed to assist the public and should not be construed as a limitation on the 

issues on which a public comment may be submitted.   

A. Questions for Comments 

1. Should the Commission finalize the proposed rule as a final rule?  Why or why not? 

How, if at all, should the Commission change the proposed rule in promulgating a final 

rule? 

2. Is the definition of “technical support service” clear and understandable? It is ambiguous 

in any way? How, if at all, should it be improved? 

3. Is the definition of “technical support service” appropriately tailored?  Is it overinclusive 

or underinclusive in any way? How, if at all, should it be improved? 

4. Do you support excluding from the definition of technical support instances in which the 

person providing the repair obtains physical possession of the device being repaired? 

Why or why not? 

5. Do you support the proposal to add technical support services to the list of calls that do 

not qualify for the exemptions for calls in response to advertisements and direct mail 

24 



 

 

     

  

   

  

  

     

      

  

  

  

       

  

 

 

   

 

   

  

 

  

  

 
               

 

solicitations in § 310.6(b)(5) and § 310.6(b)(6)? Should the Commission consider other 

modifications to the Rule to address tech support scams? 

6. Would the proposed rule place an undue burden on technical support operations that do 

not engage in deceptive acts or practices?  If so, what burden would it impose and how 

can the burden be reduced? 

7. Do you agree with the estimates in the Paperwork Reduction Analysis? Why or why not? 

8. How many new calls would be subject to the TSR if the proposed rule is adopted? 

9. Would the proposed rule disproportionately benefit or burden original equipment 

manufacturers?  If so, how should the proposed rule be changed? 

VI. Paperwork Reduction Act 

The current Rule contains various provisions that constitute information collection 

requirements as defined by 5 CFR 1320.3(c), the definitional provision within the Office of 

Management and Budget (“OMB”) regulations implementing the Paperwork Reduction Act 

(PRA).  44 U.S.C. chapter 35.  OMB has approved the Rule’s existing information collection 



 

 
 

   

     

  

   

 

 

   

   

    

  

    

 

      

       

   

   

 
   

              
   

    

  

knowledge of the telemarketing industry and data compiled from the Do Not Call Registry.  The 

annual hours of burden for sellers or telemarketers will consist of two components: the time 

required to make disclosures and the costs of complying with the Rule’s recordkeeping 

requirements. 

First the Commission estimates that the disclosure burden will take 19,566 hours.  

Calculating the disclosure burden requires estimating the number of inbound tech support calls 

that will now be subject to the TSR if the proposed amendment goes into effect.  The 

Commission uses the same methodology it has used in the past to calculate the disclosure burden 

for categories of calls that are excluded from the TSR’s exemptions for inbound calls.92F 

93 

As it has in the past, the Commission estimates that there are 1.8 billion inbound 

telemarketing calls that result in sales, that consumer injury from telemarketing fraud is $40 

billion a year, and that it takes seven seconds to make the disclosures required by the Rule in 

inbound calls.93F 

94 The Commission estimates the disclosure burden for particular categories of 

calls that are excluded from the TSR’s exemptions by extrapolating a percentage of those calls 

based on their complaint rates in the FTC’s Consumer Sentinel system.94F 

95 The resulting 

percentage of total fraud complaints must be adjusted to reflect the fact that only a relatively 



 

 

  

 

  

  

  

    

   

 

  

   

 

 

   

 
              
                    

              
                   

    
                

      

             
   

              
       

              
          

                      
 

from telemarketing fraud ($40 billion)95F 

96 by available data on total consumer and business-to-

business telemarketing sales ($310.0 billion projected for 2016),96F 

97 or 13%.  The two percentages 

are then multiplied together to determine the percentage of the 1.8 billion annual inbound 

telemarketing calls represented by each type of fraud complaint.  That number is then rounded to 

the nearest ten.  In 2022, there were 2,369,527 fraud complaints and 89,158 complaints about 

tech support.97F 

98  Thus, the general sales disclosure burden is 19,566 hours (1.8 billion inbound 

calls x the percentage of fraud complaints for tech support (89,158/2,369,527) x the percentage 

of telemarketing calls that are estimated to be fraudulent (.13) x the length of the disclosures (8 



 

 

     

     

 

   

    

   

 

    

  

    

    

    

  

   

     

   

 

   

  

  

 

 
    

    
 

state.  Staff assumes that these 6,562 entities are operating solely intrastate, and thus would not 

be subject to the TSR. 



 

 
 

  

  

 

    

  

        

   

    

   

    

     

 

     

  

  

 

  

 
           

              
            

            
    

               
         

 

with the TSR, for a total annual recordkeeping burden of 104,250 hours.100F 

101 

B. Estimated Annual Labor Costs 

The Commission estimates annual labor costs by applying appropriate hourly wage rates 

to the burden hours described above.  The Commission estimates that the annual labor cost for 

disclosures will be $315,991.  This total is the product of applying an assumed hourly wage of 

$16.15 for 19,566 hours of disclosures.101F 

102 The Commission estimates that the annual labor cost 

for recordkeeping will be $3,228,623. This is calculated by applying a skilled labor rate of 

$30.97/hour102F 

103 to the estimated 150 burden hours for the estimated 695 entities that will now be 

covered by the Rule ($30.97 x 150 x 695).  

C. Estimated Annual Non-Labor Costs 

The FNPR estimates that the annual non-labor costs are $55 a year, derived from $5 for 

electronically storing audio files, and $50 for storing the required records.  The Commission thus 

estimates that the annual non-labor costs will be $38,255 (695 entries x $55).  

The Commission invites comments on the accuracy of the FTC’s burden estimates, 

including whether the methodology and assumptions used are valid.  Specifically, the 

Commission invites comments on: (1) whether the proposed collection of information is 

necessary for the proper performance of the functions of the FTC, including whether the 

information will have practical utility; (2) the accuracy of the FTC’s estimate of the burden of 

101 The Commission is using a Final Rule simultaneously with this NPRM. 

102 This figure is derived from the mean hourly wage shown for Telemarketers. See “Occupational Employment 
and Wages–May 2022,” U.S. Department of Labor, released April 25, 2023 Table 1 (“National employment and 
wage data from the Occupational Employment Statistics survey by occupation, May 2022”), available at 
https://www.bls.gov/news.release/ocwage.t01.htm (last visited July 19, 2023). 

103 This figure is derived from the mean hourly wage shown for Computer Support Specialists from the U.S. 
Department of Labor source set out in the prior footnote. 
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the proposed collection of information; (3) ways to enhance the quality, utility, and clarity of the 

information to be collected; and (4) ways to minimize the burden of collecting information on 

those who respond. 

Written comments and recommendations for the proposed information collection should 
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available information, the Commission certifies that amending the Rules as proposed will not 

have a significant economic impact on a substantial number of small entities, and hereby 

provides notice of that certification to the Small Business Administration (“SBA”). 

Nonetheless, the Commission has determined that it is appropriate to publish an IRFA in 

order to inquire into the impact of the proposed amendment on small entities.  The 

Commission invites comment on the burden on any small entities that would be covered and 

has prepared the following analysis. 

A. Description of the Reasons the Agency Is Taking Action 

The Commission proposes amending the TSR to explicitly exclude tech support calls 

from the exemptions for inbound calls by consumers in response to advertisements and direct 

mail solicitations from tech support services.  As described in Section IV, the proposed 

amendment is intended to address the widespread harm caused by deceptive tech support 

services, which disproportionately impact older consumers compared to younger ones.   

B. Statement of Objectives of, and Legal Basis for, the Proposed Amendment 

The objective of the proposed amendment is to lessen the harm caused by deceptive 

tech support scams.  The legal basis for the proposed amendment is the Telemarketing Act, 

which authorizes the Commission to issue rules to prohibit deceptive or abusive 

telemarketing practices. 

C. Description and Estimated Number of Small Entities to Which the Rule Will 

Apply 

The proposed amendment to the Rule affects sellers and telemarketers that sell technical 

support services through inbound telemarketing calls that are made in response to advertisements 

and direct mail solicitations.  As noted above, staff estimates that there are 695 such entities that 

31 





 

 
 

       

     

   

   

       

  

 

  

    

  

    

  

  

   

  

       

  

   

   

     

  

   

 
   

amendment but is seeking comment on whether the proposed rule places an undue burden on 

technical support operations that do not engage in deceptive acts or practices and, i



 

 
 

   

   

    

   

     

    

     

  

  

  

   

    

 

     

    

    

  

 

  

  

 

     

    

(gg) (hh) 

(hh) (ii) 

b. Revise paragraph (ff) to read as follows: 

§ 310.2 Definitions 

* * * * * 

(ff) Technical Support Service means any plan, program, software, or service that is marketed to 

repair, maintain, or improve the performance or security of any device on which code can be 

downloaded, installed, run, or otherwise used, such as a computer, smartphone, tablet, or smart 

home product.  Technical support service does not include any plan, program, software, or 

services in which the person providing the repair, maintenance, or improvement obtains physical 

possession of the device being repaired. 

3. Amend § 310.6 by revising paragraphs (b)(5)(i) and (b)(6)(ii) to read as follows: 

§ 310.6 Exemptions 

* * * * * 

(b) * * * 

(5) * * * 

(i) 



 

 
 

    

 

 

 




