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Acting on a referral from the Federal Trade Commission, the United States Department 
of Justice has filed a complaint against and proposed settlement with Cognosphere, LLC and 
Cognosphere Pte. Ltd., publishers of a widely downloaded online video game, Genshin Impact. 
If entered, the settlement would resolve allegations that the defendants violated section 5(a) of 
the FTC Act, 15 U.S.C. § 45(a), and the Children’s Online Privacy Protection Act, 15 U.S.C. 
§§ 6501–6506, and its implementing rule, 16 C.F.R. pt. 312. This law-enforcement action is the 
first by the United States to address the growing scourge of so-called “loot boxes” in video 
games, a problem with which many parents and all gamers are likely familiar. I extend my 
heartfelt thanks to the diligent staff at the FTC whose tireless efforts investigating the 
defendants’ conduct and commendable resolve in negotiations led to this historic complaint and 
settlement, with its robust remedies that include significant protections for kids under 16, as well 
as to our partners at the Department of Justice for filing the case. Because of their stellar work, 
we have sent a strong message to the video-game industry—a massive and growing part of our 
economy—and everyone in it who would exploit the developing minds of our children and teens 
with unfair or deceptive schemes just to turn a buck: GAME OVER. 

I also convey my profound gratitude to United States Senator Maggie Hassan, who 
sounded an early alarm about the risks of loot boxes.1





 

 

done, to separate gamers from their (or their parents’) money, and section 5’s prohibition against 
unfair or deceptive practices is likely to be the most useful tool in such cases. But, as Keppel 
makes clear, section 5’s prohibition against unfair methods of competition is another potentially 
relevant tool, especially in circumstances in which loot boxes operate to keep gamers hooked on 
their own game instead of competitors’ games. 

When the facts support competition as well as consumer-protection theories, the 
Commission should fully execute our Congressional mandate by pleading all law violations we 
uncover. In short, the gaming industry should be on notice that wanton use of loot boxes may 
create exposure to multiple theories of liability. Children may be unable to assess low-probability 
events, but responsible video-game publishers would be well advised not to take the chance of 
getting themselves hooked on loot boxes. 
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