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Today the Comm i s s i on final i zes  amendm ent s to th e Chil dren’s Onli ne Privacy Prot ect i on 

Rule. These amendm ent s are much -need ed: they come 25 years after th e Rule first went into 
eff ect and 12 years after t he Rule was last amend e d . 1  Much has ch anged in t hat time, with a 
dram at i c rise in kids’ smart phone usag e, s cr eent i m e, 2  and consum pt i on of soci al medi a . 3  
Meanwhi l e,

https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-312
https://www.ftc.gov/news-events/news/press-releases/2013/07/revised-childrens-online-privacy-protection-rule-goes-effect-today
https://www.ftc.gov/news-events/news/press-releases/2013/07/revised-childrens-online-privacy-protection-rule-goes-effect-today
https://www.ftc.gov/system/files/ftc_gov/pdf/p214505kidsadvertisingstaffperspective092023.pdf
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Pract i cal l y this means that cover ed  enti t i es will be prohi bi t ed from sell i ng kids’ data or 
discl os i ng it for target ed advert i s i ng unless  parent s separat el y agre e and op t -in to these uses. And 
if a par ent choos es not to consent, the oper at or ma y not cut off acces s to the websi t e or servi ce. 
In short, behavi or al adve rt i s i ng towards kids must be off by defaul t —and enti t i es cannot puni s h 
fami l i es if parent s do not agree to the s ale or discl os ure of thei r kids’ data.  
 

Second, the revi s ed Rule creat es key prot e ct i ons agai ns t the indefi ni t e reten t i on of kids’ 
personal data. 6  These revi s i ons will prevent an ope rat or from retai ni ng chil d ren’s personal 
inform at i on for longer th an nec es s ary fo r the spe c i fi c docum ent ed purpos e for which the 
operat or coll ect ed  it. Mor eover, cov er ed enti t i es will need to maint ai n  a writ t en data ret ent i on 
poli cy that both (1) detai l s the speci fi c busi nes s ne ed for holdi ng on to kids’ personal data and (2) 
lays out the timel i ne for delet i ng this data, precl u di ng i ndefi ni t e retent i on.  These amendm ent s  
will put in place  basel i ne mini m i zat i on requi rem e nt s that reduce the bu rde n on parent s. They 
may prove esp eci al l y sali ent given the expans i on o f AI and machi ne l earni n g tool s that feed on 
data to devel op and refi n e the model s and algori t h m s. Indeed, FTC’s enforc em e nt experi ence h as 
already shown firm s citi ng machi ne lea rni ng as just i fi cat i on for indefi ni t e re tent i o n—and the 
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penal t y for COP P A viol at i ons, 9  pursued enfor cem e nt acti ons agai ns t firm s with extens i ve ac ces s 
to chil dren and thei r p ers onal inform at i on, 10  and addres s ed priva cy ha rm s that kids face in onli ne 
gami ng envi ronm ent s. 11  The FTC also obtai ned reli ef requi ri ng not only dele t i on of chil dren’s 
inform at i on coll ect ed in viol at i on of COP P A, but delet i on of model s trai ne d on it. 12  And  the 
agency broug ht its first COP P A acti on agai ns t an ed tech provi der, 13  buil di ng off of its poli cy 
stat em ent clari fyi ng that COP P A forbi ds ed tech p rovi ders from fo rci ng pa r ent s and school s to 
surrende r chil dren ’s  onli ne privacy in ord er to do school work or attend s ch ool remot el y . 14  The 
Comm i s s i on also acted to support the use of stat e law and privat e acti ons t o prot ect chil dren ’s 
onli ne privacy by fili ng amicus briefs in cases  whe re part i es attem pt ed to use COP P A to fores t al l 
such acti ons. 15  

 
Beyond COP P A, which does not appl y to kids 13 and older, the Comm i s s i on brought its 

first acti ons to prot ect tee ns onli ne.  In its acti on agai ns t Epic Games, the Co mm i s s i on obtai ned 
reli ef requi ri ng the comp any to disabl e by def aul t for all users und er 18 voi ce and text 

 
9  

https://www.ftc.gov/news-events/news/press-releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-over-ftc-allegations
https://www.ftc.gov/news-events/news/press-releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-over-ftc-allegations
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-investigation-leads-lawsuit-against-tiktok-bytedance-flagrantly-violating-childrens-privacy-law
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-investigation-leads-lawsuit-against-tiktok-bytedance-flagrantly-violating-childrens-privacy-law
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-investigation-leads-lawsuit-against-tiktok-bytedance-flagrantly-violating-childrens-privacy-law
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-information
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-information
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-doj-charge-amazon-violating-childrens-privacy-law-keeping-kids-alexa-voice-recordings-forever
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-doj-charge-amazon-violating-childrens-privacy-law-keeping-kids-alexa-voice-recordings-forever
https://www.ftc.gov/news-events/news/press-releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-over-ftc-allegations
https://www.ftc.gov/news-events/news/press-releases/2022/12/fortnite-video-game-maker-epic-games-pay-more-half-billion-dollars-over-ftc-allegations
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-information
https://www.ftc.gov/news-events/news/press-releases/2023/06/ftc-will-require-microsoft-pay-20-million-over-charges-it-illegally-collected-personal-information
https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-company-formerly-known-weight-watchers-illegally-collecting-kids-sensitive
https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-company-formerly-known-weight-watchers-illegally-collecting-kids-sensitive
https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-company-formerly-known-weight-watchers-illegally-collecting-kids-sensitive
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-says-ed-tech-provider-edmodo-unlawfully-used-childrens-personal-information-advertising
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-says-ed-tech-provider-edmodo-unlawfully-used-childrens-personal-information-advertising
https://www.ftc.gov/news-events/news/press-releases/2022/05/ftc-crack-down-companies-illegally-surveil-children-learning-online
https://www.ftc.gov/news-events/news/press-releases/2022/05/ftc-crack-down-companies-illegally-surveil-children-learning-online
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-files-amicus-brief-saying-coppa-cant-force-parents-arbitration
https://www.ftc.gov/news-events/news/press-releases/2024/08/ftc-files-amicus-brief-saying-coppa-cant-force-parents-arbitration
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-files-brief-jones-v-google-support-appeals-court-ruling-coppa-does-not-preempt-plaintiffs-state
https://www.ftc.gov/news-events/news/press-releases/2023/05/ftc-files-brief-jones-v-google-support-appeals-court-ruling-coppa-does-not-preempt-plaintiffs-state
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comm uni cat i ons, which faci l i t at ed onli ne har as s m ent, abuse, and predat i on. 16  T he FTC also 
brought its first case ch al l engi ng unsubs t ant i at ed AI chil d safet y clai m s ag ai ns t a provi der of an 
anonym ous messagi ng app that expos ed chil dren and teens to cybe rbul l yi ng and haras s m ent, and 
obtai ned a ban agai ns t of feri ng anonym ous messa gi ng apps to minors. 17  Through these acti ons, 
the Comm i s s i on sent a clear messag e that it will use its  tool s and authori t i es to combat illegal 
busi nes s pract i ces that h a rm chil dren onli ne, ev en if they do not fall under t he purvi ew of 
COP P A.  
 
 In addi t i on to its law enforcem ent init i at i ves, the FTC  undert ook effort s to exam i ne issues 
impact i ng chil dren and te ens onli ne. It publ i s hed a report detai l i ng the findi ngs of a 6(b) study 
exam i ni ng the data pr act i ces of  larg e soci al medi a and video stream i ng se rv i ces , findi ng that the 
plat form s fail ed to ad equ at el y prot ect kids and te e ns onli ne. 18  Looki ng to new devel opm ent s in 
onli ne advert i s i ng, the Comm i s s i on held a works hop on kids and steal t h advert i s i ng in digi t al 
medi a. 19  A s taff pape r  desc ri bed  takea ways from the works hop, noti ng the import ance o f cle arl y 
separat i ng adv ert i s i ng fro m entert ai nm ent and edu cat i onal cont ent to limi t potent i al harm s to 
chil dren. 20  Most recent l y, the Comm i s s i on announced a works hop to ex am i ne the use of desi gn 
feat ur es on digi t al plat for m s aimed at keepi ng kids and teens onli ne. 21  These effort s hav e be en 
crit i cal in expos i ng and u nders t andi ng potent i al ha rm s and risks impact i ng chil dren and te ens 
onli ne. 
 
 As technol ogy cont i nues to devel op at a swift pa ce,  and risks to privacy alo ng with it, the 
FTC must cont i nue to buil d  on the strong foundat i on that it has laid over the past three y ears to 
vigorous l y prot ect kids and teens onli ne.  
 
 Of cours e, whil e the Co mm i s s i on shoul d fait hfull y admi ni s t er its enforce m ent obli gat i ons 
under COP P A, furt her pr ot ect i ons for kids’ priva c y are much n eeded. I wel com e the extens i ve 
effort s unde rway in Con gres s to legi s l at e addi t i onal prot ect i ons for young peopl e onli ne.  
 
 I am deepl y gr at eful to st aff in the Divi s i on of Privacy and Id ent i t y Prot ect i on for thei r 
excel l ent and thought ful work in cra ft i ng the ame ndm ent s announced toda y, and to staff 

 
16  Fo r tn ite press rele a se, supra note 9 . 
17  Press Rele a se, Fed. Trad e Co m m ’ n, FTC Ord e r Will Ban NGL Lab s an d its Fo u n d er s from Off e r in g An o ny m ou s 
Messa g in g Ap p s to Kid s Un d er 18 an d Halt Dece p tiv e Claim s Aro u n d AI Co n te n t Mo d er a tio n (July 9, 202 4), 
http s://www.ftc.gov/news-even ts/news/press-release s/2024/07/ftc-order -will- ban -ngl -lab s -its -fou n d er s -off e r in g -
ano n ym o u s -messa g in g -app s -kid s -und e r -18- halt . 
18  Press Rele a se, Fed. Trad e Co m m ’ n, FTC Staf f Rep o r t Fin ds Lar g e So cia l Med ia an d Vide o Str e a m in g Co m p an ie s 
Hav e En g a g ed in Vast Su r v e illa n c e of User s with Lax Priv ac y Co n tr o ls an d In ad eq u a te Saf e g u a rd s fo r Kid s and 
Teen s (Sep t. 19, 202 4), http s://www.ftc.gov/news-even ts/news/press-release s/2024/09/ftc-staff -rep o r t -fin d s -lar g e -
socia l -med ia -vid e o -str e a m in TJ
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throughout the agency fo r thei r ef fort s to prot ect t he safet y and privacy o f Ameri ca ’s  chil dren 
and teens.  M any thanks 


