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Issue Spotlight: 
The Rise of Surveillance Pricing 

1 Introduction 

Scope. This document provides an overview of publicly available information from both industry and 

academia, focusing on the documented growth of surveillance pricing, as well as its scope and impacts on 
consumers. It provides a detailed overview of surveillance pricing today, discussing some developments and 

concerns raised in the media, research literature, and other public sources. FTC Staff1 also highlight areas 

where, based on our overview, more research is needed. 

In July 2024, the Federal Trade Commission voted to use its 6(b) authority to conduct a study into the 
surveillance pricing ecosystem, focusing on intermediary firms that advertise their use of AI and other 
technologies along with historical and real-time consumer information to target prices for customers. While 
exploring similar topics to the 6(b) study, this document is not part of the 6(b) study, nor is it based on any 
non-public information obtained through that process. 

Outline. The document below first provides context and background on surveillance pricing, exploring both 
how the surveillance pricing ecosystem developed and its scale and scope today. It then gives an overview of 
some of the concerns raised in the academic literature and public reporting on the surveillance pricing 
ecosystem, covering its inputs, outputs, and impacts on—and potential harms to—consumers and the 
marketplace. The document concludes by highlighting areas where, based on Staff's overview, further 
research is needed. 

2 Background 

Before the modern era, the prices of consumer goods were often determined through negotiation (or 
“haggling”) between buyers and sellers. Starting in the 1870s, sellers started affixing price tags to consumer 
goods, streamlining the shopping experience and obviating the need for negotiation. 2 As a result, in the U.S. 

today, most consumer goods and services are sold on a posted-price basis, meaning the seller presents the 
buyer with the prices of different goods or services, and the buyer can choose which offers to accept, if any. 
In general, this model can cover everything from consumer electronics to groceries, whether sold via an e-

commerce website or in a brick-and-mortar store. 

While the set of products and services offered by a particular seller—and their corresponding prices—were 
historically the same for most potential buyers under the posted-prices paradigm, that � not necessarily reflect those of the Commission or 

any individual Commissioner. Thank you to Staff who contributed: Dr. Alan Mislove, Stephanie T. Nguyen, Marc S. 
Lanoue, Wells Harrell, Mark Suter, Laura Alexander, Samuel Levine, Kelly Signs, Synda Mark, Dan Salsburg, Ben 
Wiseman. 
2 Brian Wallheimer, Are You Ready For Personalized Pricing?, Chicago Booth Review (Feb. 26, 2018), 
https://www.chicagobooth.edu/review/are-you-ready-personalized-pricing. 

1 

https://www.chicagobooth.edu/review/are-you-ready-personalized-pricing


 

 
 

    

 

       

     

    

     

     

    

   

   

 

   

   

  

       

       

    

      

        

        

          

        

       

       

     

         

    

    

  

   

 
     

 
     

   
  

     
 

          
     

       
    

 
      

    
          

  

the demographics of the prospective buyer, the buyer’s location, the buyer’s previous history with the seller or 
the seller’s partners, etc.

https://jacobin.com/2024/07/surveillance-personalized-pricing-data-collection
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-issues-orders-eight-companies-seeking-information-surveillance-pricing
https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-issues-orders-eight-companies-seeking-information-surveillance-pricing
https://jacobin.com/2024/07/surveillance-personalized-pricing-data-collection
https://www.nber.org/papers/w25138
https://sites.harvard.edu/pricing-lab/2023/10/17/dynamicpricingrestaurant/
https://sites.harvard.edu/pricing-lab/2023/10/17/dynamicpricingrestaurant/
https://ssrn.com/abstract=4403058
https://www.aeaweb.org/articles?id=10.1257/mic.20210158


 

 
 

     

     

    

 

   

   

 

    

    

 

       

     

      

     

        

 

    

   

   
 

  

       

 
      

 
        

    
       

 
     

     
 

          
 

 
 

       
 

     
  

commerce systems are not necessarily aware of the products and services offered to other potential buyers, or 
their prices (as they typically would be in a brick-and-mortar store).10 

The ecosystem that supports surveillance pricing 

https://www.theatlantic.com/technology/archive/2023/09/retailers-consumer-tracking-data-personalized-ads-influence/675181/
https://www.theatlantic.com/technology/archive/2023/09/retailers-consumer-tracking-data-personalized-ads-influence/675181/
https://myscp.onlinelibrary.wiley.com/doi/abs/10.1002/arcp.1068
https://link.springer.com/article/10.1007/s11129-023-09273-w
https://link.springer.com/article/10.1007/s11129-023-09273-w
https://www.nytimes.com/2024/10/23/business/kroger-walmart-facial-recognition-prices.html
https://apnews.com/article/stop-shop-grocery-deals-digital-coupons-b4f181f9c5cca6e4c9f2e706726f1371


 

 
 

      

 

 

      

         

      

 

       

    

    

      

 

  
 

  

   

   

  

   

    

   

  

  

 
       

 
       

  
   

  
    

 
        

       
 

         
      

           
 

         
     

 
          

  
          
      

 

1. Scale. Data is routinely collected at a volume that is well beyond what was possible previously.17 

Moreover, data collection is not confined to a single technology or industry but is collected by 
numerous sources across industries.18 

2. Resolution. Data is generated by many interactions between a seller and potential buyer, with 
numerous online services embedding multiple trackers.19 Such data can be used both to “segment,” 
or group individuals based on shared interests or traits, and to enable targeting online down to the 
individual. 20 

3. Constant Collection. Data can be collected continually, and potential buyers are often unaware of 
the data that has been collected and often have not explicitly consented to that data collection. 21 

This section covers how academic researchers and practitioners have approached understanding these 
foundations, focusing first on the inputs (i.e., the data that is collected) before turning to the outputs (i.e., where 
the effect may be observed). 

3.1 Surveillance pricing inputs 

Sellers across industries have realized that knowing more about buyers—their preferences and how they use 
different products or services—can provide additional avenues for maximizing profits.  Early examples of 
technologies for gathering such information on consumers include “auditmeters”22 which recorded the radio 
stations to which homes were listening. Later examples included more passively collected data, such as the 
newspapers and magazines to which consumers subscribed,23 the products that buyers purchased at grocery 
stores,24 and the movies that consumers rented from video rental stores.25 At the same time, credit reporting 
agencies and other financial firms26 began to use data they collected to offer data analytics and targeting 
information to advertisers.  Today, sellers and various third parties collect large amounts of data on 
consumers—including their purchase histories, their physical movements, their communications, their 

17 Cong. Research Serv., Online Consumer Data Collection and Data Privacy (No. R47298, Oct. 31, 2022), 
https://crsreports.congress.gov/product/pdf/R/R47298. 
18 See Michael Kwet, In Stores, Secret Surveillance Tracks Your Every Move, N.Y. Times, June 14, 2019, 
https://www.nytimes.com/interactive/2019/06/14/opinion/bluetooth-wireless-tracking-privacy.html; R.J. Cross, How 
Mastercard sells its ‘gold mine’ of transaction data, U.S. PIRG Education Fund (Sept. 23, 2023), 
https://pirg.org/edfund/resources/how-mastercard-sells-data/; Kashmir Hill, Automakers Are Sharing Consumers’ Driving 
Behavior with Insurance Companies, N.Y. Times, Mar. 11, 2024, 
https://www.nytimes.com/2024/03/11/technology/carmakers-driver-tracking-insurance.html. 
19 Steven Englehardt & Arvind Narayanan, Online Tracking: A 1-million-site Measurement and Analysis, Proceedings of the 
2016 ACM SIGSAC Conference on Computer and Communications Security 138 

 

https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf
https://www.sciencedirect.com/science/article/abs/pii/S096969890200036X
https://www.washingtonpost.com/archive/business/1992/05/14/credit-card-holders-to-be-warned-of-lists/ecac8f90-4291-4c84-8f0f-c27f374bd64b/
https://www.washingtonpost.com/archive/business/1992/05/14/credit-card-holders-to-be-warned-of-lists/ecac8f90-4291-4c84-8f0f-c27f374bd64b/


https://techpolicy.sanford.duke.edu/report-data-brokers-and-sensitive-data-on-u-s-individuals/
https://www.ndss-symposium.org/wp-content/uploads/2018/02/ndss2018_05B-3_Razaghpanah_paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2018/02/ndss2018_05B-3_Razaghpanah_paper.pdf
https://dl.acm.org/doi/10.1145/2976749.2978313
https://foundation.mozilla.org/en/privacynotincluded/articles/its-official-cars-are-the-worst-product-category-we-have-ever-reviewed-for-privacy/
https://foundation.mozilla.org/en/privacynotincluded/articles/its-official-cars-are-the-worst-product-category-we-have-ever-reviewed-for-privacy/
https://www.iab.com/wp-content/uploads/2024/04/IAB_PwC_Internet_Ad_Revenue_Report_2024.pdf
https://www.tandfonline.com/doi/full/10.1080/00913367.2017.1339368
https://pubsonline.informs.org/doi/10.1287/mksc.15.4.321
https://journals.sagepub.com/doi/10.1177/0022243718813987
https://www.nytimes.com/interactive/2019/06/14/opinion/bluetooth-wireless-tracking-privacy.html


 

 
 

   

     

       

    

  
 

 

   

  

    

     

    

      

      

         

       

     

      

    

    

   

         

       

     

    

     

    

  

 
     

 
  

    
 

      
   

 
             

    
     

   
         

    
      

   
  

        
 

Retailers are now directly monetizing the data they collect, with some 



 

 
 

   

      

      

    

   

     

    

   

 

  

  
 

   

     

 

    

     

   

  

      

   

        

    

   

     

  

 
        

  
         

    
  

         
     

  
            

     
  

        
    

    
    

  
          

     
      

    
  

that circumvent these controls. Commonly called “browser fingerprinting,”44 these approaches identify 
unique combinations of characteristics of the user’s device, including the web browser and extensions, screen 
resolution, local fonts, battery information, and hardware and software implementation of different browser 
APIs. 45 Recent studies have identified browser fingerprinting code on more than 25% of top websites.46 

Internet service providers. Firms that provide internet access (commonly called “internet service 
providers”) can monitor the traffic that customers send to collect information on consumers. While much 
web traffic is encrypted today, requests such as domain name system (“DNS”) queries47 and the setup of 
transport layer security (“TLS”) connections (via Server Name Indication48) can reveal the domains to which 
consumers are connecting even if the traffic itself is encrypted. Even this limited view into traffic can be used 

to develop profiles of customers. 

3.1.3 Data from mobile devices 

The widespread popularity of mobile devices, including phones and tablets, has provided additional 

opportunities for collecting data on users. 

Mobile apps. A distinguishing characteristic of mobile devices is that they allow third-party developers to 
run applications (“mobile apps”) on users’ devices.  Commonly distributed through “app stores” run by the 
mobile operating system provider, �s.

https://dl.acm.org/doi/10.1145/3386040
https://petsymposium.org/popets/2022/popets-2022-0056.php
https://petsymposium.org/popets/2022/popets-2022-0056.php
https://www.computer.org/csdl/proceedings-article/sp/2021/893400a283/1mbmHGY5Lpu
https://www.computer.org/csdl/proceedings-article/sp/2021/893400a283/1mbmHGY5Lpu
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3427563
https://petsymposium.org/popets/2019/popets-2019-0065.php
https://www.ndss-symposium.org/wp-content/uploads/2018/02/ndss2018_05B-2_Ren_paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/2018/02/ndss2018_05B-2_Ren_paper.pdf
https://petsymposium.org/popets/2018/popets-2018-0030.php


 

 
 

     

  

  

     

        

 

   

     

      

   

    

 

 

   

    

    

       

    

    

 

   

 

    

    

 

  

 

 

 
 

https://www.ftc.gov/system/files/documents/reports/cross-device-tracking-federal-trade-commission-staff-report-january-2017/ftc_cross-device_tracking_report_1-23-17.pdf
https://www.ftc.gov/system/files/documents/reports/cross-device-tracking-federal-trade-commission-staff-report-january-2017/ftc_cross-device_tracking_report_1-23-17.pdf
https://petsymposium.org/popets/2017/popets-2017-0020.php
https://ieeexplore.ieee.org/abstract/document/8383887/
https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-zimmeck.pdf
https://www.wsj.com/articles/t-mobile-to-step-up-ad-targeting-of-cellphone-customers-11615285803
https://www.fcc.gov/document/fcc-fines-largest-wireless-carriers-sharing-location-data


https://petsymposium.org/popets/2020/popets-2020-0021.php
https://petsymposium.org/popets/2020/popets-2020-0021.php
https://www.ftc.gov/news-events/news/press-releases/2017/02/vizio-pay-22-million-ftc-state-new-jersey-settle-charges-it-collected-viewing-histories-11-million
https://www.ftc.gov/news-events/news/press-releases/2017/02/vizio-pay-22-million-ftc-state-new-jersey-settle-charges-it-collected-viewing-histories-11-million
https://petsymposium.org/popets/2020/popets-2020-0072.php
https://petsymposium.org/popets/2020/popets-2020-0072.php


 

 
 

     
 

      

     

      

 

    

 

 

  
 

        

    

    

       

     

  

  

     

   

      

 
      

 
      

  
      

     
  

          
      

      
      

            
    

           
     

             
   

           
     

        
  

       
   

  
      

  

3.1.5 Data from data brokers or other intermediaries 

There are also companies whose primary business model is collecting, aggregating, sharing, and reselling 
consumers’ personal data. 71 Frequently called “data brokers,” these companies have existed since well before 
the advent of the internet. 72 Today, they collect data from a wide variety of sources—including government, 
commercial, and private records—and use it for a variety of purposes including identity verification, 
advertisement targeting, fraud detection, and credit estimation. Little direct study of data brokers exists, 
largely because they offer few user-facing tools that researchers can study; much mհhl� am䐀� am䐀 

https://dl.acm.org/doi/10.1145/2872427.2883089
https://dl.acm.org/doi/10.1145/2390231.2390245
https://dl.acm.org/doi/10.1145/2663716.2663744
https://dl.acm.org/doi/10.1145/3176258.3176338
https://dl.acm.org/doi/10.1145/2815675.2815681
https://techscience.org/a/2015090102/
https://www.wsj.com/articles/SB10001424127887323777204578189391813881534
https://themarkup.org/still-loading/2022/10/19/dollars-to-megabits-you-may-be-paying-400-times-as-much-as-your-neighbor-for-internet-service
https://themarkup.org/still-loading/2022/10/19/dollars-to-megabits-you-may-be-paying-400-times-as-much-as-your-neighbor-for-internet-service
https://dl.acm.org/doi/10.1145/2390231.2390245


 

 
 

     

   

  

   

    

   

 

 

  

      

     

          

   

   

       

      

   

      

  

   

   
 

    

 
      

  
     

 
   

    
       

  
    

    
       

  
      

  
          

    
         

    
   

      
     

       
  

  



 

 
 

   

   

   

    

    

      

    
 

   

   

  

     

     

    

   

      

        

  

  

 

  



 

 
 

  

   

   

     



 

 
 

        

        

    

  

  

  

     

     

   





 

 
 

   

  

  

     

      

          

       

     

   

 

     

     

     

         

        

       

    

     

 
   

  
       

 

common sets of participants who have already been “on boarded” and can choose to participate in different 
studies. Models for such an approach exist in other domains130 and could be tailored to understand the 
impacts of surveillance pricing as well. 

Understanding impacts on competition. Sellers agreeing to use the same algorithm to determine prices 
may lead to reduced rivalry and/or the ability to increase prices, 131 but the limits of when the use of common 
data to independently build algorithms might result in similar effects are not yet known. This is especially 
relevant as the behavior of modern AI systems is often heavily driven by the data they are trained on. In 
other words, what happens if multiple sellers use the same data to develop separate algorithms for deciding 
prices, and those algorithms all end up with substantially similar behavior? 

Additionally, more research is needed to understand the extent to which use of surveillance pricing strategies 

commonly involves or promotes the use of either common pricing algorithms and/or common data sets, 

across competing firms. As discussed above, sellers in the surveillance pricing ecosystem can amass granular 
customer data from a variety of common sources, presumably without resorting to potentially anticompetitive 
information exchanges. Existing studies on the competitive impact of algorithmic pricing suggest that its 
adoption may lead to supra-competitive pricing, even without agreements to use common algorithms or data; 
but this body of research is in its infancy. As sellers become increasingly sophisticated in how they gather 
customer information and deploy pricing algorithms in the surveillance pricing ecosystem, additional research 
is needed into the impacts of autonomous pricing algorithms on pricing and the competitive process. 

130 Helping researchers understand online behavior., National Internet Observatory. https://nationalinternetobservatory.org/ 
(last visited Jan. 9, 2025). 
131 Hannah Garden-Monheit & Ken Merber. Price fixing by algorithm is still price fixing, FTC Business Blog (Mar. 1, 2024), 
https://www.ftc.gov/business-guidance/blog/2024/03/price-fixing-algorithm-still-price-fixing. 

16 


	1 Introduction
	2 Background
	3 Foundations for Systems that Impact Surveillance Pricing
	3.1 Surveillance pricing inputs
	3.1.1 Data collected by sellers directly
	3.1.2 Data from web browsing
	3.1.3 Data from mobile devices
	3.1.4 Data from other connected devices
	3.1.5 Data from data brokers or other intermediaries

	3.2 Surveillance pricing outputs

	4 Potential surveillance pricing harms
	4.1 Harms to consumers
	4.2 Harms to competition

	5 Areas for Further Research



